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Some History

• In 1998, the original  
ntop has been created.

• It was a C-based app 
embedding a web server 
able to capture traffic 
and analyse it.

• Contrary to many tools available at that time, 
ntop used a web GUI to report traffic activities.

• It is available for Unix and Windows under GPL.
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Towards ntopng 2.0

• Version 1.0: 2013
◦Fresh code, some missing features, initial release.

• Version 1.2: 09/2014
◦Latest stable release, fixed many bugs, some new 
features.

• Version 2.0: Spring 2015
◦Added support for enterprise customers.
◦Two flavours: Embedded and Standard.
◦Two versions: Community and Professional.
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Version 2.0: Main Goals

• One application for network traffic monitoring 
and control (policy enforcement)

• Ability to scale to hundred thousand hosts (mid/
large ISPs)

• Identify network security issues and produce 
alerts.

• Natively integrated with other enterprise tools  
(e.g. Nagios) and protocols (e.g. NetFlow/IPFIX/
sFlow)
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Details Matter [1/2]
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Details Matter [2/2]
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nDPI [1/4]
• ntop develops and maintains nDPI:  
a GPL DPI toolkit.

• Supported protocols (> 180) include:
◦P2P (Skype, BitTorrent)
◦Messaging (Viber, Whatsapp, MSN, The Facebook)
◦Multimedia (YouTube, Last.gm, iTunes)
◦Conferencing (Webex, CitrixOnLine)
◦Streaming (Zattoo, Icecast, Shoutcast, Netflix)
◦Business (VNC, RDP, Citrix, *SQL)
◦VPN (Tor, IPSEC, PPTP)  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nDPI [2/4]

• nDPI identifies the application protocol 
regardless of the port being used (e.g. it can 
detect HTTP on ports other than 80).

• nDPI supports encrypted content for identifying 
HTTPS-based communications.

• ntopng is based on the nDPI layer for protocol 
recognition and enforcement.
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nDPI [3/4]
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Layer 4 Protocol

Layer 7 Protocol

Good or Bad?
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nDPI [4/4]
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• Using nDPI you can identify all hosts in your 
network who do something specific such as 
listening to music or going to Facebook.
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Network Health Unveiled [1/3]
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Flows to Pay Attention
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Network Health Unveiled [2/3]
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Network Health Unveiled [3/3]
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Do you finally know where is the higher latency: client or server ?
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Download or Upload ?
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Current Network Load

Download or Upload ?
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Packets Never Lie [1/3]

• Suppose that for specific hosts (e.g. for which an 
IDS has reported security issues) you want to save 
raw packets.

• Suppose that your host is under attack or is 
attacking somebody (e.g. portscan).

• Suppose that you want to save packets of unknown 
(i.e. not detected by nDPI) communications for 
inspection (or for improving nDPI).

• …then you need raw packets (pcap).
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Packets Never Lie [2/3]
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Packets Never Lie [3/3]

• You can now see in realtime what is happening 
inside ntopng at packet level…

• …and at the same time ntopng generates pcap 
files for you.
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ntopng wireshark -i tap0

Live Packet Export
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Reports [1/3]

18

PrintHistorical

http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/


© 2015 - ntop.org

Reports [2/3]

• Compact, file-system based (no DB is required so 
it can work with embedded systems), reports
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Reports [3/3]
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Interactive Talkers

Click to Zoom
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Modular Dashboard
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Alerts [1/2]
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Per-host Alert Preferences

http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/


© 2015 - ntop.org

Alerts [2/2]
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SNMP

24

http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/


© 2015 - ntop.org

Nagios [1/2]

• ntopng can be used by nagios as:
◦Data source (e.g. give me the traffic of host X)

• ntopng can use nagios for:
◦Sending alerts and state changes.
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Nagios [2/2]
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ntopng nagios

ntopngnagios
(plugin)

Passive Mode

queueAlert()

Active Mode

http://localhost:3000/lua/host_get_json.lua?ifname=eth0&host=192.168.1.1
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NetFlow/IPFIX/sFlow Collection

• Flow collection is implemented using nProbe.
• Flows are converted to JSON and sent over ØMQ.
• {“8”:"192.12.193.11","12":"192.168.1.92","15":"0.0.0.0","10":0,"14":0,"2":

5,"1":406,"22":1412183096,"21":1412183096,"7":3000,"11":55174,"6":
27,"4":6,"5":0,"16":2597,"17":0,"9":0,"13":0,"42":4}
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Multi-Tenancy

• ntopng has natively the ability to create multi-
tenancy topologies using the same ØMQ used 
for flow collection.

• It is possible to create  
complex father-son 
topologies where the 
top ntopng instance 
receives data from the 
bottom instances.
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Big Data with ElasticSearch

• ntopng can natively export flows information into 
ElasticSearch, a popular big data database.

• Using applications 
such as Kibana it is 
possible to visualise 
in realtime data 
exported di ntopng. 
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Multi User Support

• ISPs can use ntopng to show their users only the 
portion of the hosts that matter them.
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Layer-7 Traffic Enforcement [1/2]
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ntopng
(Bump-In-The-Wire)
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Layer-7 Traffic Enforcement [2/2]
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Final Remarks

• We believe that open-source traffic network 
monitoring should be simple and cheap.

• Commodity hardware, with adequate software, 
can now match the performance and flexibility 
that markets require. With the freedom of open 
source.

• ntopng is available under GNU GPLv3 from  
http://www.ntop.org/.
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