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Cisco NetFlow Security Event Logging Guide: Cisco ASA
5580 Adaptive Security Appliance and Cisco NetFlow
Collector

Cisco® ASA Software Version 8.1 for Cisco ASA 5580 Adaptive Security Appliance has
introduced NetFlow Security Event Logging (NSEL), a next-generation feature that
enables network security auditing and reporting in high-performance environments. This
document shows how you can deploy Cisco ASA Software Version 8.1 with the Cisco
NetFlow Collector as an end-to-end Cisco NetFlow solution.

Cisco ASA 5500 Series NetFlow Security Event Loggin g Overview
With the implementation of NetFlow Security Event Logging in Cisco ASA Software Version 8.1,
Cisco has pioneered a new event reporting mechanism for firewalls with the following benefits and
characteristics:

The events are sent in binary records; this makes parsing those events easier.

Multiple flow information records are contained within a single packet.

Event logging performance has significantly increased.

Cisco NetFlow Security Event Logging in Cisco ASA Software Version 8.1 is based on RFC 3954,
with some modifications. The following are key characteristics of Cisco ASA NetFlow Security
Event Logging:

Bidirectional flows: the 2 flows are treated as a single flow for ASA NetFlow events

Event Based: the records are only generated based on the 3 flow status events (flow
creation, flow teardown and flow denial), not based on flow activity timers. The ASA flow
database acts like a permanent flow cache. An entry only expires when a flow is closed.

New NetFlow fields are added to represent security related parameters

For more information about different data records and templates for these flow events, see the
Implementation Note for NetFlow Collectors at
http://www.cisco.com/en/US/docs/security/asa/asa81/netflow/netflow.html
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Cisco NetFlow Collector Overview

The Cisco NetFlow Collector allows Cisco customers to collect Netflow Security Logging events
from Cisco ASA 5580 Adaptive Security Appliances and store them into a file as a high-speed
logging collector.

Note: Currently, NFC does not support the reporting features available in NFC.

More information about the Cisco NetFlow Collector can be found at http://www.cisco.com/go/nfc.

Table 1 summarizes the software versions that have been validated for interoperability between the
Cisco NetFlow Collector and Cisco ASA 5500 Series Adaptive Security Appliances.

Table 1. Cisco NetFlow Collector and Cisco ASA Series Adaptive Security Appliances interoperability
summary
Feature Description
Date January 22, 2008
Vendor Name Cisco
Website http://www.cisco.com
Product Name Cisco NetFlow Collector
Version and Platform NFC Version 6.0 on RedHat Enterprise Linux 6.0
Cisco ASA Software Version Tested Cisco ASA Software Version 8.1 and Cisco ASDM Version 6.1

Deployment Scenarios

Single Mode

In this deployment scenario, the Cisco NetFlow Collector is located either on a private (out-of-band)
management network or on the inside (trusted) network of the Cisco ASA 5580 Adaptive Security
Appliance. The Cisco ASA 5580 Adaptive Security Appliance can operate in either routed or
transparent mode.

Figure 1 shows the Cisco NetFlow Collector deployed on a private management network of a Cisco
ASA 5500 Series appliance operating in single, routed mode.

Figure 1. Cisco NetFlow Collector with Cisco ASA 5500 Series Security Appliance in Singled, Routed Mode
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For a more detailed configuration of this scenario, see Appendix A.

In transparent mode, no special configuration is required in Cisco ASA Software Version
8.1 other than the standard NetFlow configuration explained later in this document (identical to

single routed mode).
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Multiple Mode

In this deployment scenario, the Cisco ASA 5580 Adaptive Security Appliance operates in routed or
transparent multiple mode (multiple contexts). Each context will require a separate NetFlow
configuration to export flow events from that context. Depending on the configuration, NetFlow
Collector servers might or might not be shared among the virtual contexts of the Cisco ASA 5580
Adaptive Security Appliance.

If the Cisco ASA 5580 Adaptive Security Appliance is configured to share interfaces between
multiple contexts (such as a management network), all contexts can send NetFlow Security Event
Logging events to the same NetFlow Collector server.

If the Cisco ASA 5580 Adaptive Security Appliance is configured so that each context operates
independently, a separate NetFlow Collector server is required for each context to collect flow
events.

Figure 2. Cisco NetFlow Collector with Cisco ASA 5500 Series in Multiple, Routed Mode and Shared Inside
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In Figure 2, the Cisco NetFlow Collector is deployed on a network subnet that is shared among all
three virtual contexts (Admin, Context A, and Context B) on the Cisco ASA 5580 Adaptive Security
Appliance. Each context is configured to send its own NetFlow Security Event Logging events to
the same Cisco NetFlow Collector that is located on the 10.1.1.0/24 subnet. For a more detailed
configuration, see Appendix B.
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Cisco ASA 5500 Series Configuration

You can configure the NetFlow feature on Cisco ASA Software Version 8.1 from the command-line
interface (CLI) or with the Cisco Adaptive Security Device Manager (ASDM).

Using the CLI
To configure the NetFlow feature using the CLI, perform the following steps:

1. Enable NetFlow by entering the flow-export enable command in global configuration mode.
ciscoasa(config)# flow-export enable

2. Enter the NetFlow Collector information to which Cisco ASA 5580 flow events will be sent.

ciscoasa(config) # flow-export destination interface
NF_collector_IPaddr UDP_port

where:
interface is the Cisco ASA 5580 security interface name through which the NetFlow
Collector server can be reached.
NF_Collector_IPaddr is the IP address of the NetFlow Collector.
UDP_port is the UDP port on which the NetFlow Collector process is listening. By default,
NetFlow Collector listens on UDP port 9999.

Cisco ASA Software Version 8.1 supports up to two NetFlow Collectors. These two
NetFlow collectors are for redundancy not for load balancing.

If you try to configure more than two NetFlow Collectors, an error message appears, as shown in
the following example:

ciscoasa(config)# flow-export destination inside 1.1.1.1 2002
ERROR: A maximum of two flow-export destinations can be configured.

3. Set the NetFlow template refresh interval to 1 minute by entering the flow-export template
timeout-rate 1 command.

By default, the NetFlow template time-out rate is set to 30 minutes, but NFC writes
NetFlow events to event log file every minute.

For a configuration example on the Cisco ASA 5580 Adaptive Security Appliance, see Appendix A.

Other Cisco NetFlow Commands
Table 2 describes additional Cisco NetFlow commands.

Table 2. Additional Cisco NetFlow Commands
Command Description
clear configure flow-export This command is used to clear the flow-export (NetFlow) configuration. The additional
(destination) option (destination) is provided to only clear the destination configurations and leave the
remainder of the flow-export configurations.
clear flow-export counters This command resets all the runtime counters of the NetFlow module to zero.
show flow-export counters This command displays a set of runtime counters related to the NetFlow module. The
counters include statistical data and error data.
show running-config flow- This command display the NetFlow commands configured. The additional options
export (destination, enable, template) are provided to filter the commands that will be displayed.
(destination|enable|template)
logging flow-export-syslogs This command disable the syslog messages listed all at the same time
disable

All contents are Copyright © 1992—-2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 4 of 35



White Paper

]

Command

Description

show logging flow-export-

syslogs

example.

This command lists the status of the disabled syslog messages, as shown in the following

logging flow-export-syslogs

disable

messages at once.

Enabling NetFlow to export flow information makes some syslog messages redundant. To
enhance performance of the Cisco ASA 5500 Series Adaptive Security Appliance, Cisco
recommends that you disable syslog messages that are being exported through NetFlow
using this command. This command makes it easier to disable or enable all these syslog

show running-config logging

NetFlow.

This command displays the status of the syslog messages that are also being exported by

Using Cisco ASDM to Configure Cisco NetFlow

To configure Cisco NetFlow in Cisco ASDM, choose Configuration > Device Management >
Logging > NetFlow , as shown in Figure 3.

Figure 3.
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Cisco NetFlow Collector Configuration
This section includes the hardware and software requirements and the steps needed to install,
administer, and monitor the NetFlow Collector.

Hardware Requirements
Cisco NetFlow Collector Software Version 6.0 has the following hardware requirements:

Minimum: 2 GB RAM; 73 GB hard disk; dual processor on an entry-level server.

Recommended: 4 to 8 GB RAM; two or more 15K SAS 146 GB or greater hard disks; dual
3-GHz dual-core (5160) processors on an entry-level server.

All contents are Copyright © 1992—-2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.
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Supported Operating Systems and Platforms
Cisco NetFlow Collector Software Version 6.0 supports the following operating systems and
platforms:

Red Hat Enterprise Linux 2.1, 3.0, or 4.0 (ES and AS) on an entry-level server, such as an
IBM x3550 or x3650 with dual 2.8-GHz or greater Intel Xeon single-core processors or dual
3-GHz dual-core (5160) processors.

Solaris 8, Solaris 9, or Solaris 10 on an entry-level server with dual 1-GHz or greater
SPARC processors such as a Sun Fire VV240.

We recommend the CPU, RAM, and disk space options listed previously; however, actual
requirements are determined by your configuration and by the volume and uniqueness of NetFlow
data that is received. Actual resource usage can vary greatly, depending on these factors.

A 4-GB x86 box running Red Hat Enterprise Linux 4 with fast disks and dual 3-GHz dual-
core (5160) processors is expected to handle at least two million records per minute.

Installation
To install Cisco NetFlow Collector Software Version 6.0, perform the following steps:

1. Download Cisco NetFlow Collector Software Version 6.0 from http://www.cisco.com/cgi-
bin/tablebuild.pl/nfcollector-3des (CSCOnfc-6.0.0-31-standard.tar).

2. Untar the installation file by entering the following command.
‘tar xvf CSCOnfc-6.0.0-31-standard.tar’

3. Asroot, run NFC_setup.sh in the resulting top-level directory by entering the ./NFC_setup.sh
command at the shell prompt.

4. Determine the IP address of the NetFlow Collector server. If there are multiple network
interfaces, use the IP address that is associated with the hostname.

The hostname entry in /etc/hosts must be associated with the NetFlow Collector server’s
IP address, instead of the loopback address for licensing to work correctly. (Red Hat Enterprise
Linux associates the hostname with the loopback address by default. This must be changed.)

Configuring Cisco NetFlow Collector (NFC)
To configure Cisco NetFlow Collector, perform these following steps:

1. Download the nfc-config.xml file from the Cisco ASA Software download page at
http://www.cisco.com/kobayashi/sw-center/ciscosecure/asa.shtml and transfer it to the

NetFlow Collector server. This file is also available in Appendix C.

2. Copy the nfc-config.xml configuration file previously downloaded to the
/opt/CSCOnfc/config/ directory. This file establishes which NetFlow fields are logged and the
order in which they appear.

3. (Optional) If the NetFlow Collector server has 4 GB or more RAM, open the
/opt/CSCOnfc/config/infcmem  file in your favorite text editor, such as vi or emacs, and set the
COLLECTOR_MEM_MAX parameter to -Xmx2600M. You can increase this value to -
Xmx3600M later if you have the Red Hat Enterprise Linux "hugemem" kernel and the host has
more than 4 GB of memory.

4. By default, NetFlow Collector listens on UDP port 9999. You can update this value by editing
aggregator elements in the nfc-config.xml file or with NetFlow Collector's Web-based
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configuration user interface at http://hostname:8080/nfc. You must restart the collection

process if you edit the file by hand.

Administering Cisco NetFlow Collector
The owner of Cisco NetFlow Collector processes (specified at installation time) typically performs
NetFlow Collector administration, instead of the root.

To administer NetFlow Collector, perform the following steps:

1. Log into the NetFlow Collector server as the owner of NetFlow Collector processes and enter
the /opt/CSCOnfc/bin/nfcollector  start all command to start all NetFlow Collector processes.

2. Check the /opt/CSCOnfc/logs/nfc.log file for any errors.

3. To stop NetFlow Collector processes, enter the /opt/CSCOnfc/bin/nfcollector shutdown
command.

4. To check the NetFlow Collector process, enter the /opt/CSCOnfc/bin/nfcollector list
command at the shell prompt.

Once NetFlow Collector validates the configuration and the process is started, you can see an
entry appears in the nfc.log file that looks like the one below which indicates that NFC processes
have been started properly:

[2008-01-25 16:52:30 PST] INFO com.cisco.nfc.collector.NFC - NetFlow Collector started

Similarly, you can login to NFC Web GUI (http://hostname:8080/nfc) and check that the collector is
in “running” status under Status>Control page as shown in figure 4.

Figure 4. Cisco NetFlow Collector Status
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All NetFlow Collector processes except "re" (scheduled reports) will run continuously until stopped.

Usage and Output
To access the NetFlow Collector Web management interface, go to http://hostname:8080/nfc.
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NetFlow Collector normally performs data reduction by aggregating NetFlow records with matching
"key" fields selected by the user in configuration, and periodically writes the aggregated records to
time-stamped files. This is different than the behavior needed for Cisco ASA firewall event logs
where all logs are wanted because the appliance has already aggregated the event records.
Therefore, an aggregation scheme with the minimum number of key fields that establish record
unigueness is used: millisecond timestamp of the event, event ID, source and destination
addresses and ports, and protocol. Other fields in the NetFlow record are recorded as "value"
fields, and therefore do not establish record uniqueness.

NetFlow Collector outputs Cisco ASA event log files under the /opt/CSCOnfc/Data directory. The
pathname format for NetFlow Collector output files is as follows:

/opt/CSCOnfc/Data/aggregator/yyyy _mm_dd/exporting-device/agg-
scheme/exporting-device.hhmm
Files are written every minute. The default aggregators and aggregation schemes are called ASA-
event-IPv4 and ASA-event-IPv6. (In the future, separate IPv4 and IPv6 files will not be needed
when a multiple-field-1D key builder is deployed.)

NetFlow Collector’s reporting interface should not be used with Cisco ASA firewall logs.
The Cisco ASA aggregation schemes use value builders intended for future IPFIX support, for
which reporting Ul support is not yet implemented. Text reports are accessible under
/opt/CSCOnfc/Data.

Monitor file system usage and update DAYS_TO_KEEP in the
/opt/CSCOnfc/bin/nfc_clean_up_job.sh  file, according to disk capacity and the observed rate of
growth.

Use the Health Monitor on the Status page in the NetFlow Collector Web Ul to monitor collector
memory occupancy and records per period as shown in figure 5.

Figure 5. Cisco NetFlow Collector Health Monitoring
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Conclusion

Cisco ASA Software Version 8.1 offers next-generation NetFlow Security Event Logging feature.
This feature enables customers to perform network security auditing and reporting in high-
performance environments when deployed with a NetFlow collector such as the Cisco NetFlow
Collector.
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Appendix A: Configuration Example in Single, Routed Mode

ASA Version 8.1(1)

When releasing externally, this should probably say 8.1.17?
hostname ciscoasa

enable password xxxxxx encrypted
names

!

interface Management0/0

nameif Management

security-level 100

ip address 10.10.10.1 255.255.255.0
management-only

interface Management0/1
shutdown

no nameif

no security-level

no ip address

!

interface TenGigabitEthernet5/0
nameif inside

security-level 100

ip address 192.168.1.1255.255.255.0
!

interface TenGigabitEthernet5/1
nameif outside

security-level 0

ip address 172.16.0.1 255.255.255.0
!

interface TenGigabitEthernet7/0
shutdown

no nameif

no security-level

no ip address

interface TenGigabitEthernet7/1
shutdown

no nameif

no security-level

no ip address

passwd xxxxxxx encrypted

boot system disk0:/asa810-k8.bin
ftp mode passive

clock timezone PST -8

clock summer-time PDT recurring
pager lines 24
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no logging message 106015

no logging message 313001

no logging message 313008

no logging message 106023

no logging message 710003

no logging message 106100

no logging message 302015

no logging message 302014

no logging message 302013

no logging message 302018

no logging message 302017

no logging message 302016

no logging message 302021

no logging message 302020

logging enable

Isend NetFlow events to the NFC on the Management subnet
flow-export destination Management 10.10.10.100 9999
1Set flow template to 1 minute
flow-export template timeout-rate 1
IEnable Netflow Security Event Logging
flow-export enable

mtu Management 1500

mtu inside 1500

mtu outside 1500

mtu insidel 1500

mtu outsidel 1500

no failover

icmp unreachable rate-limit 1 burst-size 1
asdm image disk0:/asdm-61029.bin

no asdm history enable

arp timeout 14400

no nat-control

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-
pat 0:05:00

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00 sip-
disconnect 0:02:00

timeout sip-provisional-media 0:02:00 uauth 0:05:00 absolute
dynamic-access-policy-record DfltAccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 Management

!

class-map global-class

match default-inspection-traffic

|

|

policy-map global-policy
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class global-class

inspect dns

inspect esmtp

inspect ftp

inspect h323 h225

inspect h323 ras

inspect rsh

inspect rtsp

inspect sip

inspect skinny

inspect sqglnet

inspect sunrpc

inspect tftp

inspect xdmcp

!

service-policy global-policy global
prompt hostname context
Cryptochecksum:1eb6af8400593d979931b62aaabe28dc
s end
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Appendix B: Configuration in Multiple Context, Rout ed Mode

System Context

Hostname ciscasa

password XxXxx

enable password xxxx

asdm image diskO:/asdm.bin

boot system disk0:/image.bin

mac-address auto

admin-context admin

interface TenGigabitethernet 5/0
no shutdown

interface TenGigabitethernet 5/0.200
vlan 200
no shutdown

interface gigabitethernet 5/1
shutdown

interface TenGigabitethernet 5/1.201
vlan 201
no shutdown

interface TenGigabitethernet 0/1.202
vlan 202
no shutdown

interface TenGigabitethernet 0/1.300
vlan 300
no shutdown

context admin
allocate-interface TenGigabitethernet.200
allocate-interface gigabitethernet 0/1.201
allocate-interface gigabitethernet 0/1.300
config-url disk0://admin.cfg

context departmentl
allocate-interface TenGigabitethernet.200
allocate-interface gigabitethernet 0/1.202
allocate-interface gigabitethernet 0/1.300
config-url disk0://CtxtA.cfg

context department2
allocate-interface TenGigabitethernet.200
allocate-interface gigabitethernet 0/1.203
allocate-interface gigabitethernet 0/1.300
config-url disk0://CtxtB.cfg
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Admin Context

hostname Admin
interface TenGigabitethernet.200
nameif outside
security-level 0
ip address 209.165.201.3 255.255.255.224
no shutdown
interface TenGigabitethernet.201
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0
no shutdown
interface TenGigabitethernet.300
nameif shared
security-level 50
ip address 10.1.1.1 255.255.255.0
no shutdown
passwd Xxxx
enable password xxxx
route outside 0 0 209.165.201.2 1
nat (inside) 1 10.1.0.0 255.255.255.0
global (outside) 1 209.165.201.6 netmask 255.255.255.255
global (shared) 1 10.1.1.30

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
logging trap 6

logging host shared 10.1.1.8
logging enable

logging

! send NetFlow events to the NFC on the shared Management subnet
flow-export destination Management 10.1.1.100 9999
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1Set flow template to 1 minute
flow-export template timeout-rate 1
IEnable NetFlow Security Event Logging
flow-export enable

Context A

interface gigabitethernet 0/0.200
nameif outside
security-level 0
ip address 209.165.201.4 255.255.255.224
no shutdown
interface gigabitethernet 0/0.202
nameif inside
security-level 100
ip address 10.1.2.1 255.255.255.0
no shutdown
interface gigabitethernet 0/0.300
nameif shared
security-level 50
ip address 10.1.1.2 255.255.255.0
no shutdown
passwd cugel
enable password XXXxxx
nat (inside) 1 10.1.2.0 255.255.255.0
global (outside) 1 209.165.201.8 netmask 255.255.255.255
global (shared) 1 10.1.1.31-10.1.1.37

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
logging trap 6

logging host shared 10.1.1.8
logging enable

logging
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! send NetFlow events to the NFC on the shared Management subnet
flow-export destination Management 10.1.1.100 9999

1Set flow template to 1 minute

flow-export template timeout-rate 1

IEnable NetFlow Security Event Logging

flow-export enable

Context B

interface gigabitethernet 0/0.200
nameif outside
security-level 0
ip address 209.165.201.5 255.255.255.224
no shutdown
interface gigabitethernet 0/0.203
nameif inside
security-level 100
ip address 10.1.3.1 255.255.255.0
no shutdown
interface gigabitethernet 0/0.300
nameif shared
security-level 50
ip address 10.1.1.3 255.255.255.0
no shutdown
passwd mazlrlan
enable password Xxxxx
route outside 0 0 209.165.201.2 1
nat (inside) 1 10.1.3.0 255.255.255.0
global (outside) 1 209.165.201.10 netmask 255.255.255.255
global (shared) 1 10.1.1.38

no logging message 106015
no logging message 313001
no logging message 313008
no logging message 106023
no logging message 710003
no logging message 106100
no logging message 302015
no logging message 302014
no logging message 302013
no logging message 302018
no logging message 302017
no logging message 302016
no logging message 302021
no logging message 302020
logging trap 6

logging host shared 10.1.1.8
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logging enable

logging

! send NetFlow events to the NFC on the shared Management subnet
flow-export destination Management 10.1.1.100 9999

1Set flow template to 1 minute

flow-export template timeout-rate 1

IEnable NetFlow Security Event Logging

flow-export enable

All contents are Copyright © 1992—-2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 17 of 35



White Paper

]

Appendix C: Cisco Netflow Collector Custom XML Conf iguration (nfc-config.xml)
<?xml version="1.0" encoding="UTF-8"?>

<nfc-config xmIns="http://www.cisco.com/nfc">
<I--
nfc-config.xml
Copyright (c) 2003-2007 by Cisco Systems, Inc.
All rights reserved.

XML configuration file for NetFlow Collector

<global/>
<field-info>
<fields>

<field id="323" name="observationTimeMilliseconds"
type="integer"/>

<field id="33000" name="ASA_ingressACLID" type="byte-
array"/>

<field id="33001" name="ASA_egressACLID" type="byte-
array"/>

<field id="33002" name="ASA_fwEventDetailed"
type="integer"/>

<field id="40000" name="ASA_userID" type="utf8-string"/>

<field id="40001" name="ASA _translatedSrcAddr"
type="ipaddress"/>

<field id="40002" name="ASA_translatedDstAddr"
type="ipaddress"/>

<field id="40003" name="ASA_translatedSrcPort"
type="integer"/>

<field id="40004" name="ASA_translatedDstPort"
type="integer"/>
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<field id="40005" name="ASA_fwEvent" type="integer"/>

</fields>

</field-info>

<key-builders>

<inetaddress-key format="standard-notation" id="ASA-
srcAddrIPv4">

<name>sourceAddress</name>

<field>sourcelPv4Address</field>

</inetaddress-key>

<inetaddress-key format="standard-notation" id="ASA-
dstAddrIPv4">

<name>destinationAddress</name>

<field>destinationIPv4Address</field>

</inetaddress-key>

<inetaddress-key format="standard-notation" id="ASA-
srcAddrIPv6">

<name>sourceAddress</name>

<field>sourcelPv6Address</field>

</inetaddress-key>

<inetaddress-key format="standard-notation" id="ASA-
dstAddrIPv6">

<name>destinationAddress</name>

<field>destinationIPv6Address</field>

</inetaddress-key>

<inetaddress-key format="standard-notation"

id="ASA-translatedSrcAddr" is-null-allowed="true">

<name>translatedSourceAddress</name>
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<field>ASA_translatedSrcAddr</field>

</inetaddress-key>

<inetaddress-key format="standard-notation"

id="ASA-translatedDstAddr" is-null-allowed="true">

<name>translatedDestinationAddress</name>

<field>ASA _translatedDstAddr</field>

</inetaddress-key>

<integer-key format="decimal" id="ASA-srcPort">

<name>sourcePort</name>

<field>sourceTransportPort</field>

</integer-key>

<integer-key format="decimal" id="ASA-dstPort">

<name>destinationPort</name>

<field>destinationTransportPort</field>

</integer-key>

<integer-key format="decimal" id="ASA-translatedSrcPort" is-
null-allowed="true">

<name>translatedSourcePort</name>

<field>ASA _translatedSrcPort</field>

</integer-key>

<integer-key format="decimal" id="ASA-translatedDstPort" is-
null-allowed="true">

<name>translatedDestinationPort</name>

<field>ASA _translatedDstPort</field>

</integer-key>
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<integer-key format="decimal" id="ASA-timestampMillis">

<name>timestampMillis</name>

<field>observationTimeMilliseconds</field>

</integer-key>

<integer-key format="decimal" id="ASA-protocol">

<name>protocol</name>

<field>protocolldentifier</field>

</integer-key>

<integer-range-map-key id="ASA-fwEvent">

<name>fwEvent</name>

<field>ASA_fwEvent</field>

<default-label>unknown</default-label>

<ranges>

<value label="created">1</value>

<value label="deleted">2</value>

<value label="denied">3</value>

</ranges>

</integer-range-map-key>

<integer-key format="decimal" id="ASA-fwEventDetailed">

<name>fwEventDetailed</name>

<field>ASA_fwEventDetailed</field>

</integer-key>

<string-key id="ASA-userID" is-null-allowed="true" is-null-
terminated="true">
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<name>userlD</name>

<field>ASA_userID</field>

</string-key>

<byte-array-key id="ASA-ingressACLID" is-null-allowed="true">

<name>ingressACLID</name>

<field>ASA_ingressACLID</field>

</byte-array-key>

<byte-array-key id="ASA-egressACLID" is-null-allowed="true">

<name>egressACLID</name>

<field>ASA_egressACLID</field>

</byte-array-key>

<integer-key format="decimal" id="ASA-icmpType">

<name>icmpType</name>

<field>icmpTypelPv4</field>

</integer-key>

<integer-key format="decimal" id="ASA-icmpCode">

<name>icmpCode</name>

<field>icmpCodelPv4</field>

</integer-key>

<integer-key format="decimal" id="ASA-icmpTypelPv6">

<name>icmpType</name>

<field>icmpTypelPv6</field>

</integer-key>

<integer-key format="decimal" id="ASA-icmpCodelPv6">
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<name>icmpCode</name>

<field>icmpCodelPv6</field>

</integer-key>

<integer-key format="decimal" id="ASA-flowld" is-null-
allowed="true">

<name>flowld</name>

<field>flowld</field>

</integer-key>

</key-builders>

<value-builders>

<sum-value id="ASA-bytes" is-null-allowed="true">

<field>octetTotalCount</field>

</sum-value>

<first-value id="ASA-srcAddrIPv4-v">

<name>sourceAddress</name>

<builder>ASA-srcAddrIPv4</builder>

</first-value>

<first-value id="ASA-dstAddrIPv4-v">

<name>destinationAddress</name>

<builder>ASA-dstAddrIPv4</builder>

</first-value>

<first-value id="ASA-srcAddrIPv6-v">

<name>sourceAddress</name>

<builder>ASA-srcAddrIPv6</builder>

</first-value>
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<first-value id="ASA-dstAddrIPv6-v">

<name>destinationAddress</name>

<builder>ASA-dstAddrIPv6</builder>

</first-value>

<first-value id="ASA-translatedSrcAddr-v">

<name>translatedSourceAddress</name>

<builder>ASA-translatedSrcAddr</builder>

</first-value>

<first-value id="ASA-translatedDstAddr-v">

<name>translatedDestinationAddress</name>

<builder>ASA-translatedDstAddr</builder>

<ffirst-value>

<first-value id="ASA-srcPort-v">

<name>sourcePort</name>

<builder>ASA-srcPort</builder>

<ffirst-value>

<first-value id="ASA-dstPort-v">

<name>destinationPort</name>

<builder>ASA-dstPort</builder>

<ffirst-value>

<first-value id="ASA-translatedSrcPort-v">

<name>translatedSourcePort</name>

<builder>ASA-translatedSrcPort</builder>

</first-value>

All contents are Copyright © 1992—-2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 24 of 35



White Paper

]

<first-value id="ASA-translatedDstPort-v">

<name>translatedDestinationPort</name>

<builder>ASA-translatedDstPort</builder>

</first-value>

<first-value id="ASA-protocol-v">

<name>protocol</name>

<builder>ASA-protocol</builder>

</first-value>

<first-value id="ASA-fwEventDetailed-v">

<name>fwEventDetailed</name>

<builder>ASA-fwEventDetailed</builder>

<ffirst-value>

<first-value id="ASA-user|D-v">

<name>userlD</name>

<builder>ASA-userID</builder>

<ffirst-value>

<first-value id="ASA-ingressACLID-v">

<name>ingressACLID</name>

<builder>ASA-ingressACLID</builder>

<ffirst-value>

<first-value id="ASA-egressACLID-v">

<name>egressACLID</name>

<builder>ASA-egressACLID</builder>

</first-value>
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<first-value id="ASA-icmpType-v">

<name>icmpType</name>

<builder>ASA-icmpType</builder>

</first-value>

<first-value id="ASA-icmpCode-v">

<name>icmpCode</name>

<builder>ASA-icmpCode</builder>

</first-value>

<first-value id="ASA-icmpTypelPv6-v">

<name>icmpType</name>

<builder>ASA-icmpTypelPv6</builder>

<ffirst-value>

<first-value id="ASA-icmpCodelPv6-v">

<name>icmpCode</name>

<builder>ASA-icmpCodelPv6</builder>

<ffirst-value>

</value-builders>

<filters/>

<aggregation-schemes>

<aggregation-scheme id="ASA-event-flowld-keys-IPv4">

<keys>

<key id="ASA-timestampMillis"/>

<key id="ASA-fwEvent"/>

<key id="ASA-flowld"/>
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</keys>

<values>

<value id="ASA-fwEventDetailed-v"/>

<value id="ASA-srcAddrIPv4-v"/>

<value id="ASA-srcPort-v"/>

<value id="ASA-dstAddrIPv4-v"/>

<value id="ASA-dstPort-v"'/>

<value id="ASA-translatedSrcAddr-v"/>

<value id="ASA-translatedSrcPort-v"/>

<value id="ASA-translatedDstAddr-v"/>

<value id="ASA-translatedDstPort-v'/>

<value id="ASA-protocol-v"/>

<value id="ASA-icmpType-v"/>

<value id="ASA-icmpCode-v"/>

<value id="ASA-userID-v"/>

<value id="ASA-ingressACLID-v"/>

<value id="ASA-egressACLID-v"/>

<value id="ASA-bytes"/>

</values>

</aggregation-scheme>

<aggregation-scheme id="ASA-event-flowld-keys-I1Pv6">

<keys>

<key id="ASA-timestampMillis"/>

<key id="ASA-fwEvent"/>
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<key id="ASA-flowld"/>

</keys>

<values>

<value id="ASA-fwEventDetailed-v"/>

<value id="ASA-srcAddrIPv6-v"/>

<value id="ASA-srcPort-v"/>

<value id="ASA-dstAddrIPv6-v"/>

<value id="ASA-dstPort-v"'/>

<value id="ASA-protocol-v"/>

<value id="ASA-icmpTypelPv6-v"/>

<value id="ASA-icmpCodelPv6-v"/>

<value id="ASA-userID-v"/>

<value id="ASA-ingressACLID-v"/>

<value id="ASA-egressACLID-v"/>

<value id="ASA-bytes"/>

</values>

</aggregation-scheme>

<aggregation-scheme id="ASA-event-IPv4">

<keys>

<key id="ASA-timestampMillis"/>

<key id="ASA-fwEvent"/>

<key id="ASA-flowld"/>

<key id="ASA-srcAddrIPv4"/>

<key id="ASA-srcPort"/>
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<key id="ASA-dstAddrIPv4"/>

<key id="ASA-dstPort"/>

<key id="ASA-protocol"/>

</keys>

<values>

<value id="ASA-fwEventDetailed-v"/>

<value id="ASA-translatedSrcAddr-v"/>

<value id="ASA-translatedSrcPort-v'/>

<value id="ASA-translatedDstAddr-v"/>

<value id="ASA-translatedDstPort-v"'/>

<value id="ASA-icmpType-v"/>

<value id="ASA-icmpCode-v"/>

<value id="ASA-userID-v"/>

<value id="ASA-ingressACLID-v"/>

<value id="ASA-egressACLID-v"/>

<value id="ASA-bytes"/>

</values>

</aggregation-scheme>

<aggregation-scheme id="ASA-event-IPv6">

<keys>

<key id="ASA-timestampMillis"/>

<key id="ASA-fwEvent"/>

<key id="ASA-flowld"/>

<key id="ASA-srcAddrIPv6"/>
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<key id="ASA-srcPort"/>

<key id="ASA-dstAddrIPv6"/>

<key id="ASA-dstPort"/>

<key id="ASA-protocol"/>

</keys>

<values>

<value id="ASA-fwEventDetailed-v"/>

<value id="ASA-icmpTypelPv6-v"/>

<value id="ASA-icmpCodelPv6-v"/>

<value id="ASA-userID-v"/>

<value id="ASA-ingressACLID-v"/>

<value id="ASA-egressACLID-v"/>

<value id="ASA-bytes"/>

</values>

</aggregation-scheme>

</aggregation-schemes>

<aggregators>

<aggregator id="ASA-event-flowld-keys-IPv4" is-output-
sorted="false">

<aggregation-scheme id="ASA-event-flowld-keys-I1Pv4"/>

<period-minutes>1</period-minutes>

<port protocol="udp">9999</port>

<state>inactive</state>

<writers>
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<ascii-writer output-base-dir="${NFC_DIR}/Data">

<use-compression>false</use-compression>

<max-disk-usage-megabytes>0</max-disk-usage-
megabytes>

</ascii-writer>

</writers>

</aggregator>

<aggregator id="ASA-event-flowld-keys-IPv6" is-output-
sorted="false">

<aggregation-scheme id="ASA-event-flowld-keys-IPv6"/>

<period-minutes>1</period-minutes>

<port protocol="udp">9999</port>

<state>inactive</state>

<writers>

<ascii-writer output-base-dir="${NFC_DIR}/Data">

<use-compression>false</use-compression>

<max-disk-usage-megabytes>0</max-disk-usage-
megabytes>

</ascii-writer>

</writers>

</aggregator>

<aggregator id="ASA-event-IPv4" is-output-sorted="false">

<aggregation-scheme id="ASA-event-IPv4"/>

<period-minutes>1</period-minutes>

<port protocol="udp">9999</port>

<state>active</state>
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<writers>

<ascii-writer output-base-dir="${NFC_DIR}/Data">

<use-compression>false</use-compression>

<max-disk-usage-megabytes>0</max-disk-usage-
megabytes>

</ascii-writer>

</writers>

</aggregator>

<aggregator id="ASA-event-IPv6" is-output-sorted="false">

<aggregation-scheme id="ASA-event-IPv6"/>

<period-minutes>1</period-minutes>

<port protocol="udp">9999</port>

<state>active</state>

<writers>

<ascii-writer output-base-dir="${NFC_DIR}/Data">

<use-compression>false</use-compression>

<max-disk-usage-megabytes>0</max-disk-usage-
megabytes>

</ascii-writer>

</writers>

</aggregator>

</aggregators>

<nde-source-groups/>

<nde-source-access-list action="deny"/>

<option-data-map/>
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<option-data-listeners>

<!-- Uncomment to write option data to files periodically.

<option-data-writer>

<output-period-minutes>1</output-period-minutes>

</option-data-writer>

>

</option-data-listeners>

<cns-xml-interface>

<md5-password>password</md5-password>

</cns-xml-interface>

<event-service>

<!-- Uncomment to enable syslog-based events. -->

<l--

<syslog-event-transport/>

>

<!-- Uncomment and add one or more targets to enable trap-
based events. -->

<l--

<snmp-event-transport>

<target host="n.n.n.n"/>

</snmp-event-transport>

>

</event-service>

<disk-usage-monitor>

All contents are Copyright © 1992—-2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 33 of 35



White Paper

]

<monitor clear-threshold="80" filesystem="${NFC_DIR}/Data"

interval="2" warning-threshold="90"/>

</disk-usage-monitor>

<!-- udp flow reader is enabled by default in nfc-config-
predefined.xml.

Uncomment sctp or both sctp and udp here to configure sctp
support.

Note that only a subset of NFC platforms support sctp
transport.

<flow-readers>

<default-flow-reader protocol="udp"
program="${NFC_DIR}/bin/startudpreader.sh"/>

<default-flow-reader protocol="sctp"
program="${NFC_DIR}/bin/startsctpreader.sh"/>

</flow-readers>

>

</nfc-config>
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