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Agenda

* ntopng: What's changed
* Anomalies & Behavior Analysis
e Score indicator
* Alerts Development, Find the problem
* Checks Extended, Road to Cybersecurity
* Endpoints

* ntopng: Towards Dynamic UX
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Anomalies & Behavior Analysis
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Anomalies & Behavior Analysis [1/6]

* Analyze the current behavior of Hosts and try to
find anomalies In it's future behavior -> Prevention

* Analyze the current behavior of Hosts and

understand it unwanted (malicious) traffic is seen
on an interface
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Anomalies & Behavior Analysis [2/6

[ Host: matteo-precision-3541 & | #%

Begin Date/Time: End Date/Time:
5m  30m n id 1w 1M 1Y 16/06/2022 15:40:00 16/06/2022 16:40:00

Behaviour: Contacts ~

@cContacts @ Lower Bound Upper Bound @ 1hago QAvgSent (O Avg Received 95th Perc Sent 95th Perc Received

o e
15:40:00 453 15:50:00 15:55:00 16:00:00 16:05:00 16:10:00 16:15:00 16:20:00 16:25:00 ¥ 0 16:35:00 16:40:00

All Networks ¥ AllHosts ¥  AllProtocols ¥ Status ¥ & /

myfastgate.lan

matteo-precision-3541
239.255.255.250

2001:b07:645f:75

192.168.1.127
ff02::fb broadcast

matteo-precision-3541

192.168.1.140
224.0.0.251

matteo-precision-3541

fe80::1213:31ff:fef8:4126

one.one.one.one

Unexpected Behavior!
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Anomalies & Behavior Analysis [3/6]

* Two new ways to analyze unwanted traffic:

 Service Map: analyze local traffic to find
unwanted local services (Lateral Movements)

* Periodicity Map: analyze traffic to find
unwanted periodic flows (e.g. BotNet)
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Anomalies & Behavior Analysis - Service

Map [4/6

* Learning Period In order to decide which local

services are right and which not

Learning Period
Configure the learning period for behavioural traffic analysis.

(oo I8

Service Status During Learning
The default status of a new discovered service when the Service Map is learning.

Undecided WAIGIELE Denied
Undecided Allowed

Service Status Post Learning
The default status of a new discovered service when the Service Map has finished the learning.

* Jrigger an alert it non-right services are seen from

i Service Map /wlo1 | * B3 €

ntopng

myfastgate.lan

matteo-precision-3541
239,255.255.250

Unwanted Traffic!

192.168.1.127
f02::fb broadcast

matteo-precision-3541

224.0.0.251

one.one.one.one

pConf 22

All Networks ¥ AllHosts ¥  All Protocols ¥ Status * & /

2001:b07:645f:7506::1

192.168.1.140
matteo-precision-3541

fe80::1213:31ff:fef8:4126
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Anomalies & Behavior Analysis - Service
Map [5/6

* Analyze the Degree - number of connections it has
to other node: is it alright to have that number of

Edges? Why is this Host in the local services?

Mmwlo1 A2 (B8 =4 30 20 28 9=

MiServiceMap/wlo1 |5 BB © &

e A Graph Analysis
All Protocols ¥ All Networks~ & Search:

Show 10 v entries
Host Total Edges v Incoming Edges Outgoing Edges
0 3

B8
2 0

2

1 0

1

Showing 1 to 3 of 3 entries

Set service(s) status to:  Allowed X3Set 'O Flush Data .

MiServiceMap/wlo1 |[%* (B © &

All Protocols ~  All Networks~  Status~ & Search:

Service Analysis
Show 10 v entries
Last Seen Client Server Protocol Contacts v Info Service Status
UDP:DNS 941 www.expressapisv2.net

00:01 sec ago

ICMP 77

00:02 sec ago
UDP:SSDP 47

01:44 ago

June, 23-24 - Milan
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Anomalies & Behavior Analysis -
Periodicity Map [6/6

* Analyze periodic tflows:

* 'Is it normal to have the same flow every
seconds?”

* '[s it normal to have seen the same flow for
over 500 times”?”

Periodicity Map / wlo1

Show 10 v entries AllNetworks > All Protocols~ & Search:
Last Seen Client Server Protocol Observations v Frequency
00:11 sec ago r 0 0 e.one 1 UDP:DNS 26 15 sec
00:39 sec ago m 0.. | TCP:AmazonAWS 6 55 sec
00:37 sec ago .ho TCP:AmazonAWS 55 sec
00:33 sec ago r 0... TCP:Github 60 sec
00:11 sec ago n s TCP:Microsoft 15 sec
01:23 ago S 5 0 clie S.Wi TCP:Microsoft 78 sec
01:01 ago 0... UDP:SNMP 3 sec
02:10 ago m s e UDP:Google 61 sec

00:39 sec ago 41.ho ntop.org 1 TCP:ntop 60 sec

01:16 ago ) cision-: .ho.. _D UDP:SNMP 2 sec

Showing 1 to 10 of 11 entries

' Flush Data .
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Score Indicator
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Score [1/2]

* The score Is a numerical indicator that when non-0
it indicates that some kind of issue is present: the
higher is the score the worst is the problem:

e The flow score that indicates how bad iIs this
flow

* The host score is computed as the sum of all

active flow scores (either as client or server) plus
additional scores eventually found on the host
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Score [2/2

Date/Time Score v Duration

Alert

Host

Description

e 17:01:41 250 01:10

Date/Time Score v

@ 16:32:15

Application

UDP:DNS FpPI

[ Host: matteo-precision-3541 ¢k | i T

(Router/AccessPoint) MAC Address
IP Address

Name

Engaged Alerts

Score |«

pConf 22

Score Threshold Exceeded Q-

Alert

Suspicious DNS Traffic

E4:5E:37:AF:C9:EO

192.168.1.75 [ 192.168.1.0/24 ]

matteo-precision-3541 (£ < (&) () () |

Client

901 — (O

Cybersecurity

Score exceeded t

J Computer £

is Client [10905 > 5000]

Probably
Attacked/er!

Host Pool: Jailed Hosts £¢

Server

10 — (o

Cybersecurity
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Alerts Development, Find the problem
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Alerts Development, Find the problem

[1/3]

* Analyze the traffic to find problems in a few click!

* Analyze live flows and other to trigger alerts based
on different anomalous metrics and classify them
based on the severity of the problem

pConf 22
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Alerts Development, Find the problem
2/3

L1

A Alerts | F System

MW Engaged & 09/06/2022 17:17 - 16/06/2022 17:17

Syst

Show 10 v entries TopAlerts~ & @ ~
Date/Time Alert Description Actions

10:24:56 ;s Started after anomalous termination ) ntopng v.5.3.220609 (17841) [OS: Ubuntu 21.10][pid: 8656][options: ~dont-change-user --dump-flows '[hidden]' ~local-
networks '1.1.1.1/24=test,8.8.8.8/16=google' ]

Started after anomalous termination (t ) ntopng v.5.3.220609 (17841) [OS: Ubuntu 21.10][pid: 15594][options: ~dont-change-user -dump-flows '[hidden]' --local-

networks '1.1.1.1/24=test,8.8.8.8/16=google' ]
_______ L — 16/06/2022 17:17

Show 10 v entries TopHosts~ TopAlerts & @ ~
Date/Time Duration Alert Description Actions
@ 06/13/2022 10:40:37 04:11:46 S [ @ — 1 Score limit exceeded by localhostvé [Score: 120]
(©) 06/13/2022 10:08:31 04:11:45 D t ®-0 Score limit exceeded by localhost [Stare: 413]
A Alerts | Flow

B o« est3omin # 16/06/2022 16:43 — 16/06/202217:13

Host

Show 10 v entries Top Clients~  Top Servers~  TopAlerts~  Top Applications~ & @ ~

Date/Time v Score Application Information Server Network Actions

(N

@ 17:12:23 TCP:HTTP.ntop BRI App.on Noanthorte

17:12:23 TCP Connection Refused

17:12:20 pp. on Non r 0 calhc ) App. on Non-Std Port @ 27.0.0.0/8 I I OWS

17:12:18 2 P:Unknown F Ref 0 :3( TCP Connection Refused

)

17:12:18 > App. on Non-Std Por ] ) App. on Non-Std Port @
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Alerts Development, Find the problem
3/3

* Find the problems you are interested in, by filtering
the records

* Remove the "False positive" from your system

Exclude Checks: Suspicious DNS Traffic

Exclude Checks "Suspicious DNS Traffic".Exclude For:
® Any host (disable check)

@ Client: matteo-precision-3541 (192.168.1.75)

@ Server: one.one.one.one (1.1.1.1)

@® Domain:

Stored alerts matching the specified disable criteria be deleted.

¥ Delete Alerts

Checks matching the specified exclusion criteria will not be run and alerts will not be triggered.

Alert Type = Possible XSS x | Client Name = localhost x | Client Port = 35286 x + x

Show 10 v entries Top Clients~ Top Servers~ TopAlerts~ Top Applications> & @ ~

Date/Time Score v Application Information Server Network Actions

@ 16:55:00 TCP:HTTP ([B5i ossible XSS localhost:8086 Possible XSS @ 12 8 =-

pConf 22 June, 23-24 - Milan
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Checks Extended, Road to
Cybersecurity
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Checks Extended, Road to
Cybersecurity [1/4]

 What is a Check? A check is a part of a verification process integrated in Ntopng
that is able to detect a certain condition, like an host/network anomaly or device
malfunctioning. Once seen the deviation, the references are passed in order to
create an alert.

e But how an alert is created?

 When a threshold is crossed (More traffic then expected, Score higher then
expected, ...)

« When an anomalous situation is detected on the packets (Malformed
packets, Suspicious contents, ...)

 When a scan is detected (ICMP, SYN, ...)
* When unwanted traffic is detected (Bot, Binary Transfers, ...)

 When unexpected Hosts are detected in a network (DNS Servers, NTP
Servers, ...)
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Checks Extended, Road to
Cybersecurity [2/4]

» Alerts are divided by families; there are different alert families in ntopng, each one
detecting a different type of alert:

e Host (IPv4 or IPv6 address)

* Interface (hardware attached to devices to allow them to communicate over
a network)

e Local Network
« SNMP Device (Enterprise License)
* Flow

e System (The system on top of which ntopng is running; e.g, disk space and
load)

e Syslog (They are not real checks but rather are triggered whenever a syslog
entry is received from another device, e.g. firewall logs)
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Checks Extended, Road to
Cybersecurity [3/4]

e Other then families we have categories. An alert could be an alert related to a Local
Network but it could be even a Cybersecurity alert!

* An alert has two classification: an Alert Family and a Category
« Categories:
* Active Monitoring

Intrusion Prevention and Detection

Internals

Network

Cybersecurity

SNMP

System
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Checks Extended, Road to
Cybersecurity [4/4

 More then 100 available checks!

 Check the documentation for more info: https://www.ntop.org/guides/
ntopng/alerts/nhost_checks.html

M wlo1 - $%‘v%;888tg:gﬁ Az S 70 3370 (sm 6=

& Behavioural Checks | All

Filter Categories ~ Search Script:
Name a Interface Category Description Values

Binary Application Transfer L Y | Trigger an alert when a binary application is Downloaded/Uploaded

Blacklisted Country LYoy | Trigger an alert when hosts contact or are contacted by the specified countries

Blacklisted Flow L Y Trigger an alert when a blacklisted host or domain is detected

Broadcast Domain Too Large L Yoy Trigger an alert when ARP traffic between two MACS addresses beloging to different broadcast domains is
detected

Broadcast Non-UDP Traffic LYy Trigger an alert when an host contacts a Broadcast address using a non-UDP protocol

Clear-text credentials LYy Trigger an alert whenever clear text protocols (e.g. FTP, HTTP, IMAP...) contain credentials in clear text

Countries Contacts Alert L Y Trigger an alert when the number of different countries contacted exceeds the threshold > 1 Contacts (Minute)

Crawler/Bot LYoy Crawler/Bot

Dangerous Host L Y Triggers an alert and adds the host to the jailed hosts pool for 30 minutes, when the configured score > 1 Score (Minute)
threshold is cros...

Device Application Not Allowed Trigger an alert when an unusual application is detected for a device. Rules can be configured here

Showing 1 to 10 of 132 rows
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https://www.ntop.org/guides/ntopng/alerts/host_checks.html
https://www.ntop.org/guides/ntopng/alerts/host_checks.html

Endpoints: Integration with External
Tools
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ENApoints

* Extended the possibility to export Alerts to external tools:
* Discord
* ElasticSearch (Pro License)
* E-Malil
e Fail2Ban (Pro License)
« Shell Script
* Slack
e Syslog
« MS Teams (Pro License)
e Telegram

 Webhook
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ClickHouse
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ClickHouse [1/3]

 New Support to a DB: ClickHouse (Enterprise License)
* High Speed Relational DataBase
e Used to store both Alerts and Flows

e Historical Flow page -> Ability to navigate the records and find
various data:

e Top Talkers

Top Clients

* Top Applications
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ClickHouse [2/3

 Navigate the Historical Flows, find the problems
and strange traffic, by filtering them and using the
aggregated data we provide (Enterprise License

1 ac (SN 1=a 30 [156=

= Historical Flows | #§ Flows 2

Flows Last 30 Min @ 16/06/202217:11 — 16/06/2022 17:41

Show 10 v entries Top Applications~  Topinfor & @ ~

Protocol Application Score Begin v End Status Flow Risk Client TCP Flags Actions

TCP HTTP (BRI 50 17:40:20 17:40:20  App.on No ort Known Proto on Non Std Port @ (5 (E) (80 (8 -

N

D

TCP Unkn
M lo A A EEE 30 (9=
Unkn

o

Unkn = Historical Flows | # Flows

—
=
—
=
—
=
—
=

B

Top Alerted Dom Custom & 16/06/2022 17:11 — 16/06/2022 17:41

Show 10 v entries Top Applications~ TopInfor & @ ~

Info Actions
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ClickHouse [3/3

* Find the problems by starting from less granular
data then tables!

Mwlo ﬁ'g%%’iitt; as [(BF 1o 30 3m e=

@ Historical Flows | #y Analysis

Applications Last 30 Min & 17/06/2022 09:58 — 17/06/2022 10:28

Top Categories Top Applications Top Protocols

— 4P 65.80 kbit/s —
Mwlol vy 3o Mot (AT S 0 (595 e (=

= a op @ Google @ Apple @ AppleiCloud
@ YouTube @ Other
@ Historical Flows | #y Analysis

@®TCP ®UDP @ Other
Sites

Custom & 17/06/2022 09:58 — 17/06/2022 10:28

Top Sites (Volume) Top Sites (Hits)

m1-—-sn-uxax... 16.15 MB www.msftnsi....
p32-iwmb4.iclo... |4.24 MB

www.msftncsi...
www.ntop.org |4.16 MB

p32-iwmbd4.iclo...
www.google.... 750,38 KB

feedbackws.iclo...
p32-iwres.iclo... 68677 KB

ntop.org

en.wikipedia.org 648,58 KB p32-docws.iclo...

pConf 22
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FInd the problem
From the great to the small
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Conf 22

Find the problem [1/2]

Alerts

Analyze problems starting from the alerts:
Why is there this alert?

l

Historical Flows

Find the problematic flow:
Who caused the problem?
Is there someone else creating the same problem?
Which type of traffic is this Host doing?

l

Granular analysis

June, 23-24 - Milan



Find the problem |2/2

* Analyze the Flow in details and find the problem!

Alert ible RCE

Flow Peers [ Client / Server] localhostL: 8@ & localhost L:3000 @
Shortcuts
Protocol / Application TCP /HTTP.ntop (Web)
0 »
Dashboard  Date / Time 05/27/2022 10:30:49 05/27/2022 10:30:49

A Traffic Informations 10 Pkts / 2.88 KB
Alerts
Client — Server: 1.7 KB Client «Server: 1.18 KB
S lahest localhost

TCP Flags Client — Server: [§) (8 8 B8 Client « Server: (5} 8 (8 B

Host Pool Client Pool: Jailed Hosts Server Pool: Jailed Hosts
Score
Main Issue Description Possible RCE [Score: 250] @

Interface  Qther Issues App. on Non-Std Port [Score: 50] @

< ¢ Possible SQL Inj [Score: 250] @
Settings

Periodicity Changed [Score: 1]
<>
Developer TCP Conn. with No Answer [Score: 50]
Community ID 1:W40/puYbogWIG7RXMICVxysVzAM=
Info localhost:3000/lua/http_status de.lua? e=internal_error&r...
Client Net. Latency 0.003 msec
Server Net. Latency 0.003 msec
Flow Related Info Method
Return Code

URL #® (£ localhost:3000/lua/http_stat...

User Agent Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/101.0.4951.41 Safari/537.36 Edg/101.0.1210.31
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Active Monitoring
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e Various types of active monitoring:

Conf 22

Active Monitoring [1/2]

e ntopng is not just a passive monitoring tool!

ICMP

Continuous ICMP

HTTP

HTTPS

Throughput

S

S

peedtest

NMP

June, 23-24 - Milan



Active Monitoring [2/2

n & wlol

»| »
shortcuts @ Active Monitoring | #y A
Show 10 v entries Measurement > AlertStatus~ + & @ ~ Search:
URL a Measurement Chart Threshold Last 24 Hours Last Measurement LastIP Measurement Mean RTT / Jitter Actions

Ustlar ks Continuous ICMP (e 50 % ll 00:16 ISISIN 100 % 11.8/1.6ms
22224 ICMP 5ms [TTTTT]

https://ntop.org A HTTP(S) 50 ms 178.62.197.130 231.38 ms

https://ntop.org A Throughput 50 Mbps 178.62.197.130 0.26 Mbps

speedtest.net Speedtest 99 Mbps Telecom Italia 93.67 Mbps
Interface
o Showing 1 to 5 of 5 entries

Settings

dp v

Developer o = .
7= Manage Configuration

n & wlo1 - i"-mgggtg:yz 150 400 [4m [191=
m »

shorteuts A Alerts t Netw NMP [ w Device System Active Monitoring

0 »
e ﬂAck Engaged  Last Year & 20/06/202116:39 — 20/06/2022 16:39

Show 10 v entries TopAlerts & @~

L=

s Date/Time v Score Measurement Threshold Value Description Actions

a 06/17/2022 17: 50 / itoring  Continuous ICMP 50 Host 1.1.1.1 is unreachable.

Settings

06/16/2022 18:02:07 Ac A g Continuous ICMP 50 Measurement too low for 1.1.1.1 [30 % < 50 %)].

< !
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ntopng: SNMP
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SNMP: Analysis

* Neighbouring information allows to discover adjacencies and this the
topology (Enterprise License).

e This information is present in the data link layer (layer 2).

e Vendors have their own protocols (e.g. Cisco has CDP Cisco
Discovery Protocol) but the standard is LLDP Link Layer Discovery
Protocol (RFC 2922)

 LLDP periodically send LLDP packets with multicast. Information
on neighbour devices can be read using SNMP (LLDP-MIB).

€ SNMP Devices / swStorageAccessB7-2 (172.16.67.210) | @ Interfaces Topology *§ MAC Addresses |4a -
Topology
IndexA Interface Name Speed Status Remote Device Remote Port Description Remote System Name Remote System Description
2103300 TenGigabitEthernet 1/49 10 Gbit Up TenGigabitEthernet 1/49 TenGigabitEthernet 1/49 swStorageAccessB7-1 Dell EMC Real Time Opera...
2103428 TenGigabitEthernet 1/50 10 Gbit Up TenGigabitEthernet 1/50 TenGigabitEthernet 1/50 swStorageAccessB7-1 Dell EMC Real Time Opera...
2103556 TenGigabitEthernet 1/51 1Y 10 Gbit Up TenGigabitEthernet 1/2 TenGigabitEthernet 1/2 swStorageleaf1-1 Dell Real Time Operating...
2103684 TenGigabitEthernet 1/52 10 Gbit Up TenGigabitEthernet 1/2 TenGigabitEthernet 1/2 swStorageleaf1-2 Dell Real Time Operating...
9437185 ManagementEthemet 1/1 1 Gbit Up 42 42 swOobManagementB5-2 ProCurve J9022A Switch 2...
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SNMP: Bridge MIB

e Useful for controlling the status of L2/L3 switches. Do not make the common
mistake to believe that it is is used only on bridges

e It somehow complementary to the MIB Il as it provides information the hosts
connected to the switch ports

« Common uses of the bridge MIB:

* To know the MAC address of a host connected to the port X/unit Y of the
switch

 The MAC/port association is the base for detecting the physical location of a
host (good method for know who's where!)

|t keeps track of the “previous” MAC address (and the time) connected to a
port so it is possible to track users as they move from a room to another

|t can be used for detecting ports with associated multiple MAC addresses
(trunk) hence to detect users with multiple MACs (e.g. VM and PC infected
by a virus/worm)
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SNMP: Map

« With all this information we can create Maps:
« Who's talking with who?

 Where are they located?

T \ 7.40 kbit/s |
menot - T (- T500 Rl G=aluolsolualas T ..
m »
SRS 9 SNMP Devices | & Interfaces 48l6 «§ A (_
e ‘
Dashboard Exclude

A

Alerts

. kr01-nexus-2 . .
hk01NRO1.ap.makoglobal.com hk01-nexus-1
au01-arista-2.ap.makoglobal.com

“ap.makoglobal.com

hk01NS01.ap.makoglobal.com NS02.ap.makoglobal.com

sg01NS01.ap.makoglobal.

Interface

i O
Settings
au01NRO2.ap.makoglobal.com
<> Y () sg01NS02.ap.makoglobal.com

hk01-nexus-2 —
sg02NS03.ap.makoglobal.com

Developer

au02NS01.ap.makoglobal.com kr01-nexus-1

ntopConf 22 June, 23-24 - Milan



ntopng and nProbe
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ntopng and nProbe: IPS Mode

* ntopng can be used to enforce traffic policies and report them, when ntopng is
used in combination with nProbe in IPS mode

* Traffic policies are automatically exported to nProbe after a change to the policies
configuration. Rules that can be used to configure exceptions are:

» L7 Application Protocol Rules
e L7 Category Rules

 Host Rules to configure hostnames used in TLS and DNS protocols for
Instance

* Country Rules

Pollers The default policy defines the default action for traffic matching the pool. Exceptions to the default policy (i.e. using the

 Continent Rules

* Risk Rules to apply policies based on the
Flow Risk computed by nDPI
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ntopng and nProbe: Processes

* ntopng can be used in combination with nProbe In
Agent Mode to understand which processes the
NProbe host machine is running

* Find the compromised machine and who's the
culprit!
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Protects all o
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ntopng Edge

Onn

- your d

line act

vities

igital assets and
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ntopng nedge

Monitoring

S—
b e
_—

Internet
> (=

LAN
Devices / Users

Drop / Shaping Alerting
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ntopng nEdge
e Support for latest Ubuntu Server 22 LTS
* Improvements for multi-WAN environments for

gateway selection (e.g. connectivity provider with
3G, WiFi, SAT)
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ntopng: Towards Dynamic UX
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ntopng GUI

e \We have news even from the Web Interface!

* We are renewing the front-end by moving to a
dynamic GUI:

e Better Performances even from the Web
Interface

 Possibility to export our components Into
external tools
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ntopng: Dynamic Ul
* With the help of Vue.|s we are trying to:

* Have lesser loading, by loading only the
needed components (from static to dynamic
Jl) -> better performances and user
experience

 Create bundles that other tools could import
and use our components into their own page
-> Create your custom dashboard!
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