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• Main Features
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• Future improvements
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What is ipt_geofence?

• A tool that allows you to protect your host or network 

by blocking incoming/outcoming connections from/to 

unwanted countries or continents (geofencing).

• Not only "geo": can also be configured to block

connections from/to specified unwanted hosts

(blacklisting) or from/to hosts connecting on 

specified port ranges (honeypot)

• More on that later...
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Main Features
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Geofencing

Based on .mmdb database (maxmind/dbip) 

to determine country of an host

You can:

• Choose default policy to PASS or DROP packets

• Specify countries to be blacklisted or whitelisted

• Filter packets with specific tcp/udp ports
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Blacklisting

Load potentially malicious hosts blacklists from the 

internet

ipt_geofence automatically reloads live-updated

blacklists without rebooting the app
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Honeypot

Make ipt_geofence act like a honeypot by specifying

port ranges

• 15 minutes ban for hosts that send pkts on the given ports

• Periodic banned hosts harvesting (and upper bound) to 

avoid flooding
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Configuration
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Usage

1) Configure the firewall

./ipt_config_utils/single_iface.sh

2) Edit config.json to suit your needs

3) Run the program

./ipt_geofence -m database.mmdb -c config.json
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Execution
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Execution

BLACKLIST

Lorenzoni Caprini Guastella

{"dst":{"host":"192.168.0.185","port":45070},

"proto":"TCP",

"src":{"continent":"EU","country":"IT","host":"146.75.54.49","port":443},

"verdict":"pass"}

PASS

DROP

WARNING: {"dst":{"continent":"EU","country":"ES","host":"142.250.184.67","port":443},

"proto":"TCP",

"src":{"host":"192.168.0.185","port":36896},

"verdict":"drop"}

WARNING:

{"dst":{"host":"192.168.0.185","port":50740},

"proto":"TCP",

"src":{"blacklisted":true,"host":"149.154.167.91","port":443},

"verdict":"drop"}

HONEYPOT WARNING: Banning host 149.154.167.91 || Protected port 50726
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Architecture
• Packets coming from network interfaces or user space are

pushed in a queue.

• ipt_geofence pops a packet from the queue, analyzes it (IP
and Transport layer) and marks its related connection with
a value.

• All packets belonging to a marked connection are
automatically dropped or passed depending on the mark
value.

• Note: only one packet per connection needs to be
analyzed!
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Architecture

Lorenzoni Caprini Guastella



June, 23-24 · Milan

Performance Evaluation

~0.025 ms
Processing time per unmarked connection

i7-8750H (Q2’18)

Depends on the HW → i5-4210U(Q2’14) ~6 times slower
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How much is 0.025ms?
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DNS ping

0.12% delay 

on a ~20ms DNS ping

Internet services latency

is much more relevant,

even for basic ones
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Web page request

2x0.025ms →0.013% delay 
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Google search

2x0.025ms →0.0033% delay
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Performance degradation?

Processing time is not affected by the number of new

connections per second, but NFQUEUE is.

If NFQUEUE cannot mitigate a traffic spike, packets will

be dropped

Performance degradation over ~60K new connections 

per second… Pretty unlikely scenario
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Common scenario

53.72% of global traffic → video streaming (Sandvine)

«How many packets connections are established while

watching a movie?»

Most likely much less than 60K (per second)
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https://www.sandvine.com/phenomena
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Performance Evaluation

Further information in our report

Lorenzoni Caprini Guastella

https://github.com/frenzis01/sgr/blob/master/2022/CapriniGuastellaLorenzoni/ipt_geofence_performance_evaluation.pdf
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Future Improvements

• JSON Logging on disk

• Exponential honeypot ban

• More structured testing

• Avoid dropping packets when nfqueue is full

• ASN filtering

• Integration with ntopng alerts through Syslog Log 

Ingestion
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Conclusions

• ipt_geofence offers fast basic, yet efficient, filtering

• netfilter/iptables→ Linux only

• Open source

• You are welcome to contribute!

https://github.com/ntop/ipt_geofence
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