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What Changed
Main Focus/Changes:

Last Year Now
Alerts & Checks Cybersecurity

Behavior Analysis Traffic Analysis

Historical Flows 
(ClickHouse)

Historical Flows 
(Improvements)

Integrations Integrations

User Interface
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New ntopng Model Available: 
Enterprise XL

XL Model:

• Increased the maximum number of exporters 

(reaching 1024 total exporters)

• Increased the maximum number of monitored 

interfaces (up to 64)

• Support to Host Flow Sankey & other features...
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User Interface Refactoring: Charts (1/2)

BEFORE
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NOW

User Interface Refactoring: Charts (2/2)
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New Dashboard... (1/2)
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New Dashboard... (2/2)
A different Dashboard based on:


• Model (Pro, Enterprise M, ...)

• Configuration (ClickHouse enabled or not)


In the near future: ability to create custom 
dashboards from ntopng UI 
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...& Traffic Report (1/2)
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...& Traffic Report (2/2)
Now it can:


• Be Printed / Uploaded / Downloaded

• Sent via E-Mail!

• Different Reports available

• A lot more in the future...
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E-Mail Report
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Historical Flows 

User Interface Refactoring... (1/2)
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• Changed tables:

• More Flexible (resizable columns) 

• A lot more Fast

• Configurable (choose which column to display)


• Added many new Presets (Queries):

• Top Sender/Receiver Network

• Top Sender/Receiver Country

• ...

Historical Flows 

User Interface Refactoring... (2/2)
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Have less information but more Data!

...Historical Flows Aggregation (1/3)...

Keeping all last month Flows in the 
Database could cost a lot of disk

Just keep an aggregation of flows 
(compact similar flows in a single 
entry) in order to be able to keep 
more data
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...Historical Flows Aggregation (2/3)...

Switch Between Normal &...
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...Historical Flows Aggregation (2/3)...

Aggregated
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...Historical Flows Aggregation (3/3)...
99.6 GB vs 629.1 MB

Compression of data:

2.5B vs 14.2M Flows

15 days of data vs 60 days of data!
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Export flows from multiple ntopng towards:

• A single/stand-alone ClickHouse instance

• a ClickHouse Cluster


A ClickHouse cluster can provide redundancy, 
capacity, and performance

...Historical Flows Clustering
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Many new pages to analyze the traffic and to 
tnderstand what's happening:


• Live Flows Aggregation

• Asset Map

• Ports Analysis

• Host Sankey

• Networks

• Inactive Local Hosts

• ...

... & more Traffic Analysis
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... & more Traffic Analysis
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... & more Traffic Analysis
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... & more Traffic Analysis
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... & more Traffic Analysis
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... & more Traffic Analysis
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... & more Traffic Analysis

and many more...
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• Analyze hosts in a network to discover 
vulnerabilities 


• Discover open ports

• Manually or periodically scan single or multiple 

hosts

Vulnerability Scan (1/5)
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Vulnerability Scan (2/5)
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Vulnerability Scan (3/5)
• Download/Show Scan Report

• Schedule Periodic Scan

• Show CVEs (Vulnerabilities)

• Scan Hosts on specific ports
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Vulnerability Scan (4/5)
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Vulnerability Scan (5/5)
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Monitoring SNMP devices / Hosts / Interfaces to 
unveil changes in traffic:

• Check periodically (every 5 mins, 1 hour, or 1 day) 

timeseries.

• Multiple metrics to check available (Traffic, Apps, 

Score, ...)

• When a configured Threshold is exceeded


(Available only from Enterprise L license)

Local Traffic Rules (1/3)

Trigger an alert
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Local Traffic Rules (2/3)

What to Monitor

Frequency

Threshold
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Local Traffic Rules (3/3)
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Before:

• Discord

• Elasticsearch

• E-Mail

• Fail2Ban

• Slack

• Syslog

• Teams

• Telegram

• Webhook

Integrations
Now:


• Discord

• Elasticsearch

• E-Mail

• Fail2Ban

• Mattermost

• PagerDuty

• Slack

• Syslog

• Teams

• Telegram

• TheHive

• Webhook
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Integrations
• PagerDuty is one of the most commonly used 

software solutions for managing notifications


• TheHive a wide known platform for managing 
cybersecurity alerts


• Mattermost one of the most used business chat 
platforms
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TheHive

Sending notifications to TheHive the Alert 
Entities count will increase
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PagerDuty
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ntopng inline, designed to solve a few problems:

• Bind devices to users

• Specify per-user application protocol policies

• Protect the network from malware and connections

• Make sure that the available Internet bandwidth is 

shared evenly

nEdge
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• Added support for multi-LAN

• Added support for VLANs

• Added handling of DHCPd Service

• Improved RADIUS AUTH

• Added RADIUS ACCT

nEdge Updates
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https://github.com/ntop/ntopng

https://github.com/ntop/ntopng

