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Goal of  this session

• Promote ntopng’s Suricata Integration
• Introduce ntop community to Emerging Threats 

community
• Provide Suricata Rule Development Training 
• Guidance on how to submit rules and feedback to 

Emerging Threats

Should leave with a …

• Curiosity to use ntopng’s Suricata Integration
• Familiarity with Emerging Threats community
• Ability to see intent behind Suricata rules 
• Yearn to submit rules and feedback to Emerging 

Threats
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• ntopng 3.9+ is capable of ingesting Suricata flow metadata and alerts.

Did You Know?
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• Suricata alerts are generated from Suricata rules.
• Suricata rules are created by individuals and threat researcher groups.

Who Creates Suricata Rules?
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Rules for paid users 
(ET PRO Ruleset) 

Rules for open 
source users 
(ET Ruleset) 

8 Full Time 
Researchers writing 

~30+ rules daily
Coverage for 

malware, phishing, 
and other network 

activity

Low FP rates due to 
feedback loops 

(internal sandbox, 
global sensors, 

community 
feedback)

About Proofpoint’s Emerging Threats
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• Threat Researcher at Emerging Threats

• Developing Internal Python Tools to Network 
Detection Research

• Interested in Malware, Phishing, and Martial Arts

• Contact on Keybase >> @bingohotdog

Genina Po
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• Threat Detection Engineer at Emerging Threats 

• IDS Signature Development

• Honeypot Development

Isaac Shaughnessy
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• Independent Security Researcher

• ET OPEN Community submitter for about 2 years

• 7 years of Cyber Security

• Loves dogs

Collin Caves
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Three Operational modes (IDS/IPS/NSM)

Rules detect and profile anomalous traffic.

Sensor sits at network perimeter (usually)

Used in security vendors use it (e.g. Corelight)

What is Suricata?
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Detection  Tools Similar to Suricata  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How Do We Create 
Rules?
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HUNTING WRITING 
SIGNATURES

PERFORMANCE 
TESTING

FEEDBACK 
FROM 

COMMUNITY

Rule Development Life Cycle
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RULE DEVELOPMENT LIFECYCLE 
 

HUNTING
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“Over 80,000 exploitable 
Hikvision cameras 
exposed online” - 

BleepingComputer  

CVE PUBLISHED: September 9, 2021
CVE-2021-36260
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RULE DEVELOPMENT LIFECYCLE 
 

WRITING 
SIGNATURES
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• Traffic PCAP and 
Wireshark

• Text Editor • Suricata • Dalton

“Get Started” Pack
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Suricata MALWARE Rule, First Glance
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Suricata MALWARE Rule, Break Down
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Sticky Buffers

content:"GET"; http.method; 

content:"malware.ps1"http.uri; 

content:"WindowsPowerShell/”http.user_agent; 
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Metadata

• Metadata provides user 
friendly into about rule’s intent. 

• Need more info on metadata, 
categories, classtypes, and 
etc? Go to Emerging Threats 
Discourse and Wiki  

https://community.emergingthreats.net/c/wiki/6
https://community.emergingthreats.net/c/wiki/6
https://community.emergingthreats.net/c/wiki/6
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Exercise:  Thinking Like a Rule Writer
1 2

8

4
5
6
7

3

9
10 11 12 13 14 15

What 
request 

parts are 
unique?

What 
parts are 
static?
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MALWARE Rule for DarkGate Activity
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RULE DEVELOPMENT LIFECYCLE 
 

PERFORMANCE 
TESTING
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• What is Dalton? 
• Easily run PCAPs against IDS sensors of your choice for quick feedback 

• More in depth presentation of Dalton 
• Detection Engineering with Dalton

• How to get it via Secureworks' Dalton? 
• Dalton - Suricata and Snort IDS rule and Pcap  Testing System

DALTON – SURICATA PERFORMANCE TESTING 
TOOL

https://youtu.be/Vh2XnNPzDNQ
https://github.com/secureworks/dalton
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Why Use Dalton?

• Simple and responsive

• Web Service though Docker

• Made open source by Dell 
SecureWorks

• Supports Snort, Zeek, and 
Suricata  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...Wait, why is it called Dalton?
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Demo –  
Using Dalton to Check if Rule's 
Syntax and Matching Behavior
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RULE DEVELOPMENT LIFECYCLE 
 

FEEDBACK 
FROM 
COMMUNITY
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• Send feedback to Emerging Threats about …
• False Positive activity
• False Negative activity

• Submit signatures
• Send tips and leads to Emerging  Threats Discourse
• Share samples and PCAPs

Working with ET Community
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• Need 
Explainability
?
• ntopng's 

Suricata 
integration 
exists

• Need rules? 
• Use Emerging 

Threats 
rulesets, or 
other existing 
rulesets

• Need a 
deeper 
understandin
g?
• Learn about 

Suricata and 
creating rules

• Need 
feedback?  
• Chat with 

Emerging 
Threats on 
Discourse!

Summary
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Questions?


