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e 1984 Head of the new LAN group at Swissair

SINGRPORE ¢ 1984 Testing Coax-based Broadband LAN technology

» 1985 Roll-out Broadband LAN for Passenger & Staff Information
e > 80 Split Flap Displays, > 150 Public TVs, > 700 Staff devices
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e 1986 Start testing Token Ring and Ethernet components

e 1986 Yellow Coaxial-Cable Ethernet for Flight Simulator Area
e 1989/90 Roll-out Airport ZUrich: >100 Token Rings, >4000 PCs
e Largest Rings > 7 km at Boarding Gates

e 1999 First outdoor WLAN 802.11: > 60 Outdoor Access Points
e Airplane Handling: Maintenance, Cleaning, Catering etc.
e 2001 Swissair Grounding, Airport Authority takes over ICT.

BreezeNet, first commercial 802.11 WLAN card

LEUTERT
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Where ntop and Wireshark Communities Meet

Device Management Systems

- All proprietary management systems!
- No SNMP (1988), no NetFlow (1996)

IBM SNA Network & Controllers
PROTEON Token Ring MAUs
ANDREW Token Ring Bridges
CABLETRON Ethernet Hubs

DEC Ethernet Bridges

SynOptics Ethernet Hubs & Bridges
Wellfleet Ethernet Routers

3COM Ethernet Hubs & Bridges

Bay Networks Ethernet Hubs & Bridges
Cisco Token Ring & Ethernet Routers
BreezeCOM WLAN Access Points

LEUTERT
N et ervices

Network Management: 40Ears agome

e

Network Protocols

Using Multiprotocol Routers,
Bridges, WAN Gateways

« IBM SNA (not routable)
« IBM NetBeui (not routable)
« DecNet

 Novell IPX

« AppleTalk

- TCP/UDP/IP

« Token-Ring, Ethernet
 Frame Relay

- FDDI

« ATM

« WAN Protocols like ISDN

© Leutert NetServices 2025
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Where ntop and Wireshark Communities Meet

Network Analysis: 40

1987 Swissair purchased the first
Token Ring / Ethernet Sniffer ®
in Europe

« Compagq Portable (12 kg)

« Intel 8088, 4.7 MHz, 128 KB RAM

» Price (with 5 protocol suites)
50’000 USS (todays equivalent)

Sniffer® from Network General

LEUTERT
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28 07 2006

Gerald Combs (left) and Rolf Leutert, July 2006 in Kansas City / USA
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Where ntop and Wireshark Communities Meet

What has changed since then?

Network Management Systems

« SNMP & NetFlow became standards
* No proprietary management systems
« Lots of Open-Source tools available

Network Protocols

» Token Ring and other disappeared

* Most vendor protocol disappeared

» Ethernet became standard

» Ethernet replaces most WAN protocols
« POE Power over Ethernet

« WLAN widely implemented

* VolIP widely implemented

 New IPvé protocol

LEUTERT
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Network Management: Today*&nd tomoerrow

R
S

What are the new challenges?

 Cyber Threats became a
big issue

« Short product Live Cycles
and costs

* Increasing amount of
data

« Complexity of Network
Virtualisation (SDN)

« New QUIC protocol, fully
encrypted

« New Al technology, curse
or blessinge

© Leutert NetServices 2025
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Where ntop and Wireshark Communities Meet

L ee—
« Hardware? No * IPv4? Yes
« Operating systemse No « Still uses the same header format (= 20 Bytes)
* Programming Languages: Some
* Proprietary management systemss No « UDP? Yes

« Still uses the same header format (8 Bytes)

« Ethernet? Yes

« Still uses the same original frame format « TCP? Yes

« Scales from 10Mbps to 1.6 Tbps and more « Still uses the same header format (= 20 Bytes)

« Tagging options added (VLAN, MPLS etc.) Some new options (SACK, Window Scaling etc.)

Ethernet Frame size < 1518 Bytes Application Upper Layer Protocols (ULP)

r A N e T ——
14 > 20 > 20 <1460 4 Transport TCP uDP
— /
TCP ‘ ULP Header & Data FCS Network P
\ /) /

' Data Link
IP Payload 1480

N - / Ethernet or WLAN Protocols
hd Physical
Ethernet Payload 1500
LEUTERT +
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Where ntop and Wireshark Communities Meet

The UDP header does not contain many useful fields for networ
However, the IP and TCP fields are sfill the basis for narrowing down network problems

A closer look at the IP header:

Troubleshooting usin
L nee—

fields
k Troub: Feshoo’ring.

In addition to the well-known IP addresses and TTL fields, there is another helpful field:
One of the most overlooked field is the IP Identification field (IP ID, 2 Bytes)
Originally defined for re-assembling fragmented frames, it can help you in other situations
The IP Identification field is incremented by "1" by the sender in each packet sent to any destination

- Use case 1: Large gaps in the IP ID sequence means the sender is busy serving also other destinations

£ Net or appl delay01.pcapng

aAm RO A es=F 8= = aaaeaff {
[M [ip:sre==130.177.80.201 && ip.dst==195.160.66.21 <=
No. Time Delta Time Source Destination TTL Protocol | IP ID Length Info ;
3 ©.600970 0.0008970 130.177.80.201 195.160.66.21 128 TCP Oxbeb5 (48821) 54 4619 > 8080 [ACK] &
4 8.001071 ©.000101 1390.177.80.201 195.160.66.21 128 HTTP |©xbeb6 (48822)| 1117 GET ht‘tp://www.cisd_
7 ©.515281 ©.518210 130.177.86.201 195.160.66.21 128 TCP oxbec9 (48841) 54 4619 -» 8080 [ACK] 5';
10e ©.569529 0.050248 1390.177.80.201 195.160.66.21 128 TCP Oxbecf (48847) 54 4619 - 8080 [ACK] S
13 ©.670306 ©.100777 130.177.86.201 195.160.66.21 128 TCP exbedl (48849) 54 4619 » 8080 [ACK] f
16 ©.751334 0.081028 1390.177.80.201 195.160.66.21 128 TCP ©oxbed4 (48852) 54 4619 -» 8080 [ACK] é
19 ©.8521906 ©0.100856 1390.177.80.201 195.160.66.21 128 TCP exbed7 (48855) 54 4619 » 8080 [ACK] &
22 ©.852454 ©.000264 130.177.806.201 195.160.66.21 128 TCP oxbed9 (48857) 54 4619 » 8080 [ACK] f:
2B, . _@.QR2Q04 . - .Q, @ERAGAA - . 120.177.80. 201 , 195 1RG-AE 21 . . 199~ . TcP. lasvoada. (a0ogon]l. sa . AR10. s 2080 .TACK], &

LEUTERT
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PacketFest '25 Troubleshooting using
Where ntop and Wireshark Communities Meet
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A closer look at the IP header (cont):

«  With TCP sessions, lost packet will be detected by TCP retransmissions

« But with UDP-based transmissions (e.g. VoIP) there are no retransmissions

« Some UDP-based application protocols (e.g. RTP, SIP) have a packet number in the header

« Butin some application protocols (e.g. Skype for Business (SfB), Teams) the UDP payload is encrypted

- Use case 2: A router is dropping SfP-VolP packets, which is visible only by following the IP ID sequence number

Datei Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie Wireless Tools  Hilfe - Datei  Bearbeiten Ansicht Navigation Aufzeichnen Analyse Statistiken Telephonie  Wireless Tools  Hilfe j
4 = ® RE Qe=s=Zd 5 =EQAQAQAFH d = ® Re=2=Z ¢ & 5= Qe i ’J
(M | (udp.stream == 0) && fip.src == 103 ) J [ | fudp.stream == 1) &8 (ip.src == 10.3. ) k.
No. DeltaTime Source Destinat TTL DSCP Protocol IPID T No. Delta Time Source Destina TTL DSCP Protocol IPID r
25 @.819555 1©.3... 10.3... 128 46 UDP Oxd892 (55442) f 419 ©.819243 18.3...16.3... 127 46 UDP Oxd892 (55442)’"
27 ©.819998 18.3... 18.3... 128 46 UDP Oxd893 (55443) f 477 ©.819549 16.3...10.3... 127 46 UDP exd893 (55443)"_
©.021306 3... 10.3.. exd894 (55444) Bog ©.021994 10.3.. 3... exd894 (55444).
31 ©.022887 18.3... 18.3... 128 46 UDP Oxd895 (55445) I 1.279556 3. 3. Oxd8dS (55513)j
33 @.21975e 10.3... 10.3... 128 46 UDP Oxd896 (55446) ' 3876 ©.918363 10.3...10.3... 127 46 STUN ©xd8da (55514)¢
35 ©.018937 18.3... 18.3... 128 46 UDP Oxd897 (55447) j 3878 ©.8814e9 16.3...10.3... 127 46 UDP @xd8db (55515);
36 ©.219236 10.3... 16.3... 128 46 UDP Oxd898 (55448) 1 3895 ©.823357 18.3...10.3... 127 46 UDP Oxd8dc (55515)(
.39 .~0.018808  10.3.,.19.3.,., 128 - 46, .. .LDP. _ .AxdR99. (53443) .7 ~2118. p-A%a550. 14 % , 1A 3,327 A4 p s MNP, O¥dRdd. (RE712Y

Captured in front of the router Captured after the router

(all packets visible) (167 packet dropped)

LEUTERT +
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A closer look at the IP header (cont):

« It may happen that you see all the packets twice in your trace file.
« The Wireshark Expert marks these duplicates as TCP Retransmissions or Duplicate Acks. Is this correct?
* Not always! In this case: False positive messages! The Wireshark looks for repeating TCP Sequence Numbers

- Use case 3: Packets are duplicated by a network component. Visible by analyzing the IP Identification field

£ Duplicate Frames.pcap

Datei Bearbeiten Ansicht MNavigation Aufzeichnen Analyse  Statistiken  Telephonie  Wireless  Tools  Hilfe

4" 2@ RB Re==FiE aaaBE ’1
No. Delta Time Source Destina TTL Protocol |IPID Length Info )

6 ©.000000 82.15.194.1.. 128 TCP |@xc7@e (50958) 1438 2662 - 15622 [ACK] Seq=2757 Ack=1 Win=16096 Len=1380 y
| 7 o.e00000 82.15..194.1.. 128 TCP | @xc7@e (50958) 1438 [TCP Retransmission] 2662 » 15022 [ACK] Seq=2757 Ack=1 Win=16096 Len
| 8 ©.000000 82.15..194.1.. 128  TCP 1434 2662 » 15622 [PSH, ACK] Seq=4137 Ack=1 Win=16896 Len=1376 /
| © o.e00000 82.15..194.1.. 128 TCP | @xc76f (56959) 1434 [TCP Retransmission] 2662 - 15022 [PSH, ACK] Seq=4137 Ack=1 Win=1609]
| 10 ©0.000000 194.1.82.15.. 59  TCP 64 15022 > 2662 [ACK] Seq=1 Ack=4294965917 Win=33120 Len=0 {
| 11 o.eee000 194.1..82.15. 59  TCP | @x90al (37025) 64 [TCP Dup ACK 1@#1] 15622 > 2662 [ACK] Seq=1 Ack=4294965917 Win=3312¢
| 12 0.000000 194.1.82.15.. 59  TCP 64 15022 - 2662 [ACK] Seq=1 Ack=1377 Win=33120 Len=0 !
| 13 _9.290000 134.1..82.25.. 92 _ TCP _ 0x90a2 (37826) 64 [TCP Dub ACK 12#1] 18022 2 2662 [ACK] Sed=1 Ack=1377 Win=33120 Jen=@

- Currently, the Wireshark Expert does not make a relationship between the TCP and IP headers
- To remove duplicate frames use: editcap -d duplicate_frames.pcapng no_duplicate_frames.pcapng

LEUTERT +
Net arvices
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Where ntop and Wireshark Communities Meet

PacketFest '25 Troubleshooting using IP.and*"FCP ficldsw
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A closer look at the TCP header:

TCP is still the most valuable protocol for network troubleshooting
Packet loss or any other irregularities are detected by TCP
In addition, the Wireshark Expert is highly advanced and a valuable assistant in narrowing down problems

There are just four basic parameters that determine the flow of a TCP session (also called Stream):

Sequence .
Number: .

Acknowledge
Number: .

Window .
Size: .

Timing: .

Each frame contains a unique 4-byte number, starting with a random value, generated by the sender
This number is increased by number of transmitted payload bytes (counting fransmitted bytes, not packets)

This ACK 4-byte number from the receiver, points to the next expected byte (not the last byte received)
With one ACK, multiple received packet can be acknowledged (ACK = 5000 = received all bytes up to 4999)

Is the size of the receive buffer. TCP has sophisticated Flow Control; flooding of the receiver never occurs!
In each packet, the receiver regularly informs the sender of the size of the remaining input buffer (in bytes)

For an efficient data flow, propagation delay is a critical value, TCP can handle a wide range of delays
The round-trip time (RTT) depends on the physical distance and devices between transmitter and receiver
With a large window size, long RTTs can be compensated so that TCP can transmit continuously

- Wireshark displays all four parameters and their relationships in the TCP Stream Graph (my favorite feature)

LEUTERT
N et ervices
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Where ntop and Wireshark Communities Meet

A closer look at the TCP header (cont):
« To create the graph, open a TCP frace file. Go to > Statistics > TCP Stream Graphs - Time Sequence (tcptrace)

Sequence Numbers (tcptrace] for 212.90.198.173:80 — 192.168.0.203:4716

600000

Data frames
00000 1 Acknowledges

400000

ca Mumber (B)

300000

Sequen

200000 H

Sequence Numbers (tcptrace) for 212.90.198.173:80 — 192.168.0.203:4716
HTTP Speedtest.pcap

100000 | /

Troubleshooting usin

L e
S

Hover over the graph for details. — 393 pits, 527 kB — 201 pkes, 1773 bytes

Type Time / Sequence (tcptrace)

Mouse € drags ! zooms

1
Time (s)

[l Select SACKs

I Stream 0

:I ISwit(h Directio nI

Reset

LEUTERT
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 ATCP stream is a full-duplex communication

* |t consists of two independent Half Sessions

* One in each communication direction

« The graph is showing one Half Session at a time

« Use Switch Direction to change the direction
» Use Stream button to show next TCP stream

* Mouse Wheel to zoom in & out
» Right mouse to show navigation details
« Space Bar to show crosshair pointer

- Live demonstration: HTTP Speedtest.pcap

+
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Where ntop and Wireshark Communities Meet

A closer look at the TCP header (cont):

Troubleshooting usi

- Use case 1: Understanding the diagram will help you identify most of the critical TCP situations

TCP Graph 5: TCP Errors 01.pcap 140.98.193.16:80 -> 10.10.10.75:4667

Sequence
number[B]

1000000 —

500000 —

Time/Sequence Graph

|
10

Time[s]

|
11

b -

LEUTERT
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Lost Frames

Duplicate Frames

Out of order Frames

TCP Sequence number and Segment Sizes
Acknowledges, Delayed Acknowledges
Duplicate and Selective Acknowledges
Refransmissions and Fast Refransmissions
Windows Sizes, sliding Window

Frozen Windows Size

Zero Window and Window Full Situation
Window Scaling,

Slow Start, full Flow rate and Flow throttling

- Live demonstration: TCP Errors O1.pcap

- Conclusion: The network drops packets, but

without any significant impact on throughput

+
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A closer look at the TCP header (cont):

- Use case 2: Transmission blocked by the receiver. Wireshark messages TCP Windows Full and TCP Zero Window

Sequence Numbers (tcptrace) for 69.16.168.245:80 ~+ 192.168.0.6:3925

Sequence Numbers (tcptrace) for 69.16.168.245:80 — 192.168.0.6:3925

Sequence Numbers (tcptrace) for 60.16.168.245:80 — 192.168.0.6:3925

Sequence Numbers (tcptrace) for 69.16.168.245:80 — 192.168.0.6:3925

HTTP download.pcap HTTP download.pcap
800000 |- M | |
— TCP Window Fu
90000
600000 |- I 1 )
80000 - . [ .
& Zzoom & i .
: . 3 ] TCP Zero Window
s in E 70000 T
Z 400000 - = T
g @ i
5 9 £ [
2 z f
v v 60000 1
[
200000 - so000 ||
!
o’ ’
II B - - 40000
I
7
o ‘ | s s . . . s
0 5 10 13 20 15 2 2.5 3 35
Time [5) Time (s)
~Hover over the graph for details, — 542 phrs. 726 kB — 348 phes 787 bytes Hover over the gragh for derails. — 543 phts, 726 k& — 243 pits, 787 byres
Type Time / Sequence (tcptrace) v [ Select SACKs Stream 0w Switch Direction Type Time / Sequence (tcptrace) [l Select SACKs Stream 0 'y | Switch Direction
Mouse @ drags ) zooms

Reset Mouse €@ drags (_' zooms

Save As... Help

Reset

Save As... Help

LEUTERT Wireshark Expert Messages +
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Where ntop and Wireshark Communities Meet

A closer look at the TCP header (cont):

Troubleshooting usin

e —

« A printer has been installed in a remote warehouse for printing delivery notes, sent from the head office SAP server
- Use case 3: The staff complains that it takes several minutes to print a delivery note.

Sequence Numbers (tcptrace) for 198.132.143.38:65304 — 172.27.125.72:9100

Sequence Numbers (tcptrace) for 108.132.142.38:65204 — 172.27.125.72:9100

6 Slow Printing.pcapng

1000000 -

750000 ’/

500000 | /
e
250000 |- /

Murmber (B)

Sequence Number

I I I
0 25 50 75
Time (s)

Hover over the graph for derails. — 875 pkes. 1173 kB — 437 pkas 351 byres

Type Time [ Sequence (tcptrace) v [ Select SACKs Streal

Mouse © drags ) zooms

m 0 : Switch Direction

Sequence Numbers (tcptrace) for 198.132.143.38:65304 — 172.27.125.72:9100

Sequence Numbers (tcptrace) for 198.132.143.38:65304 — 172.27.12572:9100

6 Slow Printing.pcapng

15000 -

12500 -

10000 -

MNumber (B)

7500 -

Sequence

5000 -

2500 -

I I I I I

0.6 08 1 12 14
Time (s)

Hover over the graph for details. — 875 pkts, 1179 kB — 497 pkes, 351 bytes

Type Time / Sequence {tcptrace) [T Select SACKs

Mouse @ drags ! zooms Reset

Save As... Help

Stream 0 : Switch Direction

LEUTERT
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» Printer was tested before at head
office and was working perfect!

« A bandwidth problem?

« Bandwidth has already been
increased from 500 kbps to 1Mbps

« The Wireshark Expert does not show
any relevant anomalies

* Only ~ 2% TCP retransmission

* No ‘window zero’ or ‘window full’
symptoms

- Live demo: Slow Printing.pcap

Conclusion:
« The window size of the printeris too
small and limits the speed

« To calculate the minimum required

window size, use a BDP calculator:
TCP Bandwidth Delay Product calculator

+
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https://wintelguy.com/wanperf.pl

PacketFest '25 The challenge of N

Where ntop and Wireshark Communities Meet

e —
.
Difficult fasks are often referred to as But Network Troubleshooting is finding
looking for a needle in a haystack. the needle in a needle stack.

That's That's
easy! challenging!
Use a Learn how
strong magnet! to use
4
’ WIRESHARK

e)
o)
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Where ntop and Wireshark Communities Meet

Wireshark Profiles:

One of the most useful capability of Wireshark to speed-up troubleshooting

A convenient way to store your personalized Wireshark GUI

In a profile, you can have your colums, colors, filters and many other settings
No need to save, all your changes are stored automatically to the active profile
Profiles can be exported to use them on other computers

Profiles can be imported from other PCs or downloaded from the Internet

Andrew Walding from CellStream, Inc. has created dozens of Wireshark profiles:
- https://aithub.com/amwalding/wireshark profiles

™ amwalding Add files via uploac

[ ARPzip

[ BGP_Default.zip

[ Better Default with Diagram.zip

Walter Hofstetter from AnyWeb has explained the most useful Profiles in a document.

- Available after the Packet Fest on hitps://www.ntop.org/

LEUTERT
N et ervices

Ingenious but little-known Wireshark functions

R
=

Default

Bluetoath

Classic

LNS BICC ISUP

LNS Diameter

LNS DOCSIS

LNS Dual Interfaces
LNS Ethernet

LNS Ethernet DNS
LNS Ethernet ESP
LNS Ethernet ICMP DNS
LNS Ethernet Netflow
LNS Ethernet SNMP
LNS Ethernet TCP
LNS Ethernet TCP Diagram
LNS Ethernet UDP
LNS GRE Tunnel

LNS H.323

LNS H225

LNS

LNS [P

LNS

LNS

LNS

NS MGCP
NS MPLS
NS Multicast with VLAN
NS No Reassembly
NS OpenFlow1.0
NS OSPF
NS QUIC
NS RTP
NS SCTP
NS SIP
NS Skype
NS SMEB
5 SMB 2
NS SPEM

NS Token Ring

NS USE

NS VLAN

NS VolP

NS VolP Alcatel
NS VRRP

NS VXLAN or GRE

NS WLAN CAPWAP
NS WLAN PPI
NS WLAN RH

My Wireshark Profiles

+
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Where ntop and Wireshark Communities Meet

Wireshark Profiles (cont):

Wireshark - Configuration Profiles

Profile

PacketFest 25 Ingenious but little-kn
L | ——

O

All profiles

Type Auto Switch Filter =

Dearcong]

2. Add condition

1. Select an
existing profile

LNS VXLAN or GRE
LNS WLAN CAPWAP

LMS WLAN PP 3. Enter number of

LS WLAN RH packets to be scanned

with the given condition

Mo Reassembly
+ |= B Autoswitch packet limit | 30

oK Import = Export

LEUTES Manage Profiles panel
N et arvices

(in Display Filter
format)

Person

Personal

Personal vxlan or gre
Personal

Personal

Personal

Personal

Personal

Global

Global

Global

o Cancel

« Wireshark offers a new, fancy feature:

Automatic Profile Switching

« This allows a profile fo be automatically

activated when a trace file is opened

. Select an existing profile or create a

new one

. Add Auto Switch Filter. Use any Display

Filter as condition

. Select how many packets in a trace

file are searched for the condition.

lIN this example, when a trace file is
opened, the first 30 packets are
scanned for the vxlan or gre condition
If one of these first packets matches
the condition, the profile is activated

- Live demo: VXLAN Ping Start.pcapng

+
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Where ntop and Wireshark Communities Meet

Wireshark Filters:

Display Filter

Capture Filter

Ethernet

LEUTERT
N et ervices

Ingenious but

Capture Filter:

ether host 00:11:95:b7:€0:3e
ether src 00:11:95:b7:€0:3e
ether dst 00:11:95:b7:€0:3e

host 192.168.178.1
src host 192.168.178.1
dst host 192.168.178.1

net 192.168.178.0 mask 255.255.255.0
net 192.168.178/24

arp
not ip

tcp

udp port 138
Operators: not, and, or

http://wiki.wireshark.org/CapturefFilters

or Google: tcpdump filters

Display Filter:

eth.addr == 00:11:95:b7:€0:3e
eth.src == 00:11:95:b7:€0:3e
eth.dst == 01:00:5e:00:00:09

ip.addr==192.168.178.1
ip.src == 192.168.178.1
ip.dst == 192.168.178.1

ip.addr==192.168.178.0/24
ip.host contains "192.168.178"

arp
notip

tcp

udp.port == 138
Operators: not, and, or

http://wiki.wireshark.org/DisplayFilters

© Leutert NetServices 2025
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PacketFest '25 Ingenious but little-

Where ntop and Wireshark Communities Meet

Wireshark Filters (cont):

* Example Display Filter: (ip.addr == 130.177.80.201) && (tcp.dstport == 445) « Wireshark offers a new filter feature:
11 |ip.addr == 120.177.20.201) && (tcp dstport == 445) |

No. Time Source Destination Protocol Length Info t Display to quture Fi".er TranIqtor

16 5.294682 130.177.80.201 1308.177.152.23  SMB 134 Trans2 Request, QUERY_PATH_INFO, Query File Basic Info, P
{ 18 5.300639 139.177.80.201 130.177.152.23 SMB 156 Trans2 Request, QUERY_PATH_INFO, Query File Basic Info, P'
= et S ~—- g i, - e e PP

* Go to = Edit > Copy - Display filter as pcap filter * It translates Th.e DISplCIy Filter Synth fo
P - the Capture Filter syntax

File View Go Capture Analyze Statistics Telephony Wireless Tools Help

A | copy ¥|  AsPlain Text
(WG ® Find Packet... Curl+F As CSV
o EEN B o e
-~ All Visible Items ClrlAltShifteA | 134  Trans? Request,
Mark/Unmark Selected CirleM All Visible Selected Tree ltems | 156  Trans2 Requ o .
Mark All Displayed Ctrl+Shift+M Description Ctrl+Alt+Shift+D . .
SOSR? 154 Transa R Note: If this field is « Wireshark at present supports ~3'000
Mext Mark Ctrl+Shift+N Value Cirl+Alt-ShiftsV | 156 1;:”52 grayed Out, no equ|valent
Previous Mark Ctrl+Shift+B R A —_— ! 54 . ) 1_ | d ~250’000 Do I F.It
oo seed cule0 : capture filter exists. Profrocols an Isplay Filters
’ ? DEplayiheyes peanlitey Trans2 Reques
Ignore All Displayed Ctrl+Shift-D
Unignore Al Displayed Ctri+Alt+D 0.201 130.177.152.23 SMB 158 Trans2 Request, QUER
T o 0.201 130.177.152.23 TCP 54 4592 - 445 [ACK] Seqg= 673 Ack=404 Win=63441 Len=0 .
et A T Dot e 10.201  130.177.152.23  SMB 128  Trans2 Request, QUERY_F5_INFO, Query FS Volume Info ° qu‘l‘ure fllters are bosed on TCPdump
416 29.940332 130.177.80.201 130.177.152.23 SMB 128 Trans2 Request QUERY FS_INFO, Quer‘y FS At‘tr‘lbute Info
L adhS 2340946 Q,177. 80,20 g A o

and offers < 1’000 filters

e Go to - Capture = Options = select Interface and pos’re the copled filter

M Wireshark - Capture Options — m] >

- Therefore, not all display filters can be

Input Qutput Options

.
Uncioer Header _Promie Spten (B Buffer M) Monier Capure Fiter translated to capture filter
Intel(R) Dual Band Wireless-AC 7260: WLAN Ethernet default 2 O
Intel(R) Ethernet Connection 1217-LM: Ethernet Ethernet default 2 = ip host 130.177.80.201 && tcp dst port 445

Enable promiscuous mods on all interfaces [ Enable monitor mode on all 802.11 interfaces Manage Interfaces...

Capture filter for selected interfaces: [ [ip host 130.177.80.201 8i& tcp dst port 445 | B -] Compile BPFs
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PacketFest '25 Hope you learned s

Where ntop and Wireshark Communities Meet

Our public courses are held at:

STUDERUS P*

network technologies
Basic Course in Schwerzenbach

AnyWeb Training

Cisco Certified Learning Center
Advanced Courses in ZUrich Oerlikon

Ask for a company course or register for the newsletter:
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