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Adding more Context to Packets

What if we could enrich those packets with context?

Imagine capturing not only the raw bytes but also tagging each frame with the process ID, container 
name, or exact system call that emitted it. In this presentation, we’ll introduce two relatively new 
approaches that bridge this visibility gap:

1. ptcpdump - eBPF‐Based Packet Annotation
Leveraging eBPF probes at the kernel level to attach process and namespace identifiers to each packet 
as it traverses the stack.

2. Stratoshark - System Call and Cloud-Native Event Capture 
Integrating with libraries behind Sysdig and Flaco (libscap and libsinsp). Stratoshark shares Wireshark’s 
dissectors, filter syntax, and UI paradigms.
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ptcpdump
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ptcpdump
Remember the difference between pcap and pcapng?
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ptcpdump

Source: https://github.com/mozillazg/ptcpdump

• Process/container/pod-aware packet capture 

• Filter by: --pid (process), --pname (process name), --container-id (container), --pod-name (pod)

• tcpdump-compatible flags (-i, -w, -c, -s, -n, -C, -W, -A, and more) 

• Supports pcap-filter(7) syntax like tcpdump

• tcpdump-like output + process/container/pod context

• Verbose mode shows detailed metadata for processes and containers/pods

• PcapNG with embedded metadata

• Cross-namespace capture (--netns)

• Kernel-space BPF filtering (low overhead, reduces CPU usage)

• Container runtime integration (Docker, containerd)
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ptcpdump

Examples:

• Use the same syntax as with tcpdump

• Enrichment saved to the Comment Field
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Useing ptcpdump (DEMO)
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What is Stratoshark
Stratoshark gives you deep visibility into your 
systems’ application-level activity. You can 
record system calls and log events, then 
leverage a suite of powerful troubleshooting 
and analysis tools to inspect that data. If you’re 
familiar with Wireshark, you’ll feel right at 
home—Stratoshark uses the same dissection 
and filtering engine and shares much of its 
interface. It also reads the same file format as 
Falco and the Sysdig CLI, making it easy to 
switch back and forth between tools. Plus, like 
Wireshark and Falco, Stratoshark is completely 
open source.
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Stratoshark Architecture

Kernel Module eBPF ProbeLinux OS

libscap (scap.ko) 

Libsnip (user space)

K8s Audit

…

eBPF Probe
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Sysdig
Sysdig instruments your physical and virtual 
machines at the OS level by installing into the 
Linux kernel and capturing system calls and 
other OS events. Sysdig also makes it possible 
to create trace files for system activity, similarly 
to what you can do for networks with tools like 
tcpdump and Wireshark. This way, problems 
can be analyzed at a later time, without losing 
important information. Rich system state is 
stored in the trace files, so that the captured 
activity can be put into full context.

https://github.com/draios/sysdig/
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Sysdig & Stratoshark
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Demo Setup
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Stratoshark using Sysdig (DEMO)
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