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about us…

… Facts:

Established 1989 in Munich

around 50 employees

Services and Development

… Classic MSP

Managing Networks (Cisco, Unifi), Clients 

& Servers (Windows, Linux, Mac), 

Firewalls (OPNsense, Sophos, Cisco), 

Virtualisation Platforms (Proxmox, 

VMware, Hyper-V)

… Consulting

Consulting, Knowhow-Transfer and 

Workshops; combined with individual 

projects to get your things done!

… focused on open source

Developing community plugins for 

OPNsense (around 20, e.g. WireGuard, 

FreeRADIUS, ntopng)

Wazuh partner, publishing blogposts, 

decoders and rules

TechCorner, sharing knowledge
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▪ Centralized Log Management

▪ Collect logs (agent and Syslog) from multiple servers and applications to monitor system activity and 

identify anomalies.

▪ Generate audit trails for forensic analysis after a security incident.

▪ Intrusion Detection System (IDS)

▪ Detect brute force attacks by monitoring unusual login attempts across systems.

▪ Identify unauthorized access to sensitive files or directories in real-time.

▪ Trigger alerts for suspicious network traffic patterns, such as port scanning.

Wazuh
Main Features
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▪ Vulnerability Detection

▪ Scan endpoints for unpatched software vulnerabilities and generate remediation reports.

▪ Ensure software compliance by detecting outdated packages or libraries.

▪ Compliance Management

▪ Monitor system settings to ensure compliance with standards like GDPR, HIPAA, or PCI DSS.

▪ Detect deviations from security baselines and enforce compliance policies.

▪ File Integrity Monitoring

▪ Monitor critical system files for unauthorized modifications in real-time.

▪ Detect tampering in web directories, preventing website defacement attacks.

Wazuh
Main Features

07.05.2025 Wazuh & ntopng6



m.a.x. it

▪ Free Security Platform offering SIEM capabilities

Wazuh
Why Wazuh?
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▪ Agent-based Log-collection (Windows, Linux, Mac, BSD), also supporting Syslog for agent-less 

systems like Switches, Appliances etc.

Wazuh
Agents overview
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▪ Search logs, filter by decoded fields, create visualisations like top X attackers

Wazuh
Threat hunting
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▪ Send Syslog events to Wazuh via System -> Notifictions -> Endpoint:

ntopng
Connecting Wazuh 
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▪ Formats available in community edition are Text, Text(5424) and Raw JSON

▪ We developed decoders and rules only for Text as Raw JSON is too raw for extracting fields 

▪ Formats in pro edition are ECS and check_mk in addition

▪ We also developed decoders and rules for ECS which uses JSON without escaping

▪ In System -> Notifications -> Recipients you need to define alert levels to send and link to Syslog 

endpoint

▪ That‘s all for ntopng! 

ntopng
Connecting Wazuh 
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▪ Easiest way to install decoders and rules:

▪ SSH into your Wazuh instance and download decoders and rules

▪ wget https://raw.githubusercontent.com/mimugmail/wazuh-ntop/refs/heads/main/rules/ntopng_ecs_rules.xml -o 

/var/ossec/etc/rules/ntopng_ecs_rules.xml

OR

▪ wget https://raw.githubusercontent.com/mimugmail/wazuh-ntop/refs/heads/main/rules/ntopng_text_rules.xml -o 

/var/ossec/etc/rules/ntopng_text_rules.xml

▪ wget https://raw.githubusercontent.com/mimugmail/wazuh-

ntop/refs/heads/main/decoders/ntopng_json_decoder.xml -o /var/ossec/etc/decoders/ntopng_json_decoder.xml

OR

▪ wget https://raw.githubusercontent.com/mimugmail/wazuh-

ntop/refs/heads/main/decoders/ntopng_text_decoder.xml -o /var/ossec/etc/decoders/ntopng_text_decoder.xml

▪ /var/ossec/bin/wazuh-control restart

Wazuh
Install ntop additions
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▪ Enable native Syslog (https://documentation.wazuh.com/current/user-manual/capabilities/log-data-

collection/syslog.html) 

▪ Check via console for arriving packets:

Wazuh
Syslog
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▪ Detect alerts … 

▪ Geo Location included

▪ Further debug in ntopng

Wazuh
Sample alerts
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▪ Please fork and contribute PRs back to make rules and decoders better!

▪ Add more rules for undecoded logs

▪ Extract more information from text log to build nice graphs!

Wazuh
What‘s next?
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Our customers … 
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