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Who am I
• Luca is the ntop founder, company 
that develops open-source network 
security and visibility tools. 

• Author of various open source 
software tools and Lecturer at the Computer 
Science Department, University of Pisa, Italy. 

• Federico Santulli, N.H.M. CEO 
(AS 62275). 
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Goal of This Presentation

• Preview AS traffic observability in ntopng. 
• Show you that (soon) you will be able to monitor 
your AS traffic without costly monthly subscriptions 
to non-European cloud-based products. 

• Know your feedback in order to steer this new 
feature that we'll be completing this fall. 

• See if any of you are willing to help us test the tool 
and educate us on this topic (you are the traffic 
experts, we are the coders).
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What is ntopng ? [1/2]
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What is ntopng ? [2/2]
• Open source (https://github.com/ntop/ntopng) traffic 
monitoring application able to also collect NetFlow/IPFIX/
sFlow flows (~100k flows/sec). 

• Ability to generate behavioral metrics, traffic alert, DPI-based 
traffic analysis. 

• ETA (Encrypted Traffic Analysis) based on nDPI. 
• High-capacity historical flow database. 
• Data export to ElasticSearch, Kafka, InfluxDB, Grafana. 
• Integration with SIEM and security applications/IDS (Suricata). 
• Enterprise edition available at no cost for research and 
educational users.
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Welcome to nDPI [1/2]
• C-based open-source library developed 
 by ntop providing: 
◦Deep packet inspection engine for network visibility: protocol 
classification (450+), metadata extraction, flow risks computation 
Basic blocks for a cyber-security application 
 Flow risks: an indication that in the flow there is something unusual/
dangerous to pay attention to 
 ~60 different flow risks: self-signed certificate, possible SQL/RCE injection, 

suspicious DGA domain, invalid character in SNI... 

◦Algorithms for data analysis: data forecasting, anomaly 
detection, clustering and similarity evaluation, (sub-)string 
searching and IP matching, probabilistic data structures,... 

• Available on GitHub, LGPL v3
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Welcome to nDPI [2/2]
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• Each protocol is identified as <major>.<minor> protocol. 
Example: 
◦DNS.Facebook 
◦QUIC.YouTube and QUIC.YouTubeUpload 

• Caveat: Zoom or WhatsApp are application protocols in the 
nDPI world but not for IETF. 

• nDPI inspects bot clear-text and encrypted traffic. 
• As nDPI dissects the initial flow packets, it can be used to 

report unexpected communication conduct called "flow risk" 
(55+) that are helpful to detect cybersecurity problems.
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nDPI in Passive Traffic Analysis
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Do I "Own" the Monitored Traffic ?

• Yes 
You are monitoring your services (e.g. email. Web etc) 
so the traffic hitting your servers belongs to you. You 
can do DPI and store detailed IP information. 
Example: service providers, company, individuals. 

• No 
I provide Internet connectivity to my community and my 
customers. My goal is to keep the network healthy, I 
can't store/visualize detailed information. 
Example: IXP Network Operators. Note: they also have 
portion of the overall traffic they "own".
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Monitoring a Network Operator

• Data Source 
Usually routers (NetFlow/IPFIX) and switches 
(sFlow). Packets would be the best but they carry 
too many details, and often they are too many to 
analyze. 

• Routing Information 
Flow contain "mild" routing information that is 
enough for basic traffic analysis. More advanced 
BGP data access would be desirable.
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Monitoring Traffic Using Flows
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• Flows are usually computed on 
north-south traffic (in/out) and are ofter 
sampled.
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What's Inside a Flow ?
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Flow Exporter Information 
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Flow Collection in ntopng
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nProbe

sFlow/NetFlow

Packets

Flows + DPI
ntopng

Packets

https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://github.com/ntop/ntopng
https://nhm.it


AS Traffic Observability using ntopng https://github.com/ntop/ntopng

Enabling ASN Mode: ntopng
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Enabling ASN Mode: nProbe
• You have the option to: 
◦Collect flows as they are received (i.e. with full IP 
information). 
◦Mask IP addresses (according to the flow netmask) in 
order to hide the exact IP address. 

• Note: DPI in flow collection operates partially (no 
packets) using IP addresses (e.g. the Office365 IP 
range) and protocol+ports.
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--asn-mode                    | Collect flows and optimize export for AS traffic analysis. 
                              | This CLI option has no effect in packet mode 
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Configure Your ASNs
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AS View
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AS View: Traffic View
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AS View: Router/Interfaces View
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AS View: My Customers Breakdown
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AS Timeseries Analysis

Note: In packet mode quality indications (e.g. latency) can be measured.

21

nDPI

https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://github.com/ntop/ntopng
https://nhm.it


AS Traffic Observability using ntopng https://github.com/ntop/ntopng

Traffic Rules [1/2]

• Trigger alerts based on specific traffic conditions. 
• Multiple rules can be defined. 
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Traffic Rules [2/2]
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Alerts [1/3]
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Alerts [2/3]
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Alerts [3/3]
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AS Ranking Check [1/2]

• Track traffic changes for configured ASNs
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AS Ranking Check [2/2]
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Billing Monitoring [1/4]

• Some router ports are paid flat, others only its 
usage exceed a specified threshold. 

• In order to avoid costly fees, you need to 
supervise the Internet links where billing can 
become problematic. 

• We can monitor usage using both flow traffic and 
SNMP MIB-II interfaces polling an traps.

29

https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://github.com/ntop/ntopng
https://nhm.it


AS Traffic Observability using ntopng https://github.com/ntop/ntopng

Billing Monitoring [2/4]
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Community vs Enterprise Edition

• The enterprise edition includes all the features 
shown in this presentation (commercial editions 
are free for educational, research, and non-profit). 

• The community edition has the following limitations 
due to a lack of database support: 
◦AS transit/peer analysis is limited to real-time (no 
historical). 
◦Alerts are limited to timeseries (e.g. no ranking 
changes).
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Future Work Items
• BGP integration in order to monitor AS paths or routing 
changes. 

• Additional alerts (e.g. DDoS, BGP peers state...). 
• Detection of traffic spikes not due to a DDoS (e.g. soccer 
match). 

• Add new traffic analysis tools to provide hints about new 
peering agreements that could improve your costs. 

• Provide more insight about billing costs per customer 
(peering exposed), in order to better tune the monthly fees 
based on the current usage. 

• What else ?

34

https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://github.com/ntop/ntopng
https://nhm.it
https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://docs.google.com/spreadsheets/d/18ztPX_ysWYqEhJlf2SKQQsTNRbkwoxPSfaC6ScEZAG8/&ved=2ahUKEwi-mtGgvNqPAxWD0wIHHbSLNxIQFnoECBAQAQ&usg=AOvVaw3c4J97S-kIdEFSGTcSwsbN


AS Traffic Observability using ntopng https://github.com/ntop/ntopng

https://github.com/ntop/ntopng

35

https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://ntop.org
https://github.com/ntop/ntopng
https://nhm.it

