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Webinar Outline

* Introduction to ntop Cloud

* Developments with LLM/AI

» Using SmartNICs in PF_RING + nDedup
» Update on latest ntopng developments
* Q&A
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Before Starting... [1/2]

e ntop Professional Training (Online): May14th, 16th,
21st, 23rd, 28th, 30th of May, 2024 at 3.00 PM CET
(9.00 AM EDT). More info at https://www.ntop.org/
ntop/announcing-ntop-professional-training-
may-2024/

e CheckMK Conference (Munich, Germany): ntop
Workshop, June 13th. Info
https://conference.checkmk.com/workshops

‘ Workshop #6: Network and Cybersecurity Traffic Monitoring Using ntopng [EN]
08:30 - 16:45
Luca Deri (ntop) & Alfredo Cardigliano (ntop)

Checkmk is designed for infrastructure and application monitoring. It can provide a rich set of metrics and alerts. With its ntopng integration, it can provide complete
traffic visibility. This workshop will introduce you to network traffic analysis to be able to report about unexpected traffic patterns and trigger cybersecurity alerts.
We will cover packet-based traffic monitoring (in both IT and OT/industrial networks) as well data collection exported via sFlow/NetFlow/IPFIX by network devices.

il 1 how to interpret and fine-tune alerts, aggregate, and filter historical flows, and define alert baselines based on static thresholds and host
behaviour. The result is a comprehensive monitoring system that meets the needs of medium and large enterprises.

Prerequisites: Familiarity with basic network concepts.

Workshop type: Hands-on
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Before Starting... [2/2

e Latest news and developments: https://blog.ntop.org

e You can join the ntop community at
https://www.ntop.org/community/

HOME BLOG PRODUCTS v NBOX v SUPPORT v GITHUB GET STARTED ABOUT v SHC

Discord Server

Discord is a tool that allows us to be in touch in text, audio and video (or in short Discord is an open-source slack basically).

We prefer to use discord for support and public discussions, as people can also join with audio, and discussions are divided in channels to
avoid mixing uo different topics into a single place.

op discord server

You can read more here for learning how to join tr

Telegram Group

You can get in touch with the ntop community and developers by joining the Telegram ntop community groups:

B

English: https://tinyurl.com/r7w37nr

Italiano: https://tinyurl.com/twatw5l

Please use the telegram channel for general questions, community messages, and use discord for support and technical questions.
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ntop Cloud
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Goals

® Enable users to "locate” their applications and verify their status
independently of the network location (private network, firewall
etc).

e Update/restart/administer/supervise applications from a single
web console.

® Enable per-user application communications and data
exchange.

® Exploit future ntop services (e.g. realtime blacklists).

® \We are not currently considering to offer ntop Saas: first we
need to consolidate the current cloud implementation.
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Cloud Roadmap

® The plan is to consolidate the current cloud design
during 2024.

e All ntop applications will support it: this is an ongoing
work that will require some iterations.

® The next stable release (June/July timeframe) will include
initial cloud support. Further features as well cloud
architecture will be consolidated in the following months.

® \We plan to leave the "beta" stage in time for the following
stable release (1Q25).
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How To Enrol [1/5

ntop Cloud Registration

Email address

Password

Repeat Password

Welcome

Strong password required: minimum 8 letters

Email address

containing lowercase, uppercase, numbers
and special characters.

Password ’ I'm not a robot e

reCAPTCHA

Privacy - Terms

EECTEES

No account yet?

By creating an account you agree to our
Privacy Policy.

© 2024 ntop
Already have an account?

© 2024 ntop
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How To Enrol [2/5

, ntop cloud
@ ntop cloud Account Activation

To: info@ntop.org

Thank you for registering to the ntop cloud.

Your ntop cloud account id is 9145034171. ‘

In order to activate your account, you need to click on the link below
y y Account has been

i 1

Login

Thank you.

© 2024 ntop
The ntop team

(C) 2024 ntop
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How To Enrol [3/5

Verify Account

Enter the 6-digit OTP code generated by
the authenticator app

Confirm Code

Request and Enable OTP

© 2024 ntop

ntop

©

ntop cloud

ntop cloud OTP Secret Activation

To: info@ntop.org

Thank you for registering to the ntop cloud.

In order to configure your OTP (One Time Password) authentication, you

need to click on the link below

Configure OTP (One Time Password)

Thank you.

The ntop team

(C) 2024 ntop
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How To Enrol [4/5]

Enable OTP (Two Factor
Authentication)

Scan QR Code:

Back to login

© 2024 ntop

o lliad 4G 14:02 60% % )

= Google Authenticator & ’

Search...

s R N

A OF 4

ntopCloud: ntopCloud

029 355 ¢
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How To Enrol [5/5]

® This step has to be performed once for all hosts
where ntop applications are running.

P Configuration
® Connect your application instances to the Cloud:
[ Download cloud.conf ]
&
Step 2
e Copy cloud.conf under /etc/ntop/
Step 3

Restart the application

© 2024 ntop

® Done this you need to restart the ntop applications
In order to connect to the cloud.
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Configuration Recap

® As previously stated, only the dev (unstable) branch
offers cloud support. The next stable release will include
support.

® [Once] You need to register your account at https://
cloud.ntop.org and download the cloud.conf
configuration file that needs to be placed under /etc/ntop.

® This file contains all the information for ntop applications
for connecting to the cloud. Remember to deploy (the
same) cloud.conf on all hosts where ntop applications
are running.

ntop Spring Webinar, April 30th 2024 13
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Welcome to the ntop Cloud [1/3]

ntop

a Dashboard

Online Applications Expired Maintenance
” 12 -
&
Monitored Hosts Active Flows Total Traffic

© 2024 ntop
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ntop

ntop
[,
o | Cowom][omomen]
Host
7
O » tools.rm
“ O » ntop.tools
O » federico-v
yJ
0O » hsol-snmp
O » hosting-solutions
O » federico-v
O » ntop.tools
O » hosting-solutions
O » hosting-solutions
O » www.ntop.org
O » mail.ntop.org
O » builder
Showing 12 instances
° .
-
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Active Instances

Product

& ntopng

& ntopng

&% ntopng

& ntopng

& ntopng

X nprobe

% nprobe

% nprobe

% nprobe

& ipt_geofence
& ipt_geofence

& ipt_geofence

Traffic Instance
Al
_J//
M AL

A~

enp179s0f1

enp179s0f0

Search:
Version v
6.1.240428
6.1.240428
6.1.240428
6.1.240425
6.1.240425
10.5.240428
10.5.240425
10.5.240425
10.5.240425
1.0.240409
1.0.240409

1.0.240409

[ Actions ¥ ] { < Auto Refresh } [ Refresh }

Welcome to the ntop Cloud [2/3

Active Since
2h ago

2h ago

2h ago

2 days ago
1day ago
2h ago

2h ago

2 days ago
2 days ago
18 days ago
18 days ago

18 days ago



Welcome to the ntop Cloud [3/3

ntop
L]
a Licenses
® 10 v  entries per page Search:
Maintenance
7 Product System ID | MAC Version Order ID Exp. v
. » nprobe 0000000000 10.2.240331 1712086644 02/04/2025
» ntopng 0000000000 6.1.240321 1712080326 02/04/2025
- » nprobe 1576684820 8.7.191218 1576684820 16/12/2024
» nprobe L292CF5F7-5E89-53BF-B723- 10.3.230905 1697461153
56A90C9A0C77--OM
» nprobe L292CF5F7-5E89-53BF-B723- 10.3.230905 1697460972
56A90C9A0C77--OM
» nprobe L543E3860B206AB13--U543E3860A69B1983- 0.1.220807 1659867513
-OL
» nprobe L126A6A88000307D8--U126A6A888D77D09F- 9.7.220303 1646344163
-OL
» ntopng 1FE719B8-0B82-5C67-7105A182 5.1.211025 1643536157
» nprobe 543536534565346 9.7.220101 1642529352
» nprobe LOFCE520D0C001090--U9FCE520DAETF4346- 9.6.210730 1632982788
-OL
av Showing 1 to 10 of 57 entries « |« n > >
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Security Principles: Double Encryption

TLS 1.3

AES256

User Message

nto p ntop Spring Webinar, April 30th 2024 17



Security Principles: User Fencing

® Every user can ONLY connect to his/her own
instances. Cross-user communications are blocked by
the platform and if circumvented double-encryption
prevents messages from being processed.

® (Private) Encryption keys are computed in the web
browser during enrolment and never transmitted to the
cloud platform.

e ntop does NOT has the ability to decrypt information
exchanged on the cloud. CAVEAT: backup your data
as we cannot assist you to recover your credentials !!!

ntop Spring Webinar, April 30th 2024 18



Cloud Licenses [1/2]

® Traditionally ntop licenses are bound to a systemld that
uniquely identifies a system (CPU and NIC).

e \While this was a good idea years ago now it can be a problem:

® Dynamic environments (e.g. kubernets) obsoleted this
concept.

® Pcople want to use a license on multiple machines NOT
simultaneously.

® Demo licenses and maintenance renewal should not
require a license file reinstallation.

ntop Spring Webinar, April 30th 2024 19



Cloud Licenses [2/2

e Cloud licenses are currently experimental until the
ntop Cloud is in beta.

® You can decide the license type during generation.

Required Information Description

U’ﬁl* License Type: © Standard *  Cloud Cloud licenses can ble used only with ntop cloud. Use "Standard" if unsure.

You can print this information within ntopng. Go to menu Settings / License a

nd you will find a URL to click on. It will bring you to this web page with all th
System Id: e licensing information pre-filled.

Example: 1FE719B8-0B82-5C67-7105A182

This is the 10 digit orderld you have placed
Order Id: when shopped on the ntop site.

Example: 1298838443

This is the emal associated with the order id.

Email:

Example: me @company.com
ntopng Version: Example: 2.0.150530
ntopng Edition: Enterprise L Bundle (x64) e ntopng edition type,
NOTE

« The Enterprise L bundle edition, creates a single license that also unlocks n2disk and nProbe. This means that with a single license you can unlock all products without the need to generat
e an individual product license.

Create ntopng License Reset

nto p ntop Spring Webinar, April 30th 2024
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Cloud Licenses: Online Validation

29/Apr/2024 12:01:18 [NtopCloud.cpp:75] Successfully connected to ntop cloud

29/Apr/2024 12:01:18 [NtopCloud.cpp:88] Successfully registered with the cloud
29/Apr/2024 12:01:18 [NtopCloud.cpp:89] Unique id ntop/7542602171/L543E3860B206AB13——
U543E3860A69B1983—-0L/ntopng/1340299

29/Apr/2024 12:01:18 [NtopPro.cpp:345] [LICENSE] Reading license from /etc/ntopng.license
29/Apr/2024 12:01:18 [NtopPro.cpp:497]1 [LICENSE] /etc/ntopng.license: unable to validate
license [License mismatch (check systemId, product version, or host date/time)]
29/Apr/2024 12:01:18 [NtopPro.cpp:525] Validating the license with the ntop cloud...
29/Apr/2024 12:01:23 [NtopPro.cpp:538] Cloud validation completed successfully

nfo P ntop Spring Webinar, April 30th 2024 21



What is Missing 7

e Only ntopng/nProbe/ipt_geofence have been made aware of the cloud.
Remaining apps are ongoing.

e \We plan to implement a notification service for sending an alarm/email
when a ntop application is no longer active.

e Extend cloud RPC to enable further application communications.
e (With prior consent) Add the ability to:
e Send telemetry information including crash notifications.

e Continuously share blacklists information across user application
instances.

e Many more features... suggest one.

ntop Spring Webinar, April 30th 2024 22



LLM (Large Language Models)
Al (Artificial Intelligence)



LLM/AI Developements

We still don't have a roadmap to share as we are exploring
possible solutions, LLMs are changing with each passing

day and new solutions come out frequently

ntop Spring Webinar, April 30th 2024



Motivation

* Increasing number of threats and connected
devices to a network

« High costs to keep a SOC (Security Operation
Center) operative

* LLMs can be used to emulate a real person
with thoughts and real world capabillities
(Agents, more on that later...)

ntop Spring Webinar, April 30th 2024 25



Current Solution

* ntopng classification based alerting system
(behavioural checks)

 Tabular representation, easy to submerge
relevant alerts with low risk repeated ones

* Sheer volume of hosts/flows alerts, manual
analysis is time consuming and not worth
pursuing

* Delayed response

ntop Spring Webinar, April 30th 2024 26



LLM: Intro [1/3]

* What is a Large Language Model (LLM)?

* Deep learning model used to generate textual
data. Trained on large datasets of data

 An LLM is interrogated with a textual question
(prompt) that is split in chunks and converted
to a multidimensional vector (tokenization +
embedding)

* The response is generated based on statistical
structures learned during the training

ntop Spring Webinar, April 30th 2024 27



LLM: Agents [2/3]

* An agent is an autonomous program that:

* Receives information from the environment
(network alerts)

- Decision ability based on the info received
determines an action (strategy selection)

- Action usage of functions to follow a
procedure/produce a new observation

- Self learning based on past experience
(human like behaviour)

ntop Spring Webinar, April 30th 2024 28



LLM: Agents Cont’d [3/3]

« Combination of Agents and LLMs expands the
use case for LLMs

* LLMs can now use their knowledge and
reasoning capabilities to execute tasks

« Human like behaviour

* One agent specialized on a task to improve
accuracy

ntop Spring Webinar, April 30th 2024 29



Practical Use Case

« Automate alerts assessment/report
* [dentify relevant problems
 Strategy based on alert type

» One report generated for each alert type,
merge each report into one assessment

» Alternative method to visualize alerts and filter
them based on an heuristic

ntop Spring Webinar, April 30th 2024
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Current Architecture

* Local LLM (accessing ntopng rest API)
« Outstanding domain knowledge

« Chat GPT API for heavy computation (agent
procedure)

* Move away from OpenAl to fully local models
[next step]

* Possible on-prem solution to keep alerts locally
[TBD, we are testing solutions]

ntop Spring Webinar, April 30th 2024 31



Tangible Effect

* Reduce analysis time by at least two order of
magnitude

* Hundreds of alerts consistently analyzed in
under 50s

* Manual analysis takes tens of minutes
* Inability keep up with incoming alerts flow

* Analyze pinpointed problems first and check
the remaining manually

ntop Spring Webinar, April 30th 2024
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ntop

Demo

ntop Spring Webinar, April 30th 2024
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Future Development

 This approach has shown big potential and possible
disruption in SOC operations

* Reduce threat response time

* Build automated pipelines that generate meaningful
network assessments

* [idea] Propose solutions to problems and possibly
automating this solutions

* Expand assessments with enhanced reasoning
capabilities

» Add this feature to ntop cloud and manage instances from
one page

ntop Spring Webinar, April 30th 2024

34



Conclusion

* LLMs and agents are paving new ways on how we
manage a network and operate

* Precise reports are generated, zero to none
hallucinations, thanks to optimized pipeline structuring
and labelled inputs (ntopng alerts)

 Low false positives, dependant of ntopng classification

 Better approach compared to “traditional™ Al, no
training needed right now

« Out of the box models are very precise, [fine-tuning
possible]

ntop Spring Webinar, April 30th 2024
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What's New with
Packet Manipulation
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NnDedup

ntop Spring Webinar, April 30th 2024
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Duplicate Packets

oo

SPAN / Mirror
R R R R R
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-

Duplicate Packets

~—
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&

Up to 2x required
bandwidth and
processing power
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Duplicate Packets

-

~—

Wrong data,
Broken Analytics

thl’ ou
. Ughpyt ;
ctransmissions foo hjg

Ut £

n"'op ntop Spring Webinar, April 30th 2024 40



Duplicate Packets

5 =

Up to 2x
of disk space
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ntop

Traffic
Source

Deduplication

T L . B =8 @
— 1} 5]=1 (|| m——
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Examples [1/2]
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Examples [2/2]
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Buffer (Time Window)

Check Window

Every packet is compared
BEEN 0 X with all the previous ones

in the window by using a

strong hash
Example: 100 ms window at 100Gbit = up to 15 Million packets in the window

nto p ntop Spring Webinar, April 30th 2024 45



Deployment

Transparent

Bridge Filtered
Mirror
LU

Traffic
e Software-based, high performance with PF_RING ZC

- P

e Customizable window size, no hard limit (RAM)

e | ess than 200 MB of RAM for 100ms window at 10 Gbit

n'l'op ntop Spring Webinar, April 30th 2024 46



PF RING, NICs and SmartNICs



Packet Capture Acceleration

IDS/IPS
Suricata, Zeek, ...

PF_RING FT
L7 Filtering

PF_RING ZC

NVIDIA
ConnectX

nto p ntop Spring Webinar, April 30th 2024
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ntop

On Demand IDS

IDS/IPS
Suricata, Zeek, ... &
q /]
Selected
Traffic
Ban/Unban
Events
PF_RING ZC ntopng
L Enterprise
Redis
Hardware

Flows
Rules

Full
Traffic

NVIDIA
ConnectX nProbe
Cento
ntop Spring Webinar, April 30th 2024 49



(Stateful) Traffic Policing

Cento Bridge
—

Cmx

Internet Firewall L7 Policer Core Switch

57_

Internal
Network

Discard TLS, NetFlix,
Youtube, Spotify, ...

n'l'Op ntop Spring Webinar, April 30th 2024 50



Napatech SmartNIC

Hardware Flow Manager (Flow Table offload)

Keep track of all Network communications (flows)

140 Million flows in the adapter (on NT200A02 100 Gbit)

Learning rate: 1 M new flows/s per core (up to 3 M flows/s)

'| B 7

i 4
L El ... napa:tech; 7 J ;
as

nto p ntop Spring Webinar, April 30th 2024 51



Traffic Policing Acceleration at 100 Gbit

100
Discard TLS, NetFlix,

Cento Bridge Youtube, Spotify, ...

Flow Verdict

Internal

Internet Firewall Hardware Forwarding Core Switch Network

nto p ntop Spring Webinar, April 30th 2024 52



Work In Progress...

* NVIDIA BlueField DPU

e System on Chip with 16 ARM cores

Programmed using the DOCA SDK

Implemented nDPI support already

Connection tracking support (WIP)

ntop Spring Webinar, April 30th 2024
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Recap

nDedup for traffic deduplication

» Part of the n2disk package (3.7 and later)
Napatech Flow Manager

» Supported by Cento Bridge (1.21 and later)

* Available in PF_RING ZC (8.7 and later)
NVIDIA Connect-X on-demand hardware filtering
* Available in PF_RING ZC (8.6 and later)

NVIDIA BlueField DPU (coming soon)

ntop Spring Webinar, April 30th 2024
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ntopng Update



ntopng Update

* SNMP / devices monitoring
« Customizable Reports
» Performance enhancements

ntop Spring Webinar, April 30th 2024

56



ntopng In the latest versions...

* Lately (version 5.6 and 6.0) ntopng new
features were mainly cybersecurity / Ul
oriented:

1. New dashboard / report

2. Traffic analysis features (maps, ports
analysis, OT analysis, ...)

3. Active scanning (vulnerability scans, ...)

ntop Spring Webinar, April 30th 2024
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... nhtopng In 6.1

* In this version instead we went back to the
origin, mainly developing towards SNMP and
device monitoring

ntop Spring Webinar, April 30th 2024
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Keep track of devices' traffic...

2 SNMP Devices / EdgeRouter-X-5-Port (192.168.2.1) | # Interfaces Usage &J8 CPU/Memory

ZHistorical Flows | 4 Flows Analysis

oy

Hourly Flows (Throughput Chart) v Last 6 Hours v B 29/04/2024 00:49 =  29/04/2024 06:49 m.— - Q @ 9 o @ ﬁ o

Filter + X
400.00 Kbps
320.00 Kbps
240.00 Kbps
160.00 Kbps
80.00 Kbps
0.00 bps I
29/Apri2024 00:40:24 29/Apri2024 01:52:19 29/Apri2024 03:04:14 20/Apri2024 04:16:09 29/Apri2024 05:28:04
Top Applications~  Top Info ~ 0y M < ©-
Actions  Begin “ End Duration Protocol  Application  Score Flow
E 04:06:59 04:06:59 <1sec UDP SNMP devel [ :44407 0 &2 192.168.2.106 [ :161 2
E 04:06:59 04:06:59 <1sec  UDP SNMP devel@4 ([ :44952 & 192.168.2.106@4 [ :161 O
E 04:06:59 04:06:59 <1sec UDP SNMP devel@5 :44407 D..-_' 192.168.2.106@5 11610
E 04:06:59 04:06:59 <1sec UDP SNMP devel@1 :44952"1.__' 192.168.2.106@1 :161 ]
—

ntop ntop Spring Webinar, April 30th 2024
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... and check if they are congested

2 SNMP Devices / EdgeRouter-X-5-Port (192.168.2.1) | # Interfaces | Usage
2> SNMP Devices / EdgeRouter-X-5-Port (192.168.2.1) | #4 Interfaces Usage &l8 CPU/Memivry 1= <

zZ

lastWeek v | 8 22/0420240659 = 290420240659 [ - - @ @ O &

Top Congested Interfaces
1000

80.0 %

60.0 %

40.0 %

20.0 %

00%

M & ©- Search:

Actions  Device IP Device Name Interface Name Interface Alias Type Interface Speed Congestion Rate v Min Max
E 192.168.2.1 EdgeRouter-X-5...  eth1 local Out Usage 1 Gbit £ 00% 0.1% 47 %
E 192.168.2.1 EdgeRouter-X-5...  eth0.20 internet Out Usage 1 Gbit £ 00% 00% 0.2 %
E 192.168.2.1 EdgeRouter-X-5... imq0 imq0 In Usage 1 Gbit £2 00% 00% 0.0 %
E 192.168.2.1 EdgeRouter-X-5... = eth0.20 internet In Usage 1 Gbit £ 00% 0.1% 4.6 %
E 192.168.2.1 EdgeRouter-X-5...  switch0 local In Usage 1 Gbit £2 00% 0.0% 02%
E 192.168.2.1 EdgeRouter-X-5...  switch0 local Out Usage 1 Gbit £ 0.0% 0.1% 46%
——

ntop

ntop Spring Webinar, April 30th 2024
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Monitor Interfaces' Usage (1/2)

« With this feature we can keep track of
congested (bandwidth filled > 75%) devices

« Combining with the previous feature we can
understand who congested the network

ntop Spring Webinar, April 30th 2024 61



2> SNMP Devices | ¢ Interfaces Rules Usage &

2 SNMP Devices | # Interfaces Rules | Usage

Last Week v

1000

%

80.0 %

60.0 %

40.0 %

200 %

0.0%

Py

22/04/2024 09:54 => / 29/04/2024 09:54

Click on the

P < A

-~ aans

2> SNMP Devices / ProCurve Switch 2510B-24 (192.168.2.169) / 19 | #% MAC Addresses |aa

Example

Last Week v & 22/04/2024 09:54 =>  29/04/2024 09:54

Custom Metrics v One Chart per Metric

~
£S5

Top Congested Inter{

congested interface

ProCurve Switch 2510B-24

19
Act

; In Usage:

:9.7%

Device Name Interface Name

E 192.168.2.1 EdgeRouter-X-5...  eth1

192.168.2.1 EdgeRouter-X-5...  imq0
192.168.2.1 EdgeRouter-X-5...  eth0.20
192.168.2.1 EdgeRouter-X-5...  lo

ntop

Interface Alias
local

imq0

internet

lo

100.0 %

500 %

00% -

-

If this device is an exporter, search
the flows/hosts that congested the®
network from the historical flows

@ Uplink (Out) Usage Downlink (In) Usage

Zoom in the
congested period

04/23/2024 04/24/2024
18:00:00 18:00:00 18:00:00
Metric Average
Uplink (Out) Usage 0.7 %
Downlink (In) Usage 212%
Type Interface Speed Congestion Rate Min  Max
In Usage 1 Gbit £ 00% 0.0% 0.2 %
In Usage 1 Gbit £ 00% 0.0% 0.0 %
In Usage 1 Gbit £ 00% 0.1% 52%
In Usage 10 Mbit £ 00% 0.0% 0.0 %

ntop Spring Webinar, April 30th 2024

04/26/2024 04/27/2024 04/28/2024
18:00:00 18:00:00 18:00:00
95th Percentile Max Min Total
18 % 3.0% 0.0 %
69.7 % 93.1% 0.5 %
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Monitor Interfaces' Usage (2/2)

» An alert can also be configured to alert the
users in case an interface/device is congested

2 SNMP Devices | # Interfaces| Rules

Show| 10 v /|entries

Actions Device

Showing 1to 1 of 1 entries

NOTES

Usage OIO < A ©

< 4+ Search:

Interface Metric Check Frequency Threshold

Bytes (RX/TX) 5 Minutes > 1KB

e Trigger an alert when a local host exceeds the specified traffic amount
e To add a new rule, click the "+’ symbol on the right side above the table (next to the search)
e To remove a rule, click on the "Actions’ column button and then click onto 'Delete’ on the row you want to remove
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Network Rules

* In the last ntopng stable we announced the
possibility to configure custom network alerting
rules (e.qg. trigger an alert when traffic > 1
Gbps)

« Added new configurable rules (Exporters,
SNMP, ...)
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Network Rules

Local Traffic Rules

Show| 10 V| entries

Actions Target Type
E 192.168.2.106 on interface: *

E enol Interface
B8 - =0

Showing 1 to 3 of 3 entries

NOTES
e Trigger an alert when a local host exceeds the specified traffic amount

Metric
Usage

Traffic (RX +
)

Traffic (RX +
X)

e To add a new rule, click the "+' symbol on the right side above the table (next to the search)
e To remove a rule, click on the "Actions’ column button and then click onto ‘Delete’ on the row you want to remove
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Check
Frequency

5 Minutes

5 Minutes

5 Minutes

5] + Search:

Last Measurement Threshold
>30%
> 10.00 Mbps
>1MB
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Customizable Reports

* In the last webinar we also announced the new
report page and we promised to make it
customizable...

* Et Voila!
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My Report v

Last 30 Mins v

My Report

8 29/04/2024 09:45 =>  29/04/2024 10:15

El-- aacscamsss

s B

Click the + to create a new report (My
Report) and the edit icon to customize it

Interface Traffic g X

@DSent (@ Revd
3.20 Mbps
240 Mbps
1.60 Mbps
800.00 Kbps
0.00 bps
800.00 Kbps
1.60 Mbps
2.40 Mbps
3.20 Mbps

04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 (04/29/2024 04/29/2024

09:46:00 09:48:00 09:50:00 09:52:00 09:54:00 09:56:00 09:58:00 10:00:00 10:02:00 10:04:00 10:06:00 10:08:00 10:10:00 10:12:00 10:14:00

Top Alerted Hosts £ X

10.0% 10.0%
"10.0% 10.0%’

ntop
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Performances (1/2

[ System | fy (= &

Last 30 Mins v i @ 21/02/202413:33 = 21/02/2024 14:03 Vi e =» @9 K

=~

* Regarding performances
— - we did a lot of changes:

476.84 MB

381.47 MB

286.10 MB

190.73 MB

95.37 MB

0.008B

21/02/ 21/02/ 21/02/2024 21/ 21/
13:38 13:40 13:42 13:44 13:46 13:48 13:50 13:52

<

> 15/03/20240524 [« » @ @ o9 2 @ K

21/02/ 21/
13:36 13:54 13:56 13:58 14:00 14:02

Bytes Bytes 1Y Ago

21/01/2024 28/01/2024 04/02/2024 11/02/2024 18/02/2024
00:00:00 00:00:00 00:00:00 00:00:00

25/02/2024 03/03/2024 10/03/2024
00:00:00 00:00:00 00:00:00 00:00:00

ntop
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Performances (2/2)

« Added co-routines and per minute SNMP
Polling for Flow Exporters

* Thanks to co-routines SNMP Polling
performances are quite better

» Using per minute polling for Exporters is
important to check the congestion rate of
important devices
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SNMP - Flow Exporters

2 SNMP Devices / MikroTik Ax3 (192.168.2.106) / bridge_lan | fi§ (& £ @

Last 30 Mins v @ 29/04/2024 10:47 = 29/04/2024 11:17 - = qav9scadhf
Traffic (RX + TX) v One Chart per Metric v
(D Out Bytes Out Bytes 30m Ago (@ In Bytes (@ In Bytes 30m Ago
e A
/)‘\ i !’\\ //'\ / \ I/)\\
480 Kbps FAR 1\ PR 7\ FAR i\
/ \ ! \ / \ / \ / \ / \
/ \\ I} \ ,/ \ /I \\ / \\ /’ \\
3.20 Kbps J: \ F/ Y / \ ! \ / \ / \
/ / \ / \ / \ i \ / \
/ / \ /I \ // \\ i \\ // \\
160 Kbps i \ i \ ] \ / \ i \ 1 \
_______ / R SR ) I B— (S S | SR S | SRS S
0.00 bps
A - N A =
1.60 Kbps \ J
3.20 Kbps
4.80 Kbps t
6.40 Kby .
P 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024 04/29/2024
10:48:00 10:50:00 10:52:00 10:54:00 10:56:00 10:58:00 11:00:00 11:02:00 11:04:00 11:06:00 11:08:00 11:10:00 11:12:00 11:14:00 11:16:00
Metric Average 95th Percentile Max Min Total
Out Bytes 1.78 Kbps 5.74 Kbps 5.86 Kbps 647.38 bps 391.25 KB
In Bytes 2.66 Kbps 5.19 Kbps 5.72 Kbps 1.00 Kbps 583.55 KB
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