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PF_RING

* As of today PF_RING provides:

e (Limited) packet capture acceleration with any
adapter using Linux kernel drivers

« XDP (Linux eXpress Data Path) acceleration
with Linux drivers supporting AF_XDP

o Best (Zero-Copy Kernel-Bypass) acceleration
with PF_RING ZC drivers up to 100 Gbps with:

« Commodity adapters from Intel, Mellanox

« FPGA adapters from Napatech, Silicom
FPGA and other vendors
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NVIDIA/Mellanox Adapters

*PF_RING ZC driver for ConnectX 4/5/6 €&
*Performance up to 100 Gbps

* Hardware packet timestamps

*Hardware packet filtering
*_oad-balancing (RSS)
* Traffic duplication!

ConnectX




Intel Adapters

* Supported families:

-@1000e (8254x/8256x/8257x/8258x)
oigh (82575/82576/82580/1350)
cixgbe (82599/X520/X540/X550)

* ixgbevf (ixgbe VF)
i40e (X710/XL710/XXV710)

-iavf (i40e VF) &
oice (E810)
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Intel with Vis

* SR-IOV Virtual Functions are virtualized instances of
the physical interface (usually used by VMs)

* Traffic is steered to VFs based on MAC (and VLAN)

*140e VFs (lavf) support trust mode which enables
promiscuous capture (with duplication!)

ntop



N2dIsSk
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N2dIsk

*n2disk provides continuous recording: in Most
cases It's not possible to predict when a network
event occurs, on-demand capture is not enough

*Data retention depends on traffic rate and storage
Size

Traffic rate 10 Gbps
Data on disk (sec) 1,2 GB/s
Data on disk (hour) 4 TB/h

Data on disk (day) 100 TB/day
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Saving Space

*Packet compression: save up to 5% on Internet
traffic (more on LAN traffic)

*Packet slicing: good if interested in headers only
* BPF filtering: diffi

L7 tiltering: good to discard or shunt unwanted
traffic (e.g. encrypted, compressed, multimedia)

cult to predict



Not all traffic 1s alike

*\What it our storage does not satisty the desired data

retention, even a

ter filtering”?

* Traffic matching Network events is more important
then the rest of the tratffic

*\\We want to:

full

o Prioritize selected traffic (e.qg. security alerts)
o Delete the rest of the traffic first, when the disk Is



Smart Data Retention

Process Network events gene

Jse a 1st level storage to imp

rated by ntopng

ement continuous

recording with a short data retention (cache)

*Use a 2nd level storage to archive traftic for Network
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1st Level Storage

events with a longer data retention (archive)

2nd Level Storage

(Cache) (Archive)
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NBox
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nBox Appliance

rnkey solution for t
hardware selectio
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nBox NetFlow

Nnose Who don't want to bother

n, software installation and

NnBox Recorder
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nBox Ul

* Supported on Ubuntu only
*Ul based on old technologies (Perl CGl)

Maintenance will expire in 361 days

nbox

(3 Linux kemel 3.13.0-48-generic x86_64
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4x Intel Corporation 1350 Gigabit Network Connection
™ Napatech NT40E3-4-PTP-ANL Analysis Network Adapter PCle Gen3 4x10Gb SFP+

Network Interfaces
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*[t's time to rewrite it from scratch!
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*ntop plugins written in Moc

New nBox Ul

Debian, CentOS

—xtensible by means of plu

ntegrated in Cockpit, an open source web-based
J| for servers sponsored by Red Hat

Runs on most Linux distributions, including Ubuntu,

gins (Javascript API)
ern HI TP and Vue.|s



New nBox Ul

LIve Preview!
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Already on Github

e Contributions are welcome!

ntop

nfOp Open source network traffic monitoring software: http://t.me/ntop_community
A2 153 followers @ Europe 69 http://www.ntop.org

(M) Overview [J] Repositories 21 f Projects @ Packages A Teams 2 A People 5 {63 Settil

] Repositories
Q  Find a repository... Type ~ Language ~ Sort ~ m

ntopng ' Public
Web-based Traffic and Security Network Traffic Monitoring MW

@Lua Yy 4958 BBcpL-30 ¥ 586 () 236 19 0 Updated 3 hours ago

cockpit-ntop | Phplic
Cockpit-based nBg

Ovie o Mer-3o0 Fo (O1 110 Updated yesterday
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ntop

Thank you
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