ntop Extcap: Where Wireshark
Meets DPl and HW-Based BPF
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Advantages

- Improved L7 visibility

- HTTP requests for www.facebook.com are marked
as HTTP.Facebook)

» Protocol detection on non-standard ports
- L7 filtering on the remote machine

- Support for FPGA cards, with hw filtering (when

available)
ntop ;
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Laptop Configuration

1. Install the ntop “remote” extcap module

git clone https://github.com/ntop/n2disk.git n2disk-pub

cd n2disk-pub/wireshark/extcap/ && make
cp remotentopdump /Applications/Wireshark.app/Contents/MacOS/extcap/

2. Install the nDPI plugin

git clone https://github.com/ntop/nDPI.git ~/nDPI
mkdir -p ~/.wireshark/plugins
cp ~/nDPI/wireshark/ndpi.lua ~/.wireshark/plugins
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Remote Box Configuration

1. Install PF_RING tools

git clone https://github.com/ntop/PF RING.git ~/PF RING

cd ~/PF RING/kernel && make && sudo insmod ./pf ring.ko

cd ~/PF RING/userland/lib && ./configure && make

cd ~/PF RING/userland/libpcap && ./configure && make

cd ~/PF RING/userland/examples && make && sudo make install

2. Install nDPI tools

git clone https://github.com/ntop/nDPI.git ~/nDPI
cd ~/nDPI && ./autogen.sh && ./configure && make
cd ~/nDPI/example && sudo make install
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K ) M The Wireshark Network Analyzer
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[I IAppIy a display filter ... <38/>

Capture

..using this filter: | )| | Enter a capture filter ...

@ Cisco remote capture: cisco

@ Random packet generator: randpkt
@ Remote n2disk timeline: remote-n2disk-timeline
@ Remote PF_RING interface: remote-pfring-interface

N

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists
You are running Wireshark 2.2.3 (v2.2.3-0-g57531cd).
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& B d File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

®
LH
@

SMSE  About Wireshark M The Wir
ﬂ Preferences... & @ Q@& = 8 5§ § = l%‘ & q
Services > @ M About Wireshark
Hide Wireshark  3H . Wireshark  Authors Plugins  Keyboard Shortcuts  License |
Hide Others  \C3H
S Name Location Typical Files
Quit Wireshark  3Q “File" dialogs [Users/simone/Downloads/ capture files

Temp

System

Global configuration

Program

Personal Plugins

[var/folders/j2/1 ks4... 9syt80f83m00000gn/T/ untitled capture files

Personal configuration [Users/simone/.config/wireshark/
/Applications/Wiresha...urces/share/wireshark

letc

[Applications/Wireshark.app/Contents/MacOS
[Users/simone/.config/wireshark/plugins
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dfilters, preferences, ethers, ...

ethers, ipxnets
program files

dissector plugins

GeolP database search path

Global Plugins [Applications/Wireshar...ents/Pluglns/wireshark dissector plugins
GeolP path usr/share/GeolP
Extcap path [Applications/Wiresh...ontents/MacOS/extcap

Extcap Plugins search path

dfilters, preferences, manuf, ...

. - . - +

ciscodump

ndroiddump randpktdump sshdump udpdump

Macintosh HD > [ Applications > # Wireshark > [ Contents > [ MacOS > [ extcap

ﬁ

~|  Allinterfaces shown v




XX M The Wireshark Network Analyzer
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| A | Apply a display filter ... <3/>

~

Baa >

= v] Expression...

+

® 0 ‘ Wireshark - Extcap Interface Options: Remote PF_RING interface: remote-pfring-i...

Remote SSH server address ’ofﬁce

|

Remote interface name \enp1 s0

Remote capture filter ’host 192.168.2.222

enable nDPI inspection

Remote nDPI protocol filter [bropbox

Remote SSH server port ’2222

Remote SSH server username \demo

Remote SSH server password

Path to SSH private key

SSH key passphrase \

Save parameter on capture start

Help Restore Defaults

Close
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N M Remote PF_ RING interface: remote-pfring-interface |
2 (.
Am e mB RO Q@@»@?Qué@\@\ »
|1 ndpi.protocol.name == MDNS ~| Expression.. : +
No. Time Source Destination Protocel Length Info
100 2017-10-23 12:58:41.823489 192.168.2.135 224.0.0.251 MDNS 131 Standari

104 2017-10-23 12:58:41.836441 192.168.2.135 224.0.0.251 MDNS

Frame 104: 131 bytes on wire (1048 bits), 131 bytes captured (1048 bits) on interface @
Ethernet II, Src: HuaweiTe_40:15:42 (14:a5:1a:40:15:42), Dst: IPvdmcast_fb (01:00:5e:00:00:fb)
Internet Protocol Version 4, Src: 192.168.2.135, Dst: 224.0.0.251
User Datagram Protocol, Src Port: 5353, Dst Port: 5353
Multicast Domain Name System (query)
nDPI Protocol

nDPI Network Protocol: ©

nDPI Application Protocol: 8

nDPI Protocol Name: MDNS

4 vVVvYYVvYYY

0000 91 00 5e 00 00 fb 14 a5 1a 40 15 42 08 00 45 90 ..”..... .@.B..E.
0010 @00 59 a5 c9 40 00 ff 11 31 9f c@ a8 82 87 ed 90 .Y..@... l.iv.iuu..
0020 00 fb 14 e9 14 e9 90 45 19 49 00 01 00 00 00 02 .......E .I......
0030 00 00 00 00 00 00 @9 5f 44 32 43 41 35 31 37 38 ......._ D2CA5178
2040 @4 5f 73 75 62 @b 5f 67 6f 6T 67 6c 65 63 61 73 ._sub._g ooglecas
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