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THE CHALLENGE: MANAGE THE NEW SERVICE COMPLEXITY

WURTHPHOENIX
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WHAT TO ADD TO THE TRADITIONAL MONITORING SOLUTIONS?

% Correlation between network and application monitoring

WURTHPHOENIX

Effective troubleshooting thanks to the relationships of all components

| Real time application performance

A Historical end-user perspective
Q Discover infrastructure components and their dependencies

Get notified whenever application availability, latency and quality metrics start
to degrade
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REAL USER EXPERIENCE MONITORING

© Woirth Phoenix 2016

Measures the response time of each user transactions by analyzing the communication flows
to archive the following Metrics

Client/Server Network Latency

Application Server Latency
Load Time

Upload / Download time
Upload / Download bytes
Throughput (kByte/sec)

... more than software

Closed Client/Server Receive Window
TCP Retransmission up/down

TCP Out of order up/down

HTTP returned codes

Mime types
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THE KEY PERFORMANCE INDICATORS

WURTHPHOENIX

% Throughput trend

% Application Latency Trend
% Client Latency Trend

% Load Time Trend

% Transferred Bytes Trend

% Impacted Clients Trend
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PERFORMANCE MONITORING ON PREMISE

WURTHPHOENIX
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PERFORMANCE METRICS CALCULATION FOR A CLOUD PROVIDER

(PUBLIC, PRIVATE, ...) WORTHPHOENTX
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PERFORMANCE FROM CLOUD USERS’ POINT OF VIEW

(PUBLIC, PRIVATE, ...) WORTHPHOENIX

SOCKET 1

saley(‘)rce.com Server

Firewall that does not @
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Users
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Checks if the SLA WORTHPHOENIX
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perspective
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PERFORMANCE METRICS FOR INTERNET CLOUD SERVICES

WURTHPHOENIX

| SOCKET 1 SOCKET 2

Firewall that performs traffic
shaping

APPLICATION

Users LATENCY
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PERFORMANCE METRICS OF SINGLE CLIENT REQUEST ...BALANCED AMONG DIFFERENT SERVERS

.

WURTHPHOENIX
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Metrics for each

server thanks to the
name of the server
stored in the HTTP WUORTHPHOENIX

header NetEve
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DISCOVER BOTTLENECKS
...IN CASE OF ANTIVIRUS, INTRUSION DETECTION SYSTEMS OR TRAFFIC SHAPERS WORTHEHOENX
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NetEve

NetEye as collector ! >

© Woirth Phoenix 2016 ... more than software



HTTP (HYPER TEXT TRANSFER PROTOCOL) PLUGIN

WURTHPHOENIX

User experience monitoring of all http /https
communications

\

) 2 Drill down on single url for the troubleshooting

http:// &

>> Return codes check (error codes- permission denied)

/

> B operating system and device identification

/
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TCP (TRANSMISSION CONTROL PROTOCOL) PLUGIN

Server response

KPI also for TCP communications
that use ssl/tls without the need to
install the private key

Performance measurement for the
third party encryoted
communications, as the cloud
services

e

WwWw
\ -4

WURTHPHOENIX

Performance level on the Email communication

User Experience monitoring

for the web browsing

|dentification of the Cloud provider that is

causing slow performances




SAP PLUGIN

WURTHPHOENIX

Check the SAP performances, availability and response time

|dentification of the root cause for the performance
problems - Server, Application, Client or Network

D>JM Sap web protocols analysis including the SNC traffic

/

Monitoring the integration between SAP and external
applications (i.e. SharePoint o Adobe)
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SHAREPOINT PLUGIN

WURTHPHOENIX

Microsoft SharePoint availability and reliability monitoring

\

» Network and application latency measurement for the

B> SharePoint

file transmission (upload, download)

>> Application response time measurement

/

Troubleshooting and data analysis based on the SharePoint
user transactions
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DNS (DOMAIN NAME SERVER) PLUGIN

WURTHPHOENIX

Query Type
DNS query type

The access to specific IT services

SOA

(Web, Citrix, Terminal Server etc.)

Has performance problems

Requests for all From 04/08/15 10:00:00 To 04/08/15 10:10:00

Title App Lat (ms) auton_sys country

(3] No filter applied

g o e B i B e S

dns://10.62.6.51:53//cstatic. weborama.fr 2.051.534 a
dns:/f10.62.6.51:53/cstatic.weborama.fr 2.051.513 Q
dns://8.8.8.8:53/ /cstatic.weborama.fr 2,050,957 [¥]
dns:f/8.8.8.8:53/cstatic weborama_fr 2,050.990

The performance problems are caused by
the DNS resolution: the external domain
server (Google) experienced dome slow

downs
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DASHBOARD

a, ROOT (ADMIN) + %Syslem w | Select Database: |applatmysql|

WURTHPHOENIX

Real User eXperience =o

i DASHBOARD | =] ANALYZE | =] CORRELATED NETS | £ CORRELATED APPS | [EH MACHINE LEARNING GRAPHS | Z] REPORTING | 4% SYSTEM

3

Trend P - 2PN Total Impacted Clients P - 2
Select Baseline: Bolzano - Select the comparison period:| Today vs. Yesterday | + Impacted Clients| ~
Bolzano Throughput
A44.84%
I Yesterday Ml Today Test Baseline2 Fime App
L00M Google Maps
§ Baseline 61091 . ISP Project
10M =
m Baseline 61089 .. NetEye AWKG
W 170316 19:10:00 Baseline 61088 O,
‘Yesterday: 125.34 KBIs (Check Status: CRITICAL) Internet Web Sites
Baseline 61083 !
100k
Baseline 61080 /
10k Baseline 61079 ...
| | Baseline 61072 ...
1k Youtube
00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00 00:00 Inox Mare
Masidef
Trends for last 20 checks: Euroviti
Tunap -
Application Latency Client Latency Server Latency Throughput Transfered Bytes Last Check Status / \
86.989 9.130 29.603 93.8kB/s 181.94 MB HCRITICAL s .
A — e A M {\ A, A AW
Baselines 4 oA
~ Filters =
Hide disabled Hide derived Show all status Show unknowns Autorefresh 1 min - Baseline type filter —-all- -
Name Description AvgThroughput  AvgApplat  AvgServer  Avg Client Avg Load Avg Requests Impacted  Clientsnot  Last Check Status |d trendThroug  Application Latency Trend  Throughput Trend Client Latency Trend Server Latency Tref
(ms) Lat (ms) Lat (ms) time (ms)  Requests/mi clients matched hput
n
No filter applied
Inax Mare Inox Mare 165 24 kB/s 116,794 1761 16118 274 348 935 187 713 0 17/03/16 09:18:03 HCRITICAL 449 IR PNV 1201 WL W P A MW A
Fime App Fime App 122.06 kB/s 4352 0524 109.214 617.048 50.0 100 113 1 17/03/16 09:18:03 HCRITICAL 8 e A A —_—A ——— | S
|SP Proiect ISP Proiect 94K 3 KR/ 1785 n21a n 249 2983 20 a 212 0__17/03/18 NS 1AN3 HCRITICAL 73 s ansa Aha PSTTTE o an ahoaa s ESTTEN . Ao as as i ESTEIER . An AA A A -

© Wiirth Phoenix 2016 n software




DASHBOARD

© Woirth Phoenix 2016

Baselines
 Filters
Hide Hide
disabled derived
Name Avg
Throughput
J= .| Mofilter applied
NRPE (tcp) 24 3k/fs
13.5k/s
Erizone 278 5k/s
outlook 16.3k/s
Inox Mare 149.4k/s
Main Web 67.0k/s
Trendmicr.... 273.2k/s
4

1 - 29 of 25 items

show all
status

Avg App Avg
Lat {ms) Server
Lat {ms)
4.150

57.551 14.231
95.439 0.565
927.958 4534
122 3657 7.438
387.737 0.114
119.455 4294

Autarefresh

30 sec

Avg  Avg Load
cClient  time (ms)
Lat {ms)

1.550 178573
0.363 58.280
0624 101.2591
33.134  1,055.405
18.335 211,630
51516 495.555

0.727 195.368

Avg
Requests
Jmin
141.2
7534
20.6
61.8
516.2
82

B2EB

Baseline type filter
--gll--

Requests  Impacted Status

clients
706 2/4 | CRITICAL
3,767
103 1/1 | CRITICAL
] 43/43 | HCRITICAL
2581 10/22 | HCRITICAL
41 9/5 | HCRITICAL
414 11/11 | HCRITICAL

WURTHPHOENIX

Impacted Clients Trend 4  Throughput Trend Application Latency Trend Client

sl B3 N —EA ~————EE] /-
NI Y v-13.0 |[IPSNENY o v-15.0% I
A n B B3 .
TR | | ~-37.5% [NV NBIGY ~c:.3% QPSSR v.150% JIPN
e B AN EEE A =
b —A— BBl A~ -~

LAemibLmEEld VB ) -
o] | we o 100 | —_— A yTrm A e PR v
]

I%Hl&:ﬂ'esh | |.che:k | | Show Rrd | ] Deselect all | ||:'1’P Export to CSV |

Key services

Impacted users
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Alarms Trends




THE USER TIMELINE

|~ ]
-m w
WURTHPHOENIX
Every Client Session can be displayed on a timeline
Timeline for 109.54.4.179
URL Method RC Mime Time Bytes Timeling
hitps:fidynamicsax. i B GET 200 text/html 12/04/13 11:33:39 38139 _| 6.858,9ms
hitps:fidynamicsax laaaE & | . GET 200 texticss 120413 1:33:47 12475 || }343,9ms
hitps:/idynamicsax. =eac k' | ... GET ] 1200413 11:33:47 1040887 \075,0ms

hitps:/idynamicsax. keeam | ... GET 200 application/x-javascript 12004113 11:33:47 32115

hitps:/idynamicsax. sy 0/5c ... GET 0 1200413 11:33:48 301163 2.130,9ms

hitps:/idynamicsax. e 1/ ... 200 application/x-javascript 12004113 11:33:50 3013

hitps.fidynamicsax. seeam a' | ... 200 image/gif 120413 11:33:50 18

hitps:/idynamicsax. basg b ... 200 image/png 1200413 11:33:50

hitps:/idynamicsax. s’ | 200 mage/gif 12004113 11334 19212 ||| 203,9ms

| BB end @ Download I Application Laggney [ Upload @ Server Latency [ Client Latency

tps:idynamicsaxtunap.itisites/dynamicsax/sales/Enterprige Portal/default. aspx?redirected=1&WCMP=tun&WMI=default_sales

Track the application specific transactions to quickly identify potential issues on response
fime
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GEOGRAPHICAL LOCALIZATION OF THE USER REQUESTS
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Barents Sea

AGGREGATED SESSIONS:
CITY:

CLIENT: 19522821774
CONTINENT: EU
COUNTRY NAME: Hungar,
IP: 195.228.217.74

LONGITUDE:
NETGROUP: U
PROTOCOL: http

SSL CYPHER: TLS_RSA_WITH_AES_128_CBC_SHAZSE
SUBNET: C

TYPE: 2
— ™ ) 1 N s
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1“ { Ukraine
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ARTIFICIAL INTELLIGENCE & USER EXPERIENCE

WURTHPHOENIX

Deep Learning

%)

User Experience

Machine Learning

Forecasting
Anomaly Detection
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HOW TO USE THE SOLUTION

WURTHPHOENIX

CASE: some users within a company network are complaining about

abysmal performance of a specific application during a single working day

& QI

The dense standard traffic might be used as basis for the
calculation of new refined baselines or even multi-dimensional
base regions

r\\_
DENSE
thronaghiput

SPARSE

The sparse traffic can be use to restrict the group of transactions
for the analysis of the root cause of the problem

client I.é\terllcy [ms] \

14% °

ent latency

thronaghipa

© Wiirth Phoenix 2016 ... more than software



USEFUL BEFORE DIGGING INTO DATA (PROBLEM ANALYSIS)

WURTHPHOENIX

something happens: higher mean, std increased

0 2 4 6 8 10 12 14 16
server latency [ms])

there is higher and unchanged traffic during the day
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FORECASTING

WURTHPHOENIX

AX6_PROD ~ dbo.AIFACTION ~

Database growth [positive-overall]: page count page count [24h] page count total growth Database growth [positive-overall]: row count row count [24h] row count total growth

|
I

-6.07 GB _ | I 1.77 Mil

9/23 101

= sql_db_tablename.sum -196 MB = sql_db_tablename.sum

DETAILED GROWTH: Overview

MSSQLSERVER SQLServer dbo.TAXTRANS 14.62 MB 6.47 MB 8.15MB

MSSQLSERVER PAGE COUNT 1331 MB 9.14 MB 417 MB
MSSQLSERVER 13.11 MB 4.44 MB 8.67 MB
MSSQLSERVER| 480 12.52 MB 2.74 MB 9.78 MB
MSSQLSERVER 11.92 MB 1.50 MB 10.42 MB
MSSQLSERVER]| 10.09 MB 7.43MB 2.66 MB
MSSQLSERVER| 430 MB . s 1 . 9.73 MB 2.75 MB 6.98 MB
MSSQLSERVER - 9.30 MB 3.34 MB 5.97 MB

dbo.ACCOUNTINGDISTRIBUTION 440.6 MB 5N 64.7 MB 88.6 M
MSSQLSERVER| 9.23 MB 1.19 MB 8.04 MB

MACCAl Crmurn PAGE COUNT [1 month] PAGE COUNT [2 months] n a7 Ran A 7 wan £ ac aan

== sql_db_growth_forecast.mean == sql_db_growth_forecast. mean == sql_db_growth_forec mean
- dbo. ACCOUNTINGDISTRIBUTION - dbo. ACCOUNTINGDISTRIBUTION —_ dbo ACCOUNTINGDISTRIBUTION
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WURTHPHOENIX

THANK YOU!
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