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The challenge: manage the new service complexity
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What to add to the traditional monitoring solutions?
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Correlation between network and application monitoring

Effective troubleshooting thanks to the relationships of all components

Real time application performance

Historical end-user perspective 

Discover infrastructure components and their dependencies

Get notified whenever application availability, latency and quality metrics start
to degrade



Real User Experience monitoring
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Measures the response time of each user transactions by analyzing the communication flows 
to archive the following Metrics

 Client/Server Network Latency

 Application Server Latency

 Load Time

 Upload / Download time 

 Upload / Download bytes

 Throughput (kByte/sec)

 Closed Client/Server Receive Window

 TCP Retransmission up/down

 TCP Out of order up/down

 HTTP returned codes

 Mime types
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The Key Performance Indicators
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Throughput trend

Application Latency Trend

Client Latency Trend

Load Time Trend

Transferred Bytes Trend

Impacted Clients Trend
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Performance monitoring on premise

Citrix

Email

CLIENT LATENCY 

LOAD TIME
with payload

SERVER LATENCY APPL. LATENCY 

Network tap to mirror the 

traffic.

Important for a correct 

latency calculation

Application

on premise
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IT services

SFA

CRM

ERP

Users

Italy

Germany

France

Performance metrics calculation for a cloud provider 
(public, private, …)
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E-Shop

Custom 
application

CLIENT LATENCY (t1)

LOAD TIME
2( t1 + t2) + t3 + t4

APPLICATION
LATENCY (t3)

SERVER LATENCY (t2)

nBox appliance

Server

NetEye as collector

Datacenter

Messages

Application latency is equivalent to 
the server elaboration time

RESPONSE WITH PAYLOAD (t4)

Network tap to mirror the 

traffic.

Important for a correct 

latency calculation
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SOCKET 1

Performance from cloud users’ point of view
(public, private, …)
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CLIENT LATENCY (t1) SERVER LATENCY (t2)

Firewall that does not 
perform traffic shaping

Server

LOAD TIME
2( t1 + t2) + t3 + response with payload

Users

APPLICATION 
LATENCY (t3)

Service Manager
Checks if the SLA 
are respected from a 
system reactivity 
perspective 
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Performance metrics for internet cloud services
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APPLICATION 
LATENCY (t6)Users

Firewall that performs traffic 
shaping

nBox appliance nBox appliance

Server

SOCKET 1 SOCKET 2

APPLICATION LATENCY (t3)

LOAD TIME
2( t1 + t2) + t3 + response with payload 

LOAD TIME
2( t4 + t5) + t6 + response with payload 

CLIENT

LATENCY (t4)

SERVER

LATENCY (t5)

CLIENT 

LATENCY (t1)

SERVER 

LATENCY (t2)

APPLICATION 
LATENCY

t3 - t6 

Value calculated by 
NetEye
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CLIENT

LATENCY (t4)

Performance metrics of single client request …balanced among different servers
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SERVER LATENCY

(t5)

CLIENT 

LATENCY (t1)

SERVER 

LATENCY (t2)

Server 1

Server 2
nBox appliance nBox appliance

Load balancerUsers

NetEye as collector

SOCKET 1 SOCKET 2

LOAD TIME
2( t1 + t2) + t3 + response with payload 

APPLICATION 
LATENCY

t3 – t6

APPLICATION LATENCY 
(t6)

Metrics for each 
server thanks to the 
name of the server 
stored in the HTTP 
header

LOAD TIME
2( t4 + t5) + t6 + response with payload 

APPLICATION LATENCY (t3)
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Discover bottlenecks 
…in case of antivirus, intrusion detection systems or traffic shapers
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Cloud Server 

nBox appliance nBox appliance

Proxy

Users

FirewallAntivirus

APPLICATION
LATENCY (t6)

NetEye as collector

SOCKET 1 SOCKET 2

BLACK BOX DELAY
t7 – t8

CLIENT

LATENCY (t4)
SERVER 

LATENCY (t5)

CLIENT 

LATENCY (t1)

SERVER 

LATENCY (t2)

LOAD TIME (t7)
2( t1 + t2) + t3 + response with payload 

LOAD TIME (t8)
2( t4 + t5) + t6 + response with payload 

APPLICATION LATENCY (t3)
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HTTP (Hyper Text Transfer Protocol) plugin

User experience monitoring of all http/https 
communications

Drill down on single url for the troubleshooting

Return codes check (error codes– permission denied)

Browser, operating system and device identification

http://
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Performance level on the Email communication

User Experience monitoring 
for the web browsing

Identification of the Cloud provider that is 
causing slow performances
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TCP (Transmission Control Protocol) plugin

KPI also for TCP communications

that use ssl/tls without the need to 

install the private key

Performance measurement for the 

third party encryoted

communications, as the cloud 

services

Client request

Server response



SAP plugin

Check the SAP performances, availability and response time

Identification of the root cause for the performance 
problems – Server, Application, Client or Network

Sap web protocols analysis including the SNC traffic

Monitoring the integration between SAP and external 
applications (i.e. SharePoint o Adobe)
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SharePoint plugin

Microsoft SharePoint availability and reliability monitoring

Network and application latency measurement for the 
file transmission (upload, download)

Application response time measurement

Troubleshooting and data analysis based on the SharePoint 
user transactions
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DNS (Domain Name Server) plugin

The access to specific IT services

(Web, Citrix, Terminal Server etc.) 

Has performance problems
?

The performance problems are caused by 
the DNS resolution: the external domain 
server (Google) experienced dome slow 

downs
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Dashboard
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dashboard

Key services Impacted users TrendsAlarms
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The User timeline

Every Client Session can be displayed on a timeline 

Track the application specific transactions to quickly identify potential issues on response 
time
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Geographical localization of the user requests

Drill down on single client 
request
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Artificial Intelligence & User Experience
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AI

Anomaly Detection
Forecasting

User Experience

Deep Learning

Machine Learning



How to use the solution

CASE: some users within a company network are complaining about 
abysmal performance of a specific application during a single working day 

ANALYSIS

The dense standard traffic might be used as basis for the 
calculation of new refined baselines or even multi-dimensional 
base regions

The sparse traffic can be use to restrict the group of transactions 
for the analysis of the root cause of the problem
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Useful before digging into data (problem analysis)
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something happens: higher mean, std increased

there is higher and unchanged traffic during the day



Forecasting
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THANK YOU!

www.wuerth-phoenix.com
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