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CONTENUTI

* Protocol Tunnelling
* DNS Tunnelling
* ICMP Tunnelling

 Utilizzi
* Bypass captive portal

« Data exfiltration
« C2 communication

« Come utilizzare ntop per rilevare questa tecnica
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E——— PROTOCOL TUNNELLING

WHAT IS

“A tunnel is a mechanism used to ship a foreign profocol across a network that
normally wouldn't support it. Tunneling protocols allow you to use, for example,
IP to send another protfocol in the "dafa” portion of the IP datagram. Most
tunneling profocols operate at layer 4, which means they are implemented as
a protocol that replaces something like TCP or UDP”
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DNS TUNNELLING

« Si utllizza il protocollo dirisoluzione del domini per
trasportare dati, nel nostro caso HTTP

« DNS2 HTTP?
. UDP2 TCP?2
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Nuova 1interfaccia
GW tunnel

DNS Tunnel Client

$ base64 encode ,Example™
4o0CeRXhhbXBsZeKAnA==
$ nslookup
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.mydomain.com

DNS TUNNELLING

$ tail -f -/log/dns
.mydomain.com

Sbase64 decode

,Example™



DNS TUNNELLING

Espressione...

Time Source Destination Protocol Length Info

13.029807 10.0.2.20 10.0.2.30 DNS 280 standard response 0x331d NULL 1utbj\375\3528\323\352\3202\277\324RbeRXU\375Q1g\372C\306C\33..
13.633286 10.06.2.20 10.06.2.30 DNS 471 Standard response @x514c NULL 1yebk82\277\326%347\362D\2774hin\373\275Qp\370\3628K\370\352K...
13.033644 10.0.2.30 10.9.2.20 DNS 99 Standard ox6T7b NULL pafqcg3a.pirate.sea OPT

13.833673 10.0.2.30 10.0.2.20 DNS 162 Standard @x8daa NULL 12gbl182\3122hb\276%\356Y\326ggm\317\336\3364yp9\314a\310I1\341\301y\306\...
13.942606 10.9.2.20 10.9.2.30 DNS 158 Standard response @x6f7b NULL pafqcg3a.pirate.sea NULL pafqcg3a.pirate.sea

13.046839 10.06.2.20 10.08.2.30 DNS 716 standard response @x8daa NULL 12gbl182\3122hb\276\356Y\326ggm\317\336%3364yp9\314a\310I\341\..
13.047146 10.0.2.30 10.9.2.20 DNS 90 Standard Oxabd9 NULL paeacg3i.pirate.sea OPT

13.947592 10.0.2.20 10.0.2.30 DNS 296 Standard response @xabd9 NULL paeacg3i.pirate.sea NULL paeacg3i.pirate.sea

12.047600 10.0.2.30 10.0.2.20 DNS 162 Standard @xcads NULL laabm82\3122hb\276\356Y\326ggm\317\346\3364yp1\3148\310I\341\301y\306\..
13.856279 10.06.2.30 10.0.2.20 DNS 162 Standard @xe837 NULL 1abbn82\3122hb\276%\356Y\326ggm\317\346\3364yp1\3148\3101\341\301y\306\...
13.856592 10.6.2.20 10.08.2.30 DNS 165 standard response @xca®8 NULL laabm82\3122hb\276\356Y\326ggm\317\346%3364yp1\3148\3101\341\..
13.663112 10.06.2.20 10.08.2.30 DNS 230 standard response 0xe837 NULL 1abbn82\3122hb\276\356Y\326ggm\317\346%3364yp1\3148\3101\341\..
13.063125 10.0.2.30 10.0.2.20 DNS 162 Standard 0x0666 NULL 1ebbo82%3122hb\276\356Y\326ggm\317\342\3364yp1\314C\310I\341\301y\306\..
13.0669699 10.6.2.30 10.06.2.20 DNS 162 Standard 0x2495 NULL lecbp82\3122hb\276\356Y\326ggm\317\342\3364yp1\314C\310I\341\301y\306\..
13.069913 10.0.2.20 10.0.2.30 DNS 165 Standard response @x0666 NULL lebbo82\3122hb\276\356Y\326ggm\317\342%\3364yp1\314C\3101\341\..

Flags: @x8400 Standard query response, No error
Questions: 1

Answer RRs: 1

Authority RRs: @

Additional RRs: ©

Queries

Answers
1laabm82\3122hb\276\356Y\326gm\317\346\3364yp1\3148\3101\341\301y\386\343\335\315W\364\340TF\365x\3373\322\375\3540ydh7\304\324\341b\276\336Y5\332.g1n\374\336\34410TaGd\3338pR\276.p]

[Request In: 76]

[Time: ©.008992000 seconds]




Application Protocol Overview
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ICMP TUNNELLING

o Si utilizza il protocollo di invio messaggio errore-controllo per trasportare dati

ECHO ECHO_REPLY
Request Response
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PROTOCOL TUNNELLING
EXAMPLE#1

Bypass captive portal

Host non autenticato
HTTP(s) -> Redirect

|
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PROTOCOL TUNNELLING
EXAMPLE#2

Data exfiliration

« Diversi malware utilizzano questa tecnica per portar fuori dati da una
macchina infefta
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PROTOCOL TUNNELLING
EXAMPLE#3_]

C2 communications

« Utilizzato da alcuni malware per comunicare con il master (C2)

Tasks?

Nothing
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PROTOCOL TUNNELLING
EXAMPLE#3_2

C2 communications P2P

A om
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NTOP DETECT

Bypass captive portal and Data exfiltration
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Threshold Type

Activity Time

A

Traffic
Lay

DNS Traffic

Idle Time

Idle time

P2P Traffic

Throughput
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Host ap Thresholds

NTOP DETECT

Local Hosts Common Thresholds




NTOP DETECT

C2 communications (Client-Server)

SSL Alerts

ttermnpt.

Remote to Remote Alerts

To
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Device Protocols
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ALTRA FEAUTURE NTO

Security Alerts

Probing Alerts

SSL Alerts

mon Mame.

5 mining
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... Extra ...
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Thanks

Twitter: @Pmorphin
ant.pandolfi@gmail.com
LinkedIn: Antonio Pandolfi
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