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NetEve™

ANTOP and Wiirth Phoenix are long term partner (over 10 years)

ANetwork monitoring and visibility
Alntegrate ntopng enterprise in NetEye 4

AVision NetEye 4 SIEM
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Security market NetEvye ™

Winter is coming: adapt to react! 05.02.19 u #0OISP19 @ Network Digital360 - Events
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SIEMefintion NetEvye ™

« The terrBecurity Information Event Management (StiiM)Y by Marklicoletand AmritWilliams of Gartner in 2005.

» Describethe product capabilities of
« gatheringanalyzingand presentinghformation from network and sealgitices
» identityand access managemapplications
» vulnerabilitynanagement and policy complignoés
» operatinggystem, database and applicabogs
é a negternal threat data

« SIEMs a term for software and products services combining security information management (SIM) and security eve
(SEN.
 Theacronyms SEM, SIM and SIEM have been sometimeteudsahgeably.
 Thesegment of security management that deals witheeabnitoring, correlation of events, notifications and console
commonly known as Security Event Management (SEM

 Thesecond area provides ldegn storage, analysis and reporting of log data and is known as Security Information
Management (SIM).
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datasources NetEvye ™

Network Pcap netflowipfix Real time packet processing nProben2disk,
DPI Packetbeatkogstash
Host Syslog, system state Real time, Asynchronous Safed Auditbeats
LogstasiWinlogbeats
Database JDBC, File export  Real time, Asynchronous Safed]ogstash
Application Logs Reakime, Event based Beatsl.ogstash
Cloud Logs, API Reatime Event based Beatsl.ogstash

Container LogseBPF Real timpacket processing nProbelLogstash
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Cloud NetEvye ™

OnPremise Infrastructure Container Platform Function Software

(Internal Service) (as a Service) (as a Service) (as a Service) (as a Service) (as a Service)

Functions Functions Functions Functions Functions Functions

Applications
Data

Applications
Data

Applications
Data

Applications
Data

Applications
Data

Applications
Data

Runtime Runtime Runtime Runtime Runtime Runtime

Middleware Middleware Middleware Middleware Middleware Middleware

Container Container Container Container Container Container

Orchestrator
O/S
Virtualization

Orchestrator
o/S
Virtualization

Orchestrator
O/S
Virtualization

Orchestrator
O/S
Virtualization

Orchestrator
O/S
Virtualization

Orchestrator
o/S
Virtualization

SEWES SEIEIS SEREIS Servers SEIEIS Servers

Storage Storage Storage Storage Storage Storage

Networking Networking Networking Networking Networking Networking
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SIEM ELOW NetEye™

Data Extract : Correlation

Collection Normalize Context Alerts

P DNS FILE IP DNS FILE

Threat Intelligence
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Threat Intelligence
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SIEM Add context NetEvye ™

Examples of context

AAdd gedocation information
AGet information frodNS, Thread Intelligence
AGet User detai{®epartment, Policy)

Add context aids in identifying

AAccess from foreign locations
ASuspectdatar ansfer (|l ocation, vol
ASuspect network activities
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SIEM Add context NetEve™

Who is this user? Where is he coming frpm?
What is the real name? His organization pnit?
His roleprivilige®

What is this service? Whelesedoes it shows logs|?

What else happened at this time? Near this {ime?
What time zone in this time?

Jun 20 09:55:21 [263]: Granted Access fartfrom10.62.5.201 port55462 ssh2

What is this port? What is a common service pn it?
Whereelesédt is mentioned in logs?

DNS Name®thenames?®hoisand organization owner? Geo locatiofjs?

What is the number? In this message documgnted Organization location§?hosis the owner? Andsadmin?
anywhere>?

What else happened on it?
Where ighessource?
External information ?
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Log Manager Solution Design
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Log Manager insight inputo filters -output NEtEVE@

( )
wm | Logstash
Sa.fed > | Centralized
' 11l Configuration Management
Inputs Filters Outputs /’W\
. |® Elasticsearch
Beats Extract Fields Elasticsearch :
Beats < I :
Geo Enrich
JDBC Lookup Enrich
DNS Lookups %
SN : Kafka
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o UDP ArcSight Codec RabbitMQ a
RDBMS Redis
HTTP .
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Log Management: Logy/Log -out access auditing NetEye @

Users Audit types

= — S
S >

LOGON - Unigue user FAILURE - Unigue user

LOGOFF - Unigue user

Hour of Day
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Why SIEM projects often fails ? NetEye’

Lack of Planning

ANo defined scope

Faulty Deployment Strategies

Alncoherent log management data collection
AHigh volume of irrelevant data can overload the system

Operational

ALack of management oversight
AAssume plug and play
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VISIONeteyeSIEM NetEve™

Log collection

Reatime Alerting
Log Analysis User Activity Monitoring
Event Correlation Dashboard
Log Forensic Reporting

IT Compliance File Integrity Monitoring

Application Log Monitoring Systen& Devicd_.og monitoring

ObjectAccesuditing ObjectAccesuditing

Operatlons Cloud awareness

Container Log Monitoring
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Unified monitoring
Availability
SERVICE LEVEL MANA

NetEve

on premisedHybridd Multi Cloud SaaS

monitoring 0 Visibility - observability

IT operationanalytics
APM
End2End
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4 UnifiedMonitoring

+ BusinesServicavionitoring
+ Distributedlonitoring
<+ lotd lloTMonitoring

+ AsseManagement

¢ Web ServiceMonitoring

------ + VisuaSyntheti®lonitoringAlyvix

______ + User Experience

------ < [T OperatioAnalytics

------ ¢ Application Performance Management
------ <+ AnomalyDetection

------ + ForecastingPrediction

______ + Machind_earning

mor e t han

Log Management
LogAnalytics
SIEM

Machine Learning
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EriZone Service Management
Erizone CMDB

Erizone ITIL

NetEyeHelpDesk
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