ntopConf ltalia 2019

» Padova, Maggio 2019

Luca Pesce
System Engineer North [tal
; Ipesce@sonicwall.com
SO NICVRAES Mob: 3474770427



mailto:lpesce@sonicwall.com

Luca Pesce Aka Appassionato di
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SonicWall Leadership...
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Business Update

- Had the highest government quarter in our history

 New records across the business:

- 92% customer renewal rate

~ 54 new products and ~162 million lines of code

~ 58% of technical support cases resolve in first business

day
— 15:1 self-service score in 2018 (best in class)
~ 51 awards accumulated since February 2018

« Launched new Capture Cloud Platform and Capture Security

Center

SONICWALL

“Bill, just to let you know that Anonymous Italy declared
an attack to various public administrations including Pisa
University until Nov 5 2018. We resisted the attacks
mainly on our mail thanks to the email security solution
we recently deployed. We had peaks of 600,000
connections/day with only 100,000 legitimate and the
system resisted under pressure. We are impressed by
the system performance, in the month of October we
received 12million connections and just over 2million
were delivered as legitimate.”

Antonio Cisternino — ClO University of Pisa, Italy

“As a Platinum SonicWall partner we have recently rolled out TZ
400 firewalls for one of our larger Enterprise Customers to over
2,500 locations across Germany and Austria to enable secure
communications between retail kiosks and headquarters. The
installation went extremely smoothly and the solution delivers
exactly what our client required. During this Enterprise rollout we
had no issues with the selected products, demonstrating the
quality of the SonicWall Security Platform.

With this installation SonicWall has proven again to be the premier
provider of high-class security solutions at an excellent price point.

At Axsos we are proud to continue and intensify our relationship
with SonicWall in the future.”

Peter Klien
Senior Account Manager IT-Security, AXSOS AG



SonicWall Security Center: Did You Know?

=¥ NORLDWIDE ATTACKS

In 2018, the average SonicWall
customer faced:

~25,000 malware attacks (+22% over 2017)

490 ransomware attacks (+11%)

19% of malware using non-standard ports (+9%)
9.3 million intrusion attempts (+38%)

1,276 encrypted threats (+27%)

105K web app attacks (+79%)

5,488 phishing attacks

ATP

392K new attack variants (1,074/day) detected by Capture

74K+ never-before-seen attack variants identified by RTDMI

In Jan-Feb 2019, the average
SonicWall customer faced:

3,602 malware attacks (-26% over Jan-Feb 2018)

59 ransomware attacks (-25%)

12.6% of malware using non-standard ports (-26%)

1.6 million intrusion attempts (+11%)

368 encrypted threats (+20%)

15K web app attacks (-57%)

738 phishing attacks (+14%)

69.8K new attack variants (1,182/day) detected by Capture ATP
(+97°/o)

89K+ never-before-seen attack variants identified by RTDMI

142M [ France 10.6M EB United State 27.9M @ Intrusio 554M M 18 1828 >
576M [Em Russia 8.19M Bl United Kingdom 564M & M 342M P 212.1297* 1488 [ > 50 < 100 Attacks/Site
128M BB United States 3.16M Brazi 233M [JJ] 195.1542* 11.0K < 50 Attacks/Site



Our Vision: Automated Real-time Breach
Detection and Prevention

ADVANCED THREATS THE CHALLENGE CRITICAL COMPONENTS
Ransomware Any Vehicle Inspect all SSL/encrypted traffic

Email, Browser, Apps, Files

Fileless Malware Machine learning

Any Traffic
Encrypted Malware Encrypted, Unencrypted Multi-engine, CPU-tracking cloud sandbox
Cryptojacking Any Network Block files until a verdict is rendered
Wired, Wireless, Mobile, Cloud

Malvertising Anv Devi Integrated security platform (firewall,

ny Device : : : .

Phishing PC, Tablet. Phone, loT endpoint, wireless, email, CASB, Wi-Fi)

Security center (SOC)
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SonicWall Capture Labs

Established Dedicated

in mid-90’s World-class threat and
machine learning

engineering team

Credited

Discovery of hundreds
of unique variants

every day
Identified Extensive
164k+ never before .
seen threats from Jan. Malware lerary
2018-Feb. 2019 Hundreds of terabytes of
data/artifacts
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Automated Real-Time Breach Detection and Prevention Technology
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Analyzed
12 billion malware attack attempts
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Network Probe

Traffic Analysis



Due modalita di implementazione per ottenere il massimo

della visibilita del traffico

* Native:

Utilizzando la funzionalita di packet
monitoring presente su tutti i nostri
firewalls, si ottiene nativamente, in
pochi secondi, la visibilita completa di
tutti i flussi che attraversano il firewall
ottenendo un dettaglio degli stessi

prossimo all’ananalisi forense dei dati.

SONICWALL

* Flow forwarding:

| nostri firewall permettono, con.
pochissimo tempo di configurazione, la
possibilita di inviare i flussi che lo
attraversano ad un collettore esterno
tramite lo standard IPFIX with
extension. Utilizzando Nprobe come
collettore si puo accedere
immediatamente alla visualizzazione
dei dati desiderati.

d
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Packet Monitor

Fvert logs
Conmetion Logs ® 7 Trace off, Buffer sze 8000 KB

Aoptiow Logs 4

WA Accsberation Loge H

At byem Juskvom ° FTP Sarver Past/Fakre

0 Packees captared,
Maromg ta rterface:X10,

Mrreeng tec 0.0.0.0,
g Re off, Recewng Som: 0.0.0.0,

Buffer 5 0% fl, © MB of Buffer kot
© packets mirored, 0 pkts sigped, 0 pids exceeded rate”
0 packess m

0 pkts shpped, 0 pits excreded cate”
packts rovd, 0 mumer padets rovd bt skpped”

Aotrtom mapurta ' Epert as
Log Reperts
5 by
(R r—
P WES Acceeration Reprts Captured Packets *
e r—
Captume Thiea? Assessment . T Ingrews. oo Sowren B Dwstrateen 1 Wihr Type Packet Type
ECTTTTTS
Packet Repley
et Prabs
St Gagrentes
ONICWALL NS, 2650
Seffings Womitor Filter Displry Filtes Lagging Advanced Monitor Filtes m Flow Peers [ Client Server]
~
. . Protocol ! Application TCP / RDP (RemoteAccess) ()
Mirror Settings
First/ Last Seen 03/05/2019 12:02:30 [02:36:40 ago)
Maximum mirrar rata (in kilobits per second) 10000 N
_ Total Traffic Tolal: 6.39 MB 4
I Mimor only IP packets. *
Client < Server 5 Pxts [ 4.06 MB 4
Local Mirror Settings
Round-Trip Time Breakdown
WMirTor fiter .
Miror fitered packets to Interrace: X10 Client/Server Estimated Distance 303,922 K 188,562 Miles
Application Latency 32921 ms
Remote Mirror Settings (Sender) Packet Inter-Arrival Time Clisnt Sarver: < 1 ms / 280 ms / Client € Server: < 1 ms / 403 ms / 00:06
[ Min / Avg / Max ]
MITor fitered PACKELS to remote SonicWan firewall (1P .
Andress) TCP Packet Analysis Client - Server / Client € Server
EnCrypt rEmote mimoraa packets via IPSec o B
(preshared key-IKE) Retransmissions 1 Pits / 2 Pkls
Out of Order 8 Pkis / 23 Pits
Remote Mirror Settings (Receiver) Lost 2 Pits (1 Pkts
Recelve mirrored packets from remote Sonicwa . Max (Estimated) TCP Throughput Client 9 Server: 336.24 kbit/s Client € Server: 1.34 kbit's
firewall (P Address) v

TCP Flags Client 9 Server: Client € Server.
Ready

Flow is aclive.
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(5) tnablng or dsablng features marked weh * may requre a reboct

Sttstes Sty GMSflow Server SIR Maing

Send Fows and ReabT:

Extermal Flow Reportrg Format

Exterral Colector's Server Address
Source 1P To Use For Colector On A VPN tunne

External Colector’s UDP Port Numnber

Send IPFIX/Netfiow Templates At Regulr Interval
Send Static AppFiow A Regelar Interval

Send Stare AppFlow For Folg

Send Dyname AppFw For Folowng Tables

Include Folowng Addonal Reports v 1PF1X

Report On

ton OPEN
Report On Connection (LOSE
Report Connecton On Actwve Trmesut

Report Cos

100 On Kib BYTLS Exchanged

Report Connectons On Folowng Updates

2)

B8 0 Do
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ne Data To External Colector [

1PFIX weh extensons

® 1p O AddObj 192.168.168, 168

0.0.0.0

285

Nuber Of Seconds (60 . ——collector—port=2
Khbytes Duchanged 100 N Repart ONCE —n=none
thvest Gatecton, acokation detection, ume Setaction, VPN tusnel detection —i=none
——load-custom—-fields="/etc/nprobe/sonicwall_ custom fields.txt"
——zmg="tcp:// 7.0.0 :5556"
——zmg-probe-mode=
—T="@NTOPNG@ %FLOW TO APPLICATION ID %FLOW TO USER ID %FLOW TO IPS ID
%IF_STAT_IF NAME ::;F_ETAT_I E‘_TYPE_;:I?_STAT:I ?:S?EEE" o -
In the example, only a limited number of information elements (those listed in the template) is actually
J exported to ntopng. As you can see, they are treated as if they were regular fields.

That's pretty much all for nProbe. Everything is set up for the collection of Sonicwall flows. Let's now have a
look at ntopng for the visualization as there’s a juicy bonus here, that is, the ability to visualize pie charts of
proprietary Sonicwall application ids and signatures.

Data Visualization with ntopng

In terms of configuration, nothing changes on the ntopng side. To collect flows coming from nProbe on port
5556, the minimum configuration needed for ntopng is a one-liner

——interface="tcp://
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