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Say Hello To ntopng 4.0
Cybersecurity, Scripting… and a New User Interface 
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Agenda
• ntopng 4.0: some numbers 
• Motivation 
• Main breakthroughs 
◦New look-and-feel 
◦Cybersecurity-related features 
◦Active monitoring 
◦Plugins 

• Additional features 
• Conclusions
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ntopng 4.0: Some Numbers

•One and half years after ntopng 3.8 
•Community 
◦3,688 files changed 
◦438,746 insertions / 238,350 deletions 

•Pro/Enterprise 
◦329 files changed 
◦14,904 insertions / 10,273 deletions
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ntopng 4.0: Motivation [1/3]

•Refresh its look-and-feel 
◦Modern look, customizable, more intuitive, 
optimized for wide-screens 

•Focused on cybersecurity 
◦Augment network data with security intelligence 
indicators
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ntopng 4.0: Motivation [2/3]

•Simplify the analysis of heterogeneous traffic 
◦Ability to create interfaces on-the-fly, matching 
certain patterns of traffic 

•Support for active monitoring 
◦Don't just passively look at what's on the network 
◦Probe the network to make sure it behaves as 
expected
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ntopng 4.0: Motivation [3/3]

•Make it more extensible to facilitate community 
contributions 
◦Easier for users and practitioners to extend ntopng 
functionalities without touching its core
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A Refreshed Look-and-Feel
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The New Web UI
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Always-Visible Status Bar

Vertical Menu on the Left
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The New Web UI: Skins
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Focus on Cybersecurity
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Cybersecurity: Why?
• Increasingly relevant in any environment (corporate, 
SMEs, SOHO, home) 
◦Protection of data is fundamental - and now also 
requested by law 

• Increasingly difficult as 
◦There is no longer a clear line dividing the good 
from the bad 
!Think to people carrying personal devices at work 
◦A large part of the traffic is encrypted 
!Hard to understand what is in it
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ntopng 4.0 and Cybersecurity
•Behavioral protocol analyses for encrypted and 
non-encrypted protocols, e.g., 
◦A Dropbox flow is uploading data outside the 
company network 
◦A DNS query contains suspicious names 
◦A TLS is likely originated by a malware application 

•Generate alerts when suspicious traffic is found
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Behavioral Protocol Analyses
•Aim is to assess (to some extent) 
◦How protocols are (ab)used

•Encrypted protocols (e.g., TLS) are not decrypted 
◦Decryption is unpractical
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TLS Analysis
•Certificates analysis 
◦Names, Validity 

•Robustness of encryption
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TLS Analysis: Alerts
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Additional Behavioral Protocol Analyses
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Simplifying the Analysis of 
Heterogeneous Traffic
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Sub-Interfaces: Why? [1/2]
• (Corporate) network traffic is often heterogeneous 
◦Employees network 
◦Core company servers 
◦Guests network 
◦ ... 

• Logical separation done with 
◦VLANs 
◦Subnets 
◦ ...
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Sub-Interfaces: Why? [2/2]
•Having all the traffic "mixed" in a single interface not 
of help for the analysts 
◦Hard to tell X and Y apart, difficult to do root-cause 
analyses 

•Need to partition the traffic into meaningful subsets
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Automatic Traffic Partitioning
•Automatically divert the traffic of an interface into 
logical sub-interfaces  

•Criteria such as 
◦NetFlow/sFlow exporter IP address 
◦VLAN ID 
◦SNMP Interfaces
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Custom Traffic Partitioning
•Sometimes a single criteria is not enough and 
custom disaggregation is required 

•ntopng 4.0 allows to define sub-interfaces with BPF-
like filters
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Active Monitoring

http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/


© 2020 - ntop.org

Active Monitoring: Why?
•Important hosts in the network 
◦Offering critical services 
!Backup 
!VPN 
!NAS 

•They must be always available and fully functional
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Active Monitoring in ntopng 4.0
•ntopng 4.0 active monitoring probes hosts on a 
minute-by-minute basis 

•Check reachability of hosts and availability of 
their services 
◦ ICMP/ICMPV6 
◦HTTP/HTTPS 

•⚠ Alerts when hosts are unreachable or have high 
Round Trip Time (RTT)
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Monitoring Hosts RTT
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Historical Host RTT
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RTT-Based Alerts
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Something for the Developers: 
Extensibility
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ntopng 4.0 Extensibility: Why?
•Ease community contributions 
•Desire to turn ntopng into something which is really 
opensource 

•Opensource means being on GitHub
•Opensource means free 
•Opensource means easily extensible by 
community contributors
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ntopng 4.0 Extensibility: Plugins
•Move most of the functionalities from the C/C++ 
core to plugins
◦Redesign ntopng architecture 

•Plugins are Lua scripts executed by ntopng 
periodically or on an event-driven basis
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Plugin Functionalities
•Plugins are executed 
◦Periodically: every min/5min/hour/day 
◦On events: e.g., when a new flow is detected, when a flow 
goes idle 

•A developer can use plugins to "tap" into hosts, flows, and 
other network elements 

•APIs to interact with the core 
◦Pull data from the core 
!e.g., read host traffic, read nDPI-dissected data 
◦Push data into the core 
!e.g., trigger alerts, set flow statues
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Other Plugin Functionalities
•Create Web UI pages and write timeseries - RTT 
monitoring is implemented with a plugin! 

• Add menu entries
•Monitor the status of the host on top of which 
ntopng is running  

•Check status and health of ntopng itself
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Configuring Plugins
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Plugins: Hands On
•Examples at https://github.com/ntop/ntopng/tree/
dev/scripts/plugins 

•Docs at https://www.ntop.org/guides/ntopng/plugins 
•Video at https://www.youtube.com/watch?
v=4ljkAhhCH8M
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Other ntopng 4.0 Functionalities
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Multi-Tenancy [1/2]
•(W)ISP, transit and other Internet providers use ntopng 
to provide services to their customers 
◦Security services 
◦Billing 

•ntopng 4.0 becomes (really) multi-tenant 
◦Admin/non-admin users with different privileges 
◦Different users have access to different portions of 
!Traffic 
!Alerts 
!Local Networks
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Multi-Tenancy [2/2]
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Multi-Language
•Several languages supported thanks to community 
contributors 
◦English 
◦ Italian 
◦Japanese 
◦German 
◦Czech 
◦Portuguese
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Traffic-to-Process Visibility [1/2]
•Associate flows with the originating process and 
other process metadata 
◦Process 
◦Process Owner 
◦Docker container 
◦… 

•ntopng 4.0 integrates with nprobe-agent, a packet-
less probe capturing designed to capture these 
associations

!39

http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/


© 2020 - ntop.org

Traffic-to-Process Visibility [2/2]
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Conclusions
•Releasing ntopng 4.0 brings several breakthroughs with 
its ~0.5 million of new lines of code 

•A renewed look-and-feel of the Web UI offers the best 
experience on wide-screens and guarantee the important 
information is always visible 

•Strong focus on security offers augmented visibility and 
increased protection against cyberthreats 

•Active monitoring guarantee the network has expected 
behaviors 

•A new pluggable architecture makes it more open for 
community contributions
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