Say Hello To ntopng 4.0

Cybersecurity, Scripting... and a New User Interface
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Agenda

*ntopng 4.0: some numbers
* Motivation

* Main breakthroughs

-New |look-and-feel

o Cybersecurity-related features
o Active monitoring
o Plugins

* Additl

Conc

onal features
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ntopng 4.0: Some Numbers

*One and half years after ntopng 3.8
»Community &

3,688 files changed

438,746 insertions / 238,350 deletions
* Pro/Enterprise

329 tiles changed

» 14,904 insertions / 10,273 deletions
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ntopng 4.0: Motivation [1/3]

* Refresh its look-and-feel

o Modern look, customizable, more intuitive,
optimized for wide-screens

*Focused on cybersecurity

o Augment network data with security intelligence
indicators
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Nto

ong 4.0: Motivation [2/3]

* Simplify the analysis of heterogeneous traffic
o Abllity to create interfaces on-the-tly, matching

certain patterns of traffic

* Support for active monitoring

O

O

Don't ju

st passively look at what's on the network

Probe t

ne network to make sure it behaves as

expected

© 2020 - ntop.org


http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/

ntopng 4.0: Motivation [3/3]

*Make it more extensible to facilitate community
contributions

o Easier for users and practitioners to extend ntopng
functionalities without touching its core
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A Refreshed Look-and-Feel
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The New Web U]
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Focus on Cybersecurity
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Cybersecurity: Why?

Increasingly relevant in any environment (corporate,
SMEs, SOHO, home)

o Protection of data is fundamental - and now also
requested by law

*Increasingly difficult as

o [here Is no longer a clear line dividing the good
from the bad

* Think to people carrying personal devices at work

oA large part of the traffic is encrypted
* Hard to understand what is in it
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ntopng 4.0 and Cybersecurity

* Behavioral protocol analyses for encrypted and
non-encrypted protocols, e.g.,

o A Drop
compa

o A DNS

0ox flow Is uploading data outside the

Ny network
guery contains suspicious names

oA TLS is likely originated by a malware application

* Generate alerts when suspicious traffic is found

© 2020 - ntop.org
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Behavioral Protocol Analyses

* Aim IS to assess (1o some extent)

- How protocols are (ab)used
*Encrypted protocols (e.qg., TLS) are not decrypted

o Decryption Is unpractical
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TLS Analysis

Certificates analysis

- Names, Validity

*Robustness of encryption
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TLS Analysis: Alerts

TP 37 15 Fiows 4 [1a 2 Tes s Dovices N O ..

Mmend ~ Search

) kbit/s 145 Flows

Engaged Alerts Past Alerts Flow Alerts

10 * Potentially Dangerous ProtocolY »  Severity ~

Date/Timev Duration Count Severity Alert Type Score Drilldown Description Actions
26/03/2020 17:59:30 1 [ ! Potentially Dangerous Protocol 50 TLS Certificate Expired Explore |
[16/05/2019 13:54:31 - s

‘ A 203.20 ntopng maintenance expired & ITYCE) ELZY X15) £5) XD Q  Search L . 14/08/2019 13:54:31] [Flow:
) kbit/s (128 Flown | MACBOOKPRO-5E24:62417 =2
167.99.215.164:4434) [TCP)
[Application: TLS.ntop] [Info:

dati.ntop.org] &

‘ o) ~

O User Scripts / Flows / Config Default

Enabled (19) Disabled (3) TLS Certificate Expired m
[16/05/2019 13:54:31 -
Filter CD[DQO(QS v Seard\ SCF|D(. tls 14/08[2019 13. 54.31] [FIOW‘ m
Name ™ category Description Values Action MACBOOKPRO-5E24:60078
— 167.99.215.164:4434) [TCP)
Old TLS Version ) Trigger an alert when an old {and peossibly unsecure) c [Application: TLS.ntop] [Info:
e dati.ntop.org] &
TLS Certificate Expired L V) Trigger an alert when an expired TLS certificate is [ Disabile
detected
TLS Certificate Issues LY Trigger an alert when a mismatched TLS certificate is [ Disabile
detected
TLS Unsafe Ciphers LY Trigger an alert when unsafe TLS ciphers are detected [ Disable |

Showing 1 to 4 of 4 rows
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Name

Blacklisted Country
Blacklisted Flow

Data Exfiltration
Device Application Not
Allowed

DNS Data Exfiltration
Elephant Flows

Invalid DNS Query

Long Lived

Malicious Signature

ntopng maintenance expired & IEZ) ELY Y &= =) (2D Q

0

0

* Category Description

Trigger an alert when hosts contact or are contacted
by the specified co...

Trigger an alert when a blacklisted host or domain is
detected

Trigger alerts when a possible data exfiltration activity
is detected

Trigger an alert when an unusual application is
detected for a device. R...

Trigger alerts when a DNS data exfiltration activity is
detected

Trigger an alert when a flow exchanges more than the
configured bytes vo...

Trigger an alert when a possibly malicious DNS query
is detected

Trigger an alert when a flow lasts more than the
configured duration

Trigger an alert when a possibly malicious signature is
detected

Search

Y Security ~ Search Script:

Values

>1GB(L2R), > 1GB
(R2L). Exce...

sophosxl.net

> 071:00. Exceptions:
Database

Additional Behavioral Protocol Analyses

O 2

Action
Edit | View_
 Disable SN View
Disable
 Disable | View
Disable
 Disable ] Edit
 Edit)
(et
 Disable_
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Simplitying the Analysis of
Heterogeneous Traffic
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Sub-Interfaces: Why? [1/2]

 (Corporate) network traffic is often heterogeneous
-Employees network
- Core company Servers
o Guests network

o L I B

*_ogical separation done with
o VLANS
o Subnets

O

© 2020 - ntop.org
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of

o
d

Sub-Interfaces: Why? [2/2]

*Having all t

nelp for t

ard to te
nalyses

e and

ne traffi

c 'mixed" in a single interface not
ySis

| X anc

Y apart, difficult to do root-cause

*Need to partition the traffic into meaningful subsets

© 2020 - ntop.org 19


http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/

Automatic Traffic Partitioning

* Automatically divert the traftic of an interface into
logical sub-interfaces

*Criteria such as
- NetFlow/sFlow exporter |IP address
- VLAN ID
- SNMP Interfaces

© 2020 - ntop.org
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Custom Traftic Partitioning

*Sometimes a single criteria is not enough and
custom disaggregation is required

*ntopng 4.0 allows to define sub-intertaces with BPF-
like filters

21250 K U3
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Active Monitoring
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Active Monitoring: Why"?

*|mportant hosts Iin the network

o Offering critical services

* Backup
* VPN
* NAS

* They must be always available and fully functional
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Active Monitoring in ntopng 4.0

*ntopng 4.0 active monitoring probes hosts on a
minute-by-minute basis

* Check reachability of hosts and availability of
their services

o |CMP/ICMPVGE
oHTTP/HTTPS
« A\ Alerts when hosts are unreachable or have high

Round Trip Time (RTT)

© 2020 - ntop.org 24
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Monitoring Hosts RTT

Systam ~
RTT A A
URL * Chart RTT Threshold Last Measurement
http://ntop.org lba 25 ms 00:47 ago
https://ntop.org (Y 3C0 ms 00:41 ago
settings
https://one.one.one.cne ™Y 200 ms 00:41 ago
¢
Developar iemp6://2007:4860:4850::8888 100 ms
icmp://122.0.0.1 ™Y 100 ms 00:41 ago
iemp:/192.168.2.222 lae 100 ms 00:41 aco
Add RTT Record
Showing 110 € cf 6 rows Moaswement
Export Configuration | Import Configuration | Reset Configuration [N
M~ © 2020 - ntop.org

Search:

Last IP Measurement Time

17862197130 210.05 ms

178.62.197.130
1.0.0.1 148 ms
127.0.0.1 0.05ms
192.168.2 0.03 ms
o —
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Y

Gt peete
Gt ] poisto
et ] Delete
Ch &I

> 3

25



http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/

Historical Host RT T
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Settings
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RT[-Based Alerts

Engaged Alerts Past Alerts

Engaged Alerts s
10 ~ Type~ Severity~

Date/Time Duration Severity Alert Type Drilldown Description Actions
01:22 200 0:22 Warning IRTT RTT too high for http://ntop.crg (178.62.1972.130) 146.95 ms > 25 ms]. &2 Disable |

Developer
01:22 ago 01:22 Warning IRTT RTT taa high for https:j/one.one.anc.one (1.1.1.1) [419.44 ms > 200 ms]. & Disabie |

- )
H.:’p m
03:23 ago 03:23 Warning IRTT Host icmp€://2001:4860:4860::8888 is unrcachablc. £  Digable |
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Something for the Developers:
Extensibility
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ntopng 4.0 Extensibility: Why?

*Ease community contributions

*Desire to turn ntopng into something which is really
opensource

.0 boi GitHul Q

- Opensourecemeansfree

*Opensource means easily extensible by
community contributors

© 2020 - ntop.org 29
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ntopng 4.0 Extensibility: Plugins

 Move most of the functionalities from the C/C++
core to plugins

- Redesign ntopng architecture

*Plugins are Lua scripts executed by ntopng
poeriodically or on an event-driven basis

© 2020 - ntop.org
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Plugin Functionalities

Plugins are executed
- Periodically: every min/smin/hour/day

-On events: €.g., when a new flow is detected, when a flow
goes idle

* A developer can use plugins to "tap" into hosts, flows, and
other network elements

* APIs to interact with the core

- Pull data from the core
*e.9., read host traffic, read nDPI-dissected data

-Push data into the core
*e.g., trigger alerts, set tlow statues

© 2020 - ntop.org
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Other Plugin Functionalities

*Create Web Ul pages and write timeseries - RTT
monitoring is iImplemented with a plugin!

- Add menu entries

* Monitor the status of the host on top of which
ntopng Is running

*Check status and health of ntopng itself

© 2020 - ntop.org
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Interface

¢ »

Setlings

Menal - T ol

1240 kbiy/s
L 24 2380 kbifs

Configuring Plugins

(4126 [ 8 Flows A [ 32 213 2 | 21 Devices | 38 Flam

O User Scripts | Hosts [ Config office

All {18} =g CLEET I Disabled (7)

Name

Tratfic Alert

SYN Scan Victim Alert
SYN Scan Attacker Alert
SYN Flood Vietim Alert
SYN Flood Attacker Alert
Scare

Replies / Requests Ratio
Flow Flood Victim Alert

Flow Flood Attacker Alert

Showing 110 % of 9 rows

66*669065"5

-}
=

M’ ; V

Description

Trigger an alert when the Layer 2 bytes deta {sent + received) exceeds ...

Trngger an alert when the number of receved SYNs/min (with no responsel...
Trigger an alert when the number of sent SYNS/mMin (WiTh no response) exc...

Trigger an alert when the number of received SYNS zec excecas the thresh...

Traffic Alert
Enabled
| & Minute > = 30000:  Bytes
© 5 Minutes . 300000°  Bytes
Hourly = Bytes
Daily . | Bytes

Trigger an alert when the Layer 2 bytes defta [sent + received) exceeds the threshaold

Reset Default

Q  Search

Filter Categories ~

Values

= 30000 Bytes (Mrute), = 300000...
» 30 SYNs/min (Minuic)

> 500 SYNs/min (Minute)

= 50 SYNs/ane (Mnrute)

Search Script:

Coven | o
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Plugins: Hands On

*Examples at https://github.com/ntop/ntopng/tree/
dev/scripts/plugins

*Docs at https://www.ntop.org/guides/ntopng/plugins

*Video at https://www.youtube.com/watch?
v=4l[KAhhCH8M
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Other ntopng 4.0 Functionalities
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Multi-Tenancy [1/2]

*(W)ISP, transit and other Internet providers use ntopng
to provide services to their customers

o Security services
o Billing
entopng 4.0 becomes (really) multi-tenant
o Admin/non-admin users with different privileges

o Different users have access to different portions of

- Traffic
- Alerts
 L_ocal Networks
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Multi- Tenancy

Add Web User

Usermame

0 customer

Full Name

& Customer One

Pazsward

Canfirm Passwors

n CITRTENTS

User Role

Nan Privileged User

Allerered Intarface

Any Interface

Allovred Networks

192.968.1.0/24

Carma zeparated |zt of nzteorks the uzer coar vicwe. sxampls
1927587 002417246 0.6

@ Ao the user to dawnlaad live traffic and PCAPs

Lerguege
oo English j

Add New User

2/2

© 2020 - ntop.org

37


http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/
http://www.ntop.org/

Multi-Language

*Several languages supported thanks to community
contributors

o English

o [talian

o Japanese
o (German

-Czech
o Portuguese
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Traffic-to-Process Visibility [1/2]

* Associate flows with the originating process and
other process metadata

o Process
o Process Owner

o Docker container

O

*ntopng 4.0 integrates with nprobe-agent, a packet-
less probe capturing designed to capture these
associations
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Traftic-to-Process Visibility [2/2

Recently Active Flows
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Conclusions

*Releasing ntopng 4.0 brings several breakthroughs with
its ~0.5 million of new lines of code

* A renewed look-and-feel of the Web Ul offers the best
experience on wide-screens and guarantee the important
information is always visible

*Strong focus on security offers augmented visibility and
iIncreased protection against cyberthreats

* Active monitoring guarantee the network has expected
behaviors

* A new pluggable architecture makes it more open for
community contributions
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