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Presentation Overview

* This talks reports the lessons learnt while monitoring
networks of various |SPs, cloud and service

poroviders.

* Operational requirements change according to the
customer so we summarise our experience.

* Most of the tools re
home-grown and o

oorted Iin this presentation are
0Den source whose code IS

available on GitHub.



Monitoring Requirements

* Internet Service Providers
- Prevent the network from collapsing (mostly DDoS).

o Visibility of the main network activities in order to
understand traffic flows (routing/AS-level, not host).

- Device monitoring (interface drops, state changes).
« Service/Cloud/Hosting Providers
o Monitor core services (e.g. DNS, email).

- Detect severe source of troubles (e.g. heavy
spammers) in order to avoid decreasing the overall

network reputation.




Cybersecurity in Datacenters

» Contrary to companies where everything has to be

policed, |
complete

N ISPs and Providers the goal is NOT to
y cleanup traffic but keep the network

infrastructure healthy by:
o Mitigating volumetric attacks.
o |ldentity and quarantine infected hosts that are

potentia

o Block/re

ly dangerous for the whole infrastructure.
port suspicious activities by providing

customers a detailed report in order them to

address

the Issue.



Level of Protection
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(D)DoS Mitigation and Detection

* All modern networks are DDoS-protected by the carriers
or by leveraging on DDoS-mitigation companies.

« By nature, DDoS-mitigation is coarse, as protection
mechanisms and not permanent but are enabled when
specific network conditions are met.

* [he outcome Is that volumetric attacks not too heavy
(e.g. In the 1 Gbit range, or targeting a few specific
host/services) are not mitigated. This puts pressure on
the infrastructure (e.g. the firewall), can block specitic
customers, and increase operational costs due to the
need to buy more powerful equipment than necessary.




DPI at 100 Gbit [1/3]

*DPI (Deep Packet Inspection) enables the
inspection of packet payload in order to extract
metadata and characterise traffic.

Commercial DPI libraries are often quite expensive
in price, and do not cope with high-speed (> 10
Gbit).

* Network administrators are used (often due to

imitations of leading hardware manutacturers) to
monitor sampled data with not DP| information.

*In 2022 we need full visibility with DPl and ETA.




DPI at 100 Gbit [2/3

*nDPI is a GNU LGPL DPI ntop develops: 300+
r'otocols supported, ETA and cybersecurity traffic
nalysis by means of tflow risk analysis.

QO O

Ic Risk Severlity Score CliScore SrvsScore
1 X55 Attack severe 250 225 2D
2 SQL Injection Severe 250 225 29
3 RCE Injectian Severe 250 225 25
1 BEinary App Transtfer Severe 250 125 125
5 Known Prate orn Nen Std Port Medum 54 25 25
b Selt—signed Cert Fiah 1600 2151 18
7 Obsolele TLS (v1.1 or older) Kiah 1646 ai 18
8 Weak TLS Cipher Kiagh 166 a9 19
9 TLS Cerl Exp: red High 160 10 ca

10 TLS Cerl Mismalch Kiagh 1600 50 59

11 HTTP Suspicious User-Agenl High 160 ag 19

12 HTTF Numeric IP Address Low 16 5 5

13 HTTP Suspicious URL High 160 ag 19

14 HTTP Suspicious Header Kigh 160 ag 19

329 Text With Non-Printable Chars High 160 ag 19

49 Possible Exploit Severe 250 225 25

41 TLS Cert About Tc Expire Medium 560 5 45

42 IDN Domain Name Low 10 1 S

43 Errcr Code Low 10 1 0

44 Crawler/Bot Low 10 1 ¢

45 Anonymous Subscriber Medium 50 25 25

46 Unidirectional Traffic Low 10 S S
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DPI at 100 Gbit [3/3]
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Realtime Traffic Monitoring

ntopng

Filters Packets

1/10/100 Gbit [t

Traffic Processing Application

nDPI nDPI-Pro

NOTE: When packets are not available, flow collection can also
Packet Capture (PF_RING, DPDK) work but it will offer limited visibility due to sampling and lack of DPI
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Combining Visibility with ETA

= Flaw: 106.75.171.61:14956 32 ™ —
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Analysing Traffic Behaviour

K Behaviourzl Checks | A1l Host Interface Local Networks SANP Flowr System  Sysleg - 9

All|20) Enabled (3) Disabled [17)

Filzer Categories ~ Saarch Soriot: o

Name s Interface Category Description Values Action
Countrics Contacts Alert w73 ) Tngger anaeri wher the number of cifferent countros contacted excoeds the threshod > 100 Contacis (Minuic) a E
Dangerous Host 73 &% Trggers analert and adds the aast to the jailed Fosts poel far 30 ~inugtes, when the cenfigurad > 1000 Score (Minue) ﬂ E
score threshold & cras...
DNS Server Contacls h o Trigger anaert when the number of cifferent DNS servers contacted cxcends the thresheld > 5 Cantacts (Minute) n E
Alert
DNS Traffic Alert vh 7% Trigger an aert when layer 2 Bytes delta (sent + recsived) for BNS affic exceeds the threshold > |1 MB! ﬂ E
Domain Names Contacts e Trigger an @ €rt wher the number of contacted Domain Names is greater then & certain threshold > 250 Contac:s (Minute) a E
Alert
FIN Scan Alert [ Tg? = Trieger an @ ert wher the number of sentfraceived FINz/min {with no resperse) excasds tha > 256 FINs/min (N nute) E E
thrasholc
Flow Flood Alert [ _Fa? < Trigger an @ ert wher the new clenyserver Flows/sec exceeds the thresho d = 256 Flows/sec [Mrute) a E
Flows Anomaly M7 oo Cetects anomalies ik active tlows numker E E
ICMP Flood Alert 7 o Trigger an aert when the number of sentfraceived ICMP Flaws/ssc exceeds the threshold = 256 ICMP Flaws/sec E E
IMinute!

NTP Server Contacts a7 [l Trigger anaert wher the number of cifferent NTP servers cantacted exceeds the threshad = 3 Contacta (Minute) n E
Alert

Showing 7 to 10 of 20 rows
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Spotting Issues [1/3
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Spotting Issues [2/3

Networks )
Networks Score
=] EERERE=s
— [

10 ~
Network Name Chart Hosts Score Alerted Flows Breakdown Throughput Traffic
8. w21 | &= 1435 465,051 0 Revd 852.95 Mbit/s 361.04 GB
194.: 1124 |= "38 55,497 0 38 83 Mbit/s 38.73 GB
185 A, 2 2 lae 112 12,752 0 512.12 kbit/s 44.63 GB
151. f22 (2= 788 203,528 0 1.0€ Gbit/s 38167 GB

Shawing 1ta 4 of 4 rows
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Spotting Issues [3/3

Autonomous Systems ®
0~
AS number Hosts Name Seen Since Scorev Alerted Flows Breakdown Throughput Traffic
24994 2507  genesys infermatica s1 (4 08:54:25 7€5,683 Rovd 451.62 Mbit/s 222TB
30722 2260 Vadafene Italia S.p.A. (4 08:54:25 120,452 33.65 Mbit/'s  248.8" GB
32€9 3053 Telecam kalia S.p.4. (4 08:54:25 28,442 37.97 Mbit/s 234.94 GB
12874 “439  Fastweb SpA (S 08:54:25 €2,2909 | Rovd 39.0 Mbit/s 222.0°CB
18276 878 OVH SAS (4 08:54:25 48,774 28.17 Mbit/s 475° GB
1267 1733 WIND TRE S.P.A. |'_z," 08:54:25 27,540 Rowd 48.83 Mbit/s 13C.853 GB
56C2 103 IRICEQS S.P.A. [ 08:£4:25 24,701 Revd 120.76€ kbit/s “€.94GB
15169 38C68 Google LLC [ 08:54:25 26,332 | Rovd 8.39 Mbit/s 58.76 GB
13335 4282  Cloudflare, Inc. (4 08:£4:25 22 351 | Rovd | 12.64 Mbit/s 4756 GB
398324 146 Censys, Inc. ['_-),' 08:54:25 20,156 45.04 kbit/s 50.583 MB

Skowing 1tc 10 of 2729 rows

« < n 2 3 4 §5 > »
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Know Your Network [1/2]

Ml Asset Map / Aggregated | %* 0 F L
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Know Your Network [2/2

Ml fsset Map ! Aggregated  *5° BB a D g e«

Standard Viewr Central'ty View

Staw 10 | enties WNTR ~ = Saezrch:
Hoat Total Edges Incoming Edg ERG Outgoing Edges
IMAF
motinaterhestit [194.24257.99) 18 1494 747 _ 747
puget.cancnical.com [99.189.94.4] B3 156 78 pop 78
124.65.30.30 = 146 73 SMTP 73
mAZireim it [192.204.114.232_ 01 128 64 64
time.cloudflare.com [16€2.159.200.1] = 100 Q0 a0
mn72 kasnra-s=rver.com [135.125.165.1337 = 1an ) a0
serverl.quickerivingtesicance/iations.ret [85.156.21499) 92 =) a7 47
no?d kashra-sersercom (126125165135 = a2 46 46
mot2.kazhra-sarver.com [$1.38.27.128] 11 82 a1 47
moZ25h. kashra-server.com [51.1656.1.215) 4= 82 4 4"

Shawing 1 ta 10 of 388 antries
© < 1 2 3 4 S 39 > ©
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From Alerts to Actions [1/2

A terts | NEED) HostBED) Flow MAC Addross System User « ©

Past Ak Lest30Min ~ @8 03/00/2022 16:38 -+ o3ooz0221700 - - a a4 ® K @

Filzars + X
]..
:

VepadZs 1529 T ANEE EKES CATeodE2 131 CATeN202 1857 CAen20Z2 1700
® = @ NTke

Showr k‘ entries iR - T
Date/Time - Score Duration Alert Host Description Actions
o 17.09:28 2501 [ $0 by je Score Thresheld Exconded 2172718141300 @ — 1 Scorn exceedes by 212178141120 25 Clent [5310 = 5CO0) E
a8 1noais 2501 Lone Seare Thrasheld Exeandnd 2129725252009 — 1 Seorn exeasdes by 212.97.£3.52 a8 Cliast [33265 =« 65000) E
8 1iER8 250 043 Scare Threshelo Exconded  privatecioud-abaleg22 L@« 1 Score exeesded by 161.19.61.96 a3 Server [GER0 » &0100) E
o 17CaEsEs Z30 046 Score Threshole Excesded  meal2d.ntetosticin@«— 1 Score exnaades by malZ0lnterhestit as Server |S31C > 50010 =
o 1TCEds Z30 a113 Score Thrasheld Exceaded 94941506 L@ — 1 Score excasades by 54.741.5.906 as Client |BE45 > 5000 E
e Toa?z z2a0 2119 Score Thrazheld Exceaded 7812811358 m@— 1 Score excasdes by 78.128.113.53 as Clent [3000 » 50001 E
@ 170813 250 £1:28 Score Thrazheld Exceaded crecore.onre.one RI@ « 1 Score excasdes by one.cne.cne . ona 53 Ssever [SC7E = 5C00] E
@ 17084 250 037 Score Thrazheld Exceaded 94902831 =Q— 01 Score excaader by 84.102.51.3" as Client (14365 » £000] E
@ 7074 250 01:58 Score Thrazheld Exceaded  wawwatraghetiilinesit 11 — 1 Score exceades by haproxyl-tlinternestit ss Clignt [7215 > 500C] E
@ 170573 230 04:28 Score Thresheld Exceaded  wwwwipcnzassievecomii@«— O Score exceades by 89.31.77.250 a5 Server [SEG3 = 5000] E
P = 'T’ 2 3 > »
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From Alerts to Actions [2/2

Add New Endpoint

Type v Discord
Elasticsearch

Email
WebHook URL Fail2Ban

| Shell Script |
Instructions: S
Open the Discord chann
From the channel menu, Microsoft Teams
Click on Webhooks men slegram
Click the Create Webhot post the messages (note that you can set
it on the ntopng recipients'page)
Note the URL from the WebHook URL field to be copied in the field above.
Click the Save button.
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Final Remarks

*Over the past 20+ years ntop created open source
software framework for efficiently monitoring traftic.

* Commodity

nardware, with adequate software, can

now match the performance and flexibility that
modern network operators require.
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Many thanks to Hosting Solutions for supporting this work ! i
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