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Goal of This Presentation

• Explain challenges in monitoring large networks. 
• Introduce open source AS traffic observability. 
• Present the integration work on BGP/BMP. 
• Show you that you will now be able to monitor your 
AS traffic without costly monthly subscriptions to 
cloud-based products.
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Do I "Own" the Monitored Traffic ?
• Yes 
You are monitoring your services (e.g. email. Web etc) so the 
traffic hitting your servers belongs to you. You can do DPI and 
store detailed IP information. 
Example: service providers, company, individuals. 

• No 
I provide Internet connectivity to my community and my 
customers. My goal is to keep the network healthy, I can't store/
visualize detailed information. 
Example: IXP Network Operators. 

• Mixed 
You have a large enterprise where only on selected networks you 
do DPI and the rest is flow-based.
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Our use case
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What's Inside a Flow ?
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Flow Exporter Information 
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Flow Collection: nProbe and ntopng
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nProbe

IPFIX/NetFlow Flows + DPI

ntopng

.......

Network Traffic Information
and Metadata  

(e.g. exporter/interface/next hop)
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Flow Collection in Large Networks
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(Possible) Flow Duplication
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Flow Duplication: Good or Bad? [1/3]

• What is duplicated flow? 
◦Same time window 
◦Same 5-tuple (proto, IP/Port src/dst) 
◦Different flow exporter. 

• Flow duplication can create issues when 
accounting traffic as the same flow can be 
accounted once, twice... depending on the 
network.

7



Large Networks Monitoring Webinar - 21.05.2026

Flow Duplication: Good or Bad? [2/3]
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Flow Duplication: Good or Bad? [3/3]
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ntopng 

nProbe

Flow Deduplication: nProbe vs ntopng
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--flow-collection-deduplication     | Discards duplicated flows (i.e. flows with the same key sent by 
                                    | two different flow exporter IP) 
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Best Practices

• Most people can deploy monitoring devices at the 
edge of the network: 
◦No duplication 
◦Visibility of north/south traffic. 

• You can also monitor internal routers if you want to 
study the traffic trajectory but this can put 
significant load on large networks. 

• In short: it depends on your monitoring goals and 
your use case.
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Handling Exporters IPs

• Flow exporters often export flows from multiple 
interfaces hence with multiple IP addresses. 

• In order to bind all IPs to the same exporter, we 
have enhanced SNMP to poll IPv4/v6 addresses.
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nProbe vs Exporters
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Combining Exporters with Flow NextHop
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Networks vs Sites [1/2]

• On large networks, IPs might be physically 
deployed across multiple locations. 

• Sites allow you to cluster IPs across locations.
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Networks vs Sites [2/2]
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Sites Traffic Distribution
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Binding Interfaces to Roles
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Binding Exporters to Sites

19

• Step 1: define a site name 
• Step 2: bind the exporter network to the site
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Merging All Together
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Exploring Traffic Flow Paths
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Note 
Paths are depicted based on (duplicated) collected flows.
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Role Traffic Breakdown
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Interface Traffic Breakdown
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Enhanced Flow Filtering

• In addition to the "legacy" host/protocol/etc. filters 
it is now possible to filter flows according to: 
◦ASN 
◦Exporter 
◦Exporter Interfaces (id and roles).
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ASN Classification
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ASN Page Revamped
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ASN: Ingress/Egress Interfaces
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Received Sent

This AS
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ASN Traffic View
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Received Sent

This AS
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AS View: My Customers Breakdown
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Enabling ASN Mode: ntopng
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Enabling ASN Mode: nProbe
• You have the option to: 
◦Collect flows as they are received (i.e. with full IP 
information). 
◦ [Optional] Mask IP addresses (according to the flow 
netmask) in order to hide the exact IP address. 

• Note: DPI in flow collection operates partially (no 
packets) using IP addresses (e.g. the Office365 IP 
range) and protocol+ports.
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--asn-mode                    | Collect flows and optimize export for AS traffic analysis. 
                              | This CLI option has no effect in packet mode 
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BGP/BMP Collection [1/2]

32

nProbe

ntopng

sFlow/NetFlow bgp_server

BGP

BMP / BGP

RIB Queries

Redis (like)

ZMQ

Notifications
Withdraws
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BGP/BMP Collection [2/2]
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Welcome to bgp_server v.11.1.260406 for macOS 26.4 
Copyright 2026 - ntop.org 

Usage: bgp_server -z <URL> [-p <BMP port>] [-r <redis port>] 
                  [-b <BGP port>] [-a <local ASN>] [-i <BGP router-ID>] 
                  [-n <path>] [-v] 

  -z <URL>    ZMQ publish URL 
  -p <port>   BMP listen port           (default 11019) 
  -r <port>   Redis query port          (default 63799) 
  -b <port>   BGP passive listen port   (0 = disabled, default BGP port is 179) 
  -a <ASN>    Local AS number for BGP OPEN  (default 65000) 
  -i <IP>     Local BGP router-ID (dotted decimal, default 1.1.1.1) 
  -n <path>   List of IPv4/v6 prefixes to be notified (add/withdraw) 
  -v          Verbose: print every parsed message 

Example: 
[BMP] bgp_server -z tcp://127.0.0.1:11059 -p 11019 -n prefixes.txt 
[BGP] bgp_server -z tcp://127.0.0.1:11059 -i 10.82.4.121 -p 179 -a 65000 -n prefixes.txt
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Merging Routing with Flows
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BGP Looking Glass
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Alerts [1/2]
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Alerts [2/2]
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Availability

• What presented today is available in the dev 
branch. They will be included in the next stable. 

• The bgp_server does not require an additional 
license other than nProbe (M and above), and it is 
based on open source software we developed 
(URL at the end of this presentation). 

• AS/Routing information is available in all ntopng 
versions if available.
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Future Work Items

• AI will be integrated into ntopng to ease data 
analysis. 

• Additional alerts (e.g. DDoS, BGP peers state...). 
• Detection of traffic spikes not due to a DDoS (e.g. 
soccer match). 

• Provide more insight about billing costs per 
customer (peering exposed), in order to better 
tune the monthly fees based on the current usage. 

• What else ?
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https://www.google.com/url?sa=t&source=web&rct=j&opi=89978449&url=https://docs.google.com/spreadsheets/d/18ztPX_ysWYqEhJlf2SKQQsTNRbkwoxPSfaC6ScEZAG8/&ved=2ahUKEwi-mtGgvNqPAxWD0wIHHbSLNxIQFnoECBAQAQ&usg=AOvVaw3c4J97S-kIdEFSGTcSwsbN
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What's Next ?
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ntop AI Webinar June 9th [announce preview]
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https://github.com/ntop/ntopng 
https://github.com/ntop/nProbe/tree/master/bgp
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