Webinar will start at 16:05 CET /10:05 AM ET

ntop and Al

Agents, Network Intelligence, and Explainability in Natural Language

Luca Deri <deri@ntop.org> nfop


mailto:deri@ntop.org

Webinar Highlights

*Ntop Journey to Al
» Introduction to Alibaba Cloud and Qwen
* Welcome to nAnalyst

s QA
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Our Journey to Al

* Al Integration Is a project started years ago:

¢ 2022: DPI features to 8-bit image (16 x 16
pixel) -> PyTlorch -> Malware Similarity

¢ 024: LLM experiments, little context, little
fun.

¢ 2025: new LLM generation, Claude,
OpenClaw -> Time to Act |
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Al Strategy [1/2]

Alert Susp. Device Protocofj[ Ask Google Al (4]
® A ‘ fo r- Eve ry b O d y Flow Peers imac [ imac ]:57621 g2 192.168.1.255:57621 1
Protocol / Application UDP:Spotify

e Nothing to install locally, no Al plan to pay.

e Use anonymization to avoid exposing
private data to Al companies (e.g. Google).

eSimplity alert, flows and host health
INnterpretation.

e Available in all ntopng editions.
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Al Strategy [2/2]

» Exploit LLMs to

o [urn ntopng into a "data factory" that can be used
as building blocks for non-developers tor creating
new monitoring applications (e.qg. using Claude/
Qwen Code) "powered by ntopng".

oLxplore monitoring data and analyze it better than/
with humans, create analysis pipelines, embed
INntelligence to answer questions ntopng cannot
answer out of the box.
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Al Impact on ntop

» Before Al, humans were the "target.”

eNice charts are better than many words: operators tend to
‘Grafanize’ their desks.

* With Al

oLvery alert must have a context: 'this is what happened” is not
enougn.

o | Ms need to know "why" and "how" a certain conclusion (e.g. an
alert) was drawn.

eLverything (e.g. DB columns) must have a description with
human-readable names, no abbreviations ("pkts" is a good
example), easy to correlate.
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What We'll Show you Today

* Introduce new Al-based analysis
components Into ntopng.

e Show how local LLMs can be used with
ntopng to analyze data while preserving
orivacy.

* Give you an outlook of the future
developments in the context of Al.
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summer Tour 2026: Interop Tokyo June 10-12
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Summer Tour 2026: Next Dates

e GRNOG 20
Athens. Greece, June 30th.

* NONOG-8 / NIX-2026
Oslo, Norway, September 9th.

* NOG.HR 7
/agreb, Croatia, September 10th.
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https://grnog.indico.nogalliance.org/event/13/overview
https://nonog.net/
https://nog.hr/en/

-eedback
* https://forms.gle/gHG98cpUMpdfMraN6G
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