Why We Monitor Networks
but Still Don't Understand Them

Exploring the gap between metrics and understanding
A journey through behavioral analysis and intelligent augmentation
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Who We Are

*Luca is the founder of ntop a European company
(Italy and Switzerland) established 25+ years ago
that develops open-source network security and
visibility tools.

He is the contributor to various open-source software
tools (e.g. Wireshark and Suricata) and a lecturer at
the CS Department of the University of Pisa, Italy.

e Gabriele is a master student at the CS Department
of the University of Pisa and a junior network engineer
at ntop. He is passionate about Al, network monitoring,
and large data analysis.

nto p _(o;TLSI a2t 2-F7)05— Interop Japan 2026 - June 12th, 2026 https:/github.com/ntop/nDP!/ - deri@ntop.org


https://github.com/ntop/nDPI/
mailto:deri@ntop.org

a 473 A
= A

" Luca
25F A LRIICERN S NI —O v /XDBETH Sntop (1FYTRKIVRA
ZlcHE) DRIEETY, @At A—T>YY—XDRYKNT—ItEF1
TABLORY NT—=70REY—ILOREEZIT>TVWET,
Ffz. LucaldWireshark®SuricataZz |l UHEFTE X F ATV —X
VIR 77O0V T MMOEMETHD., 17U T7OEHKREIY

" Gabri€lT T T RAEEOBEILEHTVET,
AHFYFOEYRKEIAVE 1= YA TV AERICHEET ZETBRDSE
THD, nopDY21ZF7RXYRNT—PJITVIZTFEULTHFEBULTWVWET,

Al, Xy hT—788. KIRET — I pICBVELEIBRZIF>TWE

ER
nto p S’\Tc)-i a2t 2-F7)05— Interop Japan 2026 - June 12th, 2026

https://github.com/ntop/nDPI/ - deri@ntop.org


https://github.com/ntop/nDPI/
mailto:deri@ntop.org

ntop and Jupiter Technology

- Jupiter Technology Corporation (¥ 24 —7 7./ O3 —%A 1) is a

prominent Japanese |IT company that specializes in localizing, distributing,
and supporting advanced international software solutions for the Japanese
market.

*Jupiter serves as the primary official partner and distributor in Japan for
ntop.

*Our partnership focuses on delivering ntop tools to enterprise and SME
networks in Japan.

*This event has been possible thanks to the support of Jupiter Technology.
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The ntop Ecosystem
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The ntop Vision

*\We have developed components that can fulfill various requirements:
o Traffic visibility and security (DPI, L7-protocol support).
oLarge networks monitoring via distribute probes.
o Data retention and troubleshooting (n2disk).
o @Graphical console for network monitoring (ntopng).
>Multi-10/100 Gbit support (RX+TX), balancing, filtering....
-DDoS Mitigation
> 100 Gbit traffic monitoring (QoS + QoE)

*In essence, we're working towards a toolkit for commodity hardware
systems, able to satisfy most network visibility needs.
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ntopng Architecture

é Redis Grafana

A
A
i
i
i

Cache

PE RING m Packets v Timeseries
1/10/40/100 Gbit  Jprten > > |l ClickHouse

Flows | Flows .
nProbe % > ‘Q‘ » % elastic
A

v,
A
NetFlow/IPFIX

L 4
.0

*

Fow | swp

=< == “a wazuh.

ntop _(iT[_S-i a2 2-F7)05— Interop Japan 2026 - June 12th, 2026 https://github.com/ntop/nDPI/ - deri@ntop.org

11


https://github.com/ntop/nDPI/
mailto:deri@ntop.org

ntopng 77

PF_RING Packets
1/10/40/100 Gbit
Flows
nProbe
A
| NetFlow/IPFIX
sFlow

—

9161 169-70,09-

ntop

—FTI7F¥
é Redis

A

Grafana

Cache

e

A
i
i
i
i

Timeseries

ll|: ClickHouse

Flows

> '. elastic

V,’
.
.
.
.
| SNMP .,
.
*
- h
== wazuh.
Interop Japan 2026 - June 12th, 2026 https://github.com/ntop/nDPI/ - deri@ntop.or

12


https://github.com/ntop/nDPI/
mailto:deri@ntop.org

The Visibility Gap and The Modern Challenge

—

*Executive Focus
High financial investments in monitoring tools
frequently fail to decrease Mean Time to
Resolution (MTTR).

* Technical Focus :
Standard dashboards display thousands of disparate time-series charts
without behavioral correlation: more does't mean better.

*Key Point
Data abundance creates operational noise. True visibility requires structural
synthesis, data correlation and intelligence.
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The Death of the Perimeter

* The Reality
Modern networks are highly fragmented with
hybrid-cloud and remote workforces, Firewalls and
edge proxies can no longer see the critical lateral e -|nlnv//

east-west traffic inside your infrastructure.

*The Consequence
Modern visibility blind spots are exactly where advanced threats,
misconfigurations, and performance bottlenecks live.

* The Requirement
Continuous, deep-network visibility must occur everywhere, not just at the
network border.
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Why Traditional Flow Monitoring Fails

* The Problem
Legacy sampling models (like 1:1000 packet sampling typical of NetFlow/
IPFIX/sFlow) or coarse 1-minute granularities iron out anomalies.

*The Blind Spot
Transient spikes, micro-bursts, and highly targeted low-and-slow cyber
attacks completely disappear. This is because NetFlow/IPFIX/sFlow rely on
packet sampling and averaged counters.

* The Shift
Moving from statistical guessing models to deterministic traffic capture with
near-realtime detailed counters stored on timeseries databases for drill-
down and analytical analysis.
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ntopng: Next-Gen Network Visibility

*Vision
Network traffic analysis using high-resolution, application and security
oriented (DPI) probes able to parse packets into human-oriented
intelligence.

*Core Philosophy
Building an open, highly flexible platform that doesn't just log packets but
continuously analyzes their underlying operational intent.

*Key Value
Designed to sit natively inside your infrastructure to provide instant
operational answers.
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Engineering for Large-Scale Networks

« Technical Focus
Line-rate processing across 10G/40G/100G+

interfaces without CPU starvation or dropped
packets. -

«Scale Capability oo
Handling hundreds of thousands of concurrent
active flows across vast enterprise fabrics.

Stanc ird ZC
Drivers  NAPI) Drivers

* Distribution and Precision
Collect rich monitoring data across large networks
with high precision (no just packets and bytes)
measurements with continuous sub-second e ] PF_RING
metrics tracking.

https://github.com/ntop/PF_RING/
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Deep Packet Inspection (DPI) with nDPI

*The Challenge
Over 90% of enterprise traffic is encrypted. Traditional inspection
breaks down without risky decryption proxies.

*The Engine
Leveraging the open-source nDPI engine natively within ntop tools: 14
years of developments, the only open DPI toolkit available on the o0 00110010/ TLS ip N OO o1 100
market, developed by ntop. EHE?HHHWHB%’H% o HO101]
0101100010110111100 HTTP10001011011110010100111

A\

* Protocol Mastery
Over 500 different application protocols recognized out of the box. nDPI

* The Objective
Moving beyond port-based identification (e.g., assuming port 443 is
safe HTTPS traffic) to true behavior payload classification, and
cybersecurity metadata extraction.

https://github.com/ntop/nDPI
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Next-Gen Cyber Detection in ntopng

* Continuous Auditing

Real-time behavioral detection heuristics running simultaneously with packet
processing.

* |dentified Vectors

Port scanning, lateral movement indicators, out-of-hours data bursts, and
rogue asset discovery.

* Context Preservation and Drill Down

Every security alert is automatically linked back to the exact historical flow,
application, and device involved.
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Summary: The Three Pillars of Rich Visibility

*Pillar 1
High-Performance Scale (Capture everything without loss).

*Pillar 2
High-Definition Granularity (Zero blind spots for transient anomalies).

*Pillar 3
Application-Aware Depth (DPI and behavioral context).
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Stop Building Monitoring Islands: We're Open !

* The Problem
When infrastructure breaks down, teams spend time pointing fingers at each
other because their tools don't talk.

*The Open Philosophy
Networks do not exist in a vacuum; your traffic monitoring tool must actively
feed the broader enterprise security and operations ecosystem.

*Open Code and Data
Open source code guarantees you transparency, no vendor lock-in,
business continuity and costs stability overtime. Open data promotes
sharing, analysis with third-party tools, and ability to analyze it with artificial
intelligence (Al) tools.
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ntopng and Wazuh Integration

*The Connection
Correlating network telemetry (wire

> Wazuh

d ata) d I re Ct I y W I t h h OSt_ b aS e d te | e m et ry f::uss:e‘r,-elr:: ?ﬁzoze 10:31:57 ::2:;2\/:2';42:19:26
(endpoint logs and active processes). =

° -l— h e Powe r :Ir:tl;i:::urel x86_64 ubuntu
Detecting that an endpoint is
communicating with an anomalous o ! S oo

e 5666 (IPv4) - nrpe e 47149 (IPv4) - corosync
10050 (IPv4) - zabbix_agent2
e 33060 (IPv4) - mysqld

external IP (via ntopng) and instantly
identifying which local process ID
initiated that specific flow (via Wazuh).

CPU Intel(R) Xeon(R) Gold 5120 CPU @ 2.20GHz CPU Cores: 12 | 2195 MHz

RAM Total RAM: 22.91 GB RAM Free: 15.28 GB | RAM Usage:
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ntopng &Wazuh®DiE

- BB
XYRNT—=UFLANY (BET—Y) &

Wazuh
_I_ I\ U —_ I\ | ( ~ I\\\ "I'Q/]/ ~ l\ Status / Version (X Wazuh v4.14.5
/I X /\ Z 0) T l/ X J I / /I / D Last Seen [ First  21/05/2026 10:31:57 06/05/2026 14:19:26
Seen
» ==/ v N
7 ’Y:) 9%17 I:I:l 7 I:l t X ) % IE.T‘_LR' F;g E{TJ (/j— i -a—o 0OS Name Ubuntu 22.04.5 LTS
Architecture [ x86_64 ubuntu
Platform
° ?x-b % Open Ports TCP UDP
e 22 (IPvd) - sshd o 53 (IPv4) - systemd-resolve
S |\\\—|_°/]/ S '\ \\Eﬁ“" \9*1._’-]3 4 I\\\ N « 25 (IPva) - mast * 123 (IPva) - ntpd
I / / \ / b z > I% 78\ n I P J I/ X t 1% e 53 (IP:A) —rs"yiieervr\d—reso\ve * 5405 (:IPVA)IT:orosync
e 3306 (IPv4) - mysqld * 32968 (IPv4) - corosync
—_ e 5666 (IPv4) - nrpe e 47149 (IPv4) - corosync
= \ e %‘: 4‘%% ( ) 3 « 10050 (IPv4) - zabbix_agent2
FELTWBZE 1 (ntopng) L. ZDi& 00 e
é_ . A 7_— . j] 7, % I] CPU Intel(R) Xeon(R) Gold 5120 CPU @ 2.20GHz CPU Cores: 12 | 2195 MHz
1!3 7 I:I % Eﬁyl:l L/ (S I:I }[/ I:I t X ID E RAM Total RAM: 22.91 GB RAM Free: 15.28 GB | RAM Usage: [EZ0)

BEICHFE (Wazuh) T=Z%9,
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Eliminating Vendor Traps

* The Stand
Monitoring data is your corporate property. You shouldn't be penalized or forced
into a single ecosystem to analyze it.

*Open Standard Compliance
Utilizing open JSON outputs, open REST APIs, and open-source foundations

across the entire pipeline.

* Flexibility
Giving organizations the freedom to switch or append visualization and storage
tiers at any point.

« Core Takeaway
True infrastructure visibility is collaborative, open-ended, and completely
decoupled from proprietary constraints.
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Shift from Filtering to Understanding

*The Core Advantage
Al in traffic analysis is not about generating random code; it is about rapid
structural synthesis, data correlation and reasoning.

*Cognitive Relief
Moving the operational burden away from tedious manual triage (operators
fatigue) and grep scripts: from experience to Al skills.

* The Result
Elevating junior engineers to perform advanced behavioral analysis safely

and instantly, time saved, use engineers for advanced tasks and not
continuously repeating unpleasant activities.
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Networks Tell Everything but Operators
Have no Time To Understand It

*The Issue
The real problem isn’t visibility, it's interpretation,

* Monitoring Facts
TBs of data per day, thousands of alerts, metrics and actionable data
available to analysts: analysts spend hours investigating them or do not use
them at all due to lack of time.

*Wrong Answers to Good Needs
Most tools answer: what, not why.
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From Observability to Understanding

Today's Monitoring

Al-based Analysis

Dashboards Explanations
Alerts Prioritized incidents
Queries Grounded Answers

Manual Investigation

Automated reasoning
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Al in ntopng

*nDPI acts as a specialized features extractor (i.e. protocol metadata
information) reported in JSON to tools sitting on top of it.

*nProbe acts as a high-precision, high definition traffic measurement sensor
able to deliver data in open format to ntop/non-ntop consumers.

*ntopng acts as a telemetry engine and data source for network analysis.
*The REST API returns structured, Al-friendly JSON.
*Live and historical telemetry data is inserted into the LLM prompts.

* The LLM orchestrates the analysis using data provided by the analytics
platform.
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Using ntopng with an Al Assistant [1/2]

deri@iMacM1.local 206>EIENLE
Claude Code v2 15

Tips for getting started

Welcome back ntop! Ask Claude to create a new app or clone a repositc
r What's new
Auto mode is now available on Bedrock, Vertex, anc
[ 1] [ ]}

Plugins in “.claude/skills’ directories are now at
nnet 6 Claude Pro cla ntop.org's Added ‘claude plugin init <name>" to scaffold a ne¢

Opus 4.8 is now available!

MCP dialog dismissed
BEMICRHEZBLDIIVERGLELLEMIGDKRRANEZENRTIT A ?
WM (22:00~06:00) KRHIVITVERTULAKRIANERARET, ETFF—TLEBEEZHRALET,
pr ctrl+o to expar
TmTILOBEEZRBLTIHS, REAOITVERFERTULET .
Called ntopng (ctrl+o to expan
F—7)T DNS 7O KNI ID ZWBLANS. RME (22:00~06:00) ODNST T U ZHEEH L X T,
topng (ctrl+o to expand
YA LY —v2EBEBELTESITY LET (CEST > Europe/Berlin) .
pr C 1+0 to expar

%M (22:00~06:00 CEST) KRHZ < DDNSY/ T VU ERFTLELEM1OKRZ b

I 43z KRN / IPZRLZ DNSZ T U #

1 89.31.72.65 12,439,913

2 194.242.61.65 9,120,377
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ntop
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deri@iMacM1.local 206>EIENLE

—— Claude e v2.1.15

Tips for getting started
Ask Claude to create a new app or clone a repositc

r What's new
Auto mode is now available on Bedrock, Vertex, anc

Plugins in “.claude/skills’ directories are now at
Added ‘claude plugin init <name>" to scaffold a ne¢

Welcome back ntop!

Opus 4.8 is now available!

MCP dialog dismissed
BEMICRHEZBLDIIVERGLELLEMIGDKRRANEZENRTIT A ?
WM (22:00~06:00) KRHIVITVERTULAKRIANERARET, ETFF—TLEBEEZHRALET,
png (ctrl+o to expa
TmTILOBEEZRBLTIHS, REAOITVERFERTULET .
Called ntopng (ctrl+o to expan
F—7)T DNS 7O KNI ID ZWBLANS. RME (22:00~06:00) ODNST T U ZHEEH L X T,
topng (ctrl+o to expand
YA LY —v2EBEBELTESITY LET (CEST > Europe/Berlin) .
)png (ctrl+o to expar

%M (22:00~06:00 CEST) KRHZ < DDNSY/ T VU ERFTLELEM1OKRZ b

I 43z KRN / IPZRLZ DNSZ T U #

1 89.31.72.65 12,439,913

2 194.242.61.65 9,120,377
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ntop

Using ntopng with an Al Assistant [2/2]

Al Assistant ntopng Embedded ntopng Lua APIs
(e.g. Claude Code) MCP Server
(1)
-

“"Which hosts queried
malicious-domain.com in
the last 24 hours?” (2)

Call ntopng Lua API
(©)

Eventually query
the DB and compute
@ response

Raw Response

(6)
<
“192.168.1.42 queried 23 times,
10.0.0.5 queried 3 times” e— A\| Assistant
ntopng
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Al

ntop

PRV N&FRHUentopngDFIA [2/2]

Al Assistant ntopng Embedded ntopng Lua APls
(e.g. Claude Code) MCP Server
1
>

"Which hosts queried
malicious-domain.com in
the last 24 hours?” (2)

Call ntopng Lua API
(&)

Eventually query
the DB and compute
@ response

Raw Response

)

-
"192.168.1.42 queried 23 times,
10.0.0.5 queried 3 times" em— A\| Assistant
ntopng
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The Protocol Blueprint: MCP Tools vs. Resources

*MCP Resources (Static/Read-Only): Exposing structured, real-time datasets.

ontopng://interfaces/list -> Returns operational states, link speeds, and active
configurations.

ontopng://alerts/active -> Streams the current high-priority cyber and performance alert
queues.

*MCP Tools (Dynamic/Executable): Function schemas that external Al engines use to run
targeted diagnostics.

oget_host_telemetry(ip, timespan)
oget_top_talkers(interface_id, metric)
ontopng_inspect_crypto_fingerprint(suspect_ip, destination_ip)
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MCP7—% 7% F v &34 : Tools& Resources D&

MCP Resources

ntopng://interfaces/list . é;;} : /7 =D = “
BRI, U7 8E. 5LOREADAREBRERLET. gl 7Ly LT

ntopng://alerts/active
REDSEBEEYAN—tEF2 VT BLONTA—Y VR TS— Fa1—2ANI—ZIVJBREVLET,

MCP Tools
get_host_telemetry(ip, timespan) N E’-'E"J / \\%ﬁﬁjﬁ& _
IMBAIZY VDR RER - Il =
get_top_talkers(interface_id, metric) EITITBHICHBT R@EHRAF—<

ntopng_inspect_crypto_fingerprint(suspect_ip, destination_ip)
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Introducing nAnalyst: From Data to Answers

*What
nAnalyst is an autonomous network intelligence layer that explains what is
happening in your network and why.

* How
Natural language queries, in your language.

*nAnalyst does the heavy lifting:
- Query and correlate monitoring data.
o Visualize results in charts.
o Propose network policies and generate alert(s) on violation.

> Add actionable items to correct problems (e.g. enable an active monitoring
script to check services uptime).
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What
ZFUThREENIREETWEIOL ZHRATZIERERXRY N T4 YT UI TV ALATV—TT,
How BASEICLDIBAVEDLEICXS, UKD, HIRTCOSETHRETEET,

BT —5 ORS & ST E RN,
MRERETS 7 £ LTARL.
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0 »

Dashboard

L3
Monitoring

A

Alerts

Interface

Policies

N »

nAnalyst User Experience [1/2]

™A A__ 7.50 Kbps
Menol v | 7780 Kbps
‘D HISTORY X < o = %
+ New Chat

4 Live Flows & Historical

& nAnalyst

8 BECRES<0.. X /2 @

7588 (959NN _
BHICRHZ DI TV ERTLELMIODER MEENTIH?

(27=a]50 530 e os=)

Local LLM
Qwen3.6-27B

06:00) ODNSZ/ LY Efii/RA b

2026%5H30H 22:00 »5 2026%5H31H 06:00 FTOHMT, RHZKDDNSYTUERITULKRANIATORED TY,

{473 IP7RLZ

1 83.149.128.88
2 104.218.164.192
3 151.243.11.37

4 51.158.205.203
5 138.68.43.38

6 204.76.203.15
7 141.98.83.48

83.149.128.88 ARHELTHZ<K DY ITY (110ff) ZRTLTVET ., ORI MI1~3HTT,

10:34 AM - 22s - 84 tok/s

v Show Evidence
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nAnalyst1—H'—IT 7 ARY I VX [1/2]

1t 7.50 Kbps
Menot v Tt 2200 Kbos DB EB e Q a- 2

®
Dashboard D HISTORY X = 0 Local LLM
ashboar < & = x* Qwen3.6-278 <
S + New Chat
Monitorin
9 4 Live Flows & Historical e

A’ & nAnalyst

Alerts
B RECBL2<0.. ¥ 2 @

amcnes<oszsenmi mmoons e 16:00) ODNSS TY EfiI7RZ b

2026%5H30H 22:00 75 2026558 31H 06:00 X TOHE T, HRHZLDDNSTTYERITULRAMINTORED TY,

R IP7RLZR JTUE
1 83.149.128.88 110
2 104.218.164.192 ‘ 3
3 151.243.11.37 ‘ 1
4 51.168.205.203 1
5 138.68.43.38 ‘ 1
6 204.76.203.15 ‘ 1
Interface
7 141.98.83.48 1

Policies

83.149.128.88 ARLELTZ<K DY/ TY (110#f) £RTLTVEY, HDKRR MI1~3HTY,
10:34 AM - 22s - 84 tok/s

v Show Evidence
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nAnalyst User Experience [2/2]

‘D HISTORY X = - Local LLM
< & & * Qwen3.6-27B

v

jg=vichat 83.149.128.88 KRIEL TS DY TY (MOf) ERFLTWET, BORZ kF1~3¢4TT,

4 Live Flows & Historical 10:34 AM - 22s - 84 tok/s

@ nAnalyst A Hide Evidence

# BEBS2<0.. * 2 @ ) . . . . . .
The user wants to find the top 10 hosts that executed the most queries during the night. 'Queries’ typically refers to DNS queries. | need to

identify the table that contains DNS flow data. The 'flows’ table is the primary source. | need to check its schema to understand how to filter
for DNS traffic (L7 PROTO) and how to aggregate by host. | also need to define 'night' Usually, this might be 22:00 to 06:00. | will first
describe the 'flows' table.

| have the schema for the 'flows’ table. | need to find the top 10 hosts that performed the most DNS queries during the night. 'Night' is typically
defined as 22:00 to 06:00. | will filter for L7 PROTO = 5 (DNS) and aggregate by source IP. I'll use the current day and the previous day to
cover a full night cycle if necessary, but usually 'night' implies the most recent night. Given the current time is 2026-05-31 10:34:28, the most
recent ‘night' would be from 2026-05-30 22:00:00 to 2026-05-31 06:00:00. | will construct a query to count DNS flows per source IP during
this window.

SELECT
IPv4NumToString(IPV4_SRC_ADDR) AS src_ip,
count(x) AS query_count
FROM flows
WHERE
L7_PROTO = 5
AND FIRST_SEEN >= '2026-05-30 22:00:00'
AND FIRST_SEEN <= '2026-05-31 06:00:00'
GROUP BY src_ip
ORDER BY query_count DESC
LIMIT 10
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nAnalyst1—H—ITJV AXRU IV

‘D HISTORY X

+ New Chat

4 Live Flows & Historical

@ nAnalyst

& BHERLZ<D.. X 2 @
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= O Local LLM
& = x* Qwen3.6-278

83.149.128.88 KREULTZK DI/ ITY (10ff) £RTLTWEY, ORI MI1~34TY,
10:34 AM - 22s - 84 tok/s

A Hide Evidence

The user wants to find the top 10 hosts that executed the most queries during the night. 'Queries’ typically refers to DNS queries. | need to
identify the table that contains DNS flow data. The 'flows’ table is the primary source. | need to check its schema to understand how to filter
for DNS traffic (L7 PROTO) and how to aggregate by host. | also need to define 'night' Usually, this might be 22:00 to 06:00. | will first
describe the 'flows' table.

| have the schema for the 'flows’ table. | need to find the top 10 hosts that performed the most DNS queries during the night. 'Night' is typically
defined as 22:00 to 06:00. | will filter for L7 PROTO = 5 (DNS) and aggregate by source IP. I'll use the current day and the previous day to
cover a full night cycle if necessary, but usually 'night' implies the most recent night. Given the current time is 2026-05-31 10:34:28, the most
recent ‘night' would be from 2026-05-30 22:00:00 to 2026-05-31 06:00:00. | will construct a query to count DNS flows per source IP during
this window.

SELECT
IPv4NumToString(IPV4_SRC_ADDR) AS src_ip,
count(x) AS query_count
FROM flows
WHERE
L7_PROTO = 5
AND FIRST_SEEN >= '2026-05-30 22:00:00'
AND FIRST_SEEN <= '2026-05-31 06:00:00'
GROUP BY src_ip
ORDER BY query_count DESC
LIMIT 10

[2/2]
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Query Pipeline

* Ask nAnalyst a question using natural language:
REICEHZ<DI Y ZXRT UL EHUI0ODRA NEIENTIMN?
(What are the top 10 hosts that made most queries during night hours?)
*An agent is started
o Agent gathers data using the registered functions and endpoints

o Additional evidence is collected from flows, hosts, asset inventory, SNMP
and alerts.

oEvidence is visualized and persisted across sessions (context).
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BEH,hSOZEFTCONE7O—

BASE CnAnalysticERULEXT :

MREIICRHZLLDI T ZEFTULEMIODKRA MNEIENTIMN?

I—YzvhhEBIhET
I—YrY NEEFRFHOBEBRLVTY RRA Y N EERLTT— Y& IELE T,

O—. IRA k. BEA YRV MU, SNMP, 8LUO7 Z— D SEMORMIEHRZUINEL T,

BIERETRMEL SN, vy yaryEF/cWTCIAYTFRAMNELUTRERESINET,
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nAnalyst Unique Proposition [1/2]

* It easily integrates with nDPI - ntopng - nProbe

* Works with a local LLM mode, Anthropic, OpenAl and any OpenAl
compatible inference server.

* Privacy and explainability in mind, no black box, interpretable results.
» Cost tracking and audit log ready (SOC2 style evidence).

* Domain specific tools embedded into ntopng: this is not a prompt or LLM
wrapper.
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nAnalystD 4 B {ffifi§ [1/2]

nDPI. ntopng. nProbe & BHICHETE X,

A—AJULLME— K. Anthropic, OpenAl, & & U'OpenAIE#D#ERT —/\—IcXF LT
Wxd,

TIANY—REEHFHAFTEEZERL TR SINTE D T3 v IRy T ATREL,
BRIRPIRERERZ IR L X T,

JAXANEFELUEEOZICHIGLTED. SOC2EEM[ITDEHE U TERTEXT,

ntopnglc K X1 VRHEENY — )L ZBAHAAATE D, B2 70V 7 M PLLMZ v /=TTl
HOFERE Ao
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nAnalyst Unique Proposition [2/2]

Differentiator nAnalyst Generic Agent Assistant
: 25 network specific tools :
Purpose built tools and counting (open source) Generic web search
, Full reasoning steps,
Evidence transparency tools called and SQL. Black box
Audit trail Full audibility on actions taken None
Privacy Fully on premise Cloud only
Cost Tracking Per user, per model, per tool call NA
ntopng and nDPI native Yes No nDPI
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ZRtER

BHEVfLEY =)L

nAnalystD % B ffifi§ [2/2]

—RRHY 7R WEBHR &

25fBEED R Y 7 — V45V —ILE iRl
(A=Y —R. S5ICIEINR)

Full reasoning steps,

IRILODIE BZE AR 1 tools called and SQL. T72vIIRy IR
BN Full audibility on actions taken A
T34\ — Fully on premise 7777 RDH
dR NERF Per user, per model, per tool call NA
ntopng EnDPIRA 7« TH&E == nDPI7& U
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Advantages for Net- and SecOps

*Investigation time from hours to seconds.
*Less alert fatigue.

*|ess false positives and noise.

*Faster incident response.

* Ability to replicate analysis by creating skills that distillate human experience
into repeatable actions.
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nAnalyst Live Demo
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The Financial Reality of Network-Scale Al

* The Token Explosion
A standard corporate network generates millions of network events every minute.
Feeding this high-velocity flow data to a commercial public cloud LLM via traditional
APIs results in thousands of dollars in token fees daily.

* The Compute Efficiency
High-end reasoning models are built to compose poetry, debug massive codebases,
and answer general knowledge. They are overly bloated for infrastructure triaging.

* The Local Optimization
ntopng works with compact, quantized local models specifically fine-tuned for
networking semantics, protocol diagnostics, and security telemetry.

* The Bottom Line
Run complex automated diagnostics 24/7 on an adjacent, fixed-cost local edge
engine rather than paying metered, unpredictable utility bills to cloud providers.
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Local Architecture vs. Public Cloud Al

Public Cloud Al Pipelines

Data Leakage Risk High Leakage Risk (Network maps,
topologies, and sensitive payloads

leave the building)

API Costs Variable & Scalable (Per-token costs
explode under continuous network
traffic telemetry ingestion).

Triage Latency Slow (Network state must be
packaged, scrubbed, exported, and

uploaded to the cloud)

Regulatory Standing Non-Compliant (Directly violates strict
regional privacy directives like GDPR,

HIPAA, and NIS2)

9167 y263-50.09-
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ntopng Secure Local Al
Architecture

Zero (All data remains contained within
local memory buffers)

Fixed & Predictable (Leverages existing
compute infrastructure; no operational
subscription dependencies)

Instantaneous (Direct in-memory access
via the local MCP server layer)

Fully Compliant (Maintains total
operational isolation within corporate data
boundaries)
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Conclusion: True Network Understanding Achieved

* The Shift Complete
Moving permanently away from unreadable text-heavy logging dumps to
instantaneous, clear contextual analysis.

* The Vision
Scaling your physical network footprint without expanding your engineers'
mental workload or compromising data privacy.

* Unigque Proposition
nAnalyst is not another dashboard. It's the layer that finally explains your
network and let you automate actions through agent pipelines.
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