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Networks Tell Everything
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1. TBs of data per day  
2. Thousands of alerts 
3. Analysts spend hours investigating  

Most tools answer what. nAnalyst answers why 
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What Is An Agent?
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A program that perceives its environment, makes 
decisions, and takes actions to reach a specific goal  
autonomously. 

- Tools: connections that let the agent act in the real 
world. (Cmd, call APIs…) 
- Memory: storage for agent findings, identity 
- React Loop: reasoning action loop to reach the goal 
- MCP: standard protocol to let AI agents discover 
and use tools in a universal way

mailto:gabriele@ntop.org


nAnalyst - Agentic Network Intelligence  <gabriele@ntop.org>

What is nAnalyst? 
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Today With nAnalyst

Dashboards Explanations

Alerts Prioritized incidents

Queries Grounded Answers

Manual investigation Automated reasoning

- Agentic layer that lives 
in ntopng 

- Not a chatbot wrapper 
- Purpose built in ntopng
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From Data to Answers
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nAnalyst is an autonomous network intelligence layer that explains what is 
happening in your network and why 

1. User asks a question 
2. An agentic loop is started: 

1. Gather data 
2. Additional evidence is collected from flows, hosts, asset inventory, SNMP 

or alerts 
3. Evidence is visualized and persisted across sessions. 
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Inference Servers
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An inference server: 
- Loads an LLM into GPU VRAM / system RAM 
- Handles HTTP(S) requests from applications and AI agents 
- Execute model inference: generate text, reasoning, tool calls… 
- Returns responses through REST API 
- Supports concurrent users and agents
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Deployment
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LLM Setup
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1. Fully supports anthropic and openAI format
1. Pay per use APIs 
2. AWS Bedrock compatible 
3. Local LLM servers: llama-cpp, vllm, sglang 

2. Easy Setup
1. Set LLM API key, endpoint and model name 
2. No key leaves your machine, all is stored on the ntopng instance
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LLM Setup
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Chat Interface
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Why is nAnalyst Different? [1/2]
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- Leverages nDPI as high fidelity data source 
- Works with anthropic, openAI and any openAI compatible 
inference server 

- Privacy and explainability in mind, no black box, interpretable 
results 

- Cost tracking and audit log ready (SOC2 style evidence) 
- Domain specific tools - not a simple LLM wrapper
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Why is nAnalyst Different? [2/2]
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Differentiator nAnalyst Generic Agent Assistant

Purpose built tools 25+ network specific tools Generic web search

Evidence transparency Full reasoning steps Black box

Audit trail Actions taken None

Privacy Fully on prem Cloud only

Cost Tracking Detailed Usage N/A

Ntopng - nDPI native Yes No nDPI
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What does this mean for teams?
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1. Investigation time from hours to seconds 
2. Less alert fatigue 
3. Less false positives and noise 
4. Faster incident response
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Demo 1: Traffic Investigation
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In seconds, users go from raw traffic to insights + next steps 

1. Question: “Show me DNS query volume for each hour in the 
last day and top queried domains” 

2. Agent collects data for DNS traffic, query to Clickhouse 
3. Generates a line chart embedded in the chat  
4. Reports a table of evidence and provides suggested next 

steps: “Investigate the two most contacted domains…”
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Demo 1: Traffic Investigation
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Evidence Logs - No Black Box
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Demo 2: Active Monitoring Automation
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AI doesn’t just analyze - it acts

1. I want to monitor if there is 
connectivity to https://
qubitowl.com 

2. Tool: add active monitoring 
script 

3. A new monitoring hook is 
added, monitoring HTTPS 
connectivity every minute. 
(ICMP, HTTP(S), speediest, 
throughput tests available)
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Demo 3: Policy Generation
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Idea -> detection -> alerts in seconds

1. No SSH for host 192.168.2.38 during business hours 
2. Agent generates an SQL query that is executed periodically (1 or 

5 min, 1h, daily) 
3. Generate an alert if the policy is violated 
4. Agent executes the SQL query, provides interpretability and 

registers the alert 
5. Complex query such as: traffic 2x hourly baseline and similar are 

possible
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Demo 3: Policy Generation
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Review Policy
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Alert Generation
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Detect any policy violation, inbound and outbound to the specified host(s)
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Demo 4: Flow Explanation
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Scenario: Click “Explain” on a suspicious flow 
1. Live flows page -> Explain 
2. Ask questions about a flow 
3. Agent fetches flow context, has access to all other tools, DB 
4. Agent generates analysis/answer
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Analysis Pipelines
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Use case: Repeated investigations with different filters. 
Compliance analysis 
Solution: Grafana style analysis pipelines 

1. Describe an analysis pipeline, 1+ stages 
2. LLM generates custom SQL queries with parametrized filter 
values 
3. Editable filters
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Analysis Pipelines: Example
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NIS2 policy enforcement. I have a nis2 policy to enforce 

1. Return all IPs that did not do any NTP traffic in the last 24h 
2. For hosts that instead did NTP traffic, i want to know the 
destination server, the server ASN and total volume
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Analysis Pipelines: Example
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nAnalyst - MCP Server
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nAnalyst is also accessible as an MCP server running on 
ntopng
- No additional installation required 
- Add MCP credentials in Claude Code, cursor etc.. 
- Any MCP client can connect and interact with ntopng 
- Same tools available as nAnalyst 
- Strong security based on ntopng server
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nAnalyst - MCP Server - Alert Investigation
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What nAnalyst Is Evolving Into
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1. “What changed?” Over time 
2. Alerts analysis and prioritization (root cause analysis): 

1. Reduce alert fatigue 
2. Highlight relevant alerts worth investigating 

3. Behavioral baselines
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Observability and Visibility
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1. Usage Stats
1. Monitor historical usage in tokens (and $) for each model and user 
2. Breakdown agent usage: tool call, response generation etc 

2. Action Audit
1. Monitor which user added an active monitoring script, created a policy 
2. Blame the user or the agent for a given action 
3. See action, who initiated (agent suggestion or user request) 
4. Full visibility on the tool call content
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Usage Stats
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Model Cost
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1. Choose a model that was used or 
specify a custom model 

2. Add price in input and output  per 
1M tokens 

3. Monitor costs in the page from the 
previous slide
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Audit Usage
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Timeline

33

1. Feedback collection: starting today
2. Open Beta: June 22nd
3. Release: Q3 26 

Requirements: ntopng Enterprise M and above 
+ clickhouse
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nAnalyst is not yet another dashboard.
It’s the layer that finally explains your network. 

For any questions or custom requests: gabriele@ntop.org
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