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Webinar Agenda

1. What's new with ntopng 7.0
2. Ongoing Developments (Dev)

3. ntopng 7.2 Roadmap
4. Q&A
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What's new with ntopng 7.0
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What's New in ntopng 7.0

Modern GUI
Vue.js, D3 charts, Vite

Sites
Network-to-site hierarchy

BGP & BMP
Looking Glass, RPKI, alerts

Wazuh Integration
System + network data

Flows & Detection
Dedup, IPv6, PQC, VPN, OT

00000

Flow Details & Search
Trajectory, topology, search

Host Tags
User-defined, filter anywhere

Observability
ClickHouse timeseries engine

Auth & Security
SSO, MFA, Passkeys, CRA

nAnalyst
Al-based analysis in ntopng
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A Rebuilt Frontend

* Vue.js Pages
Menu, preferences, checks, VLANSs, networks, service
map, backups and more 7
- D3-Based Charts x
Replace ApexCharts: pie, bar, line, stacked, heatmap,
bubble, chord, sankey, geomap

smaller shipped

- Faster & Friendlier emiEne ZegEs

Vite build with gzip, guided demo, startup page, dynamic
tables, dark mode and mobile
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A Rebuilt Frontend: Flow Detalls

Smarter Tables
Dynamic columns, resizable and sticky actions
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Improved Search

Q_ Search pages, hosts, MACs, netwarks...

DASHBOARD

& Traffic

ok Assets Inventory

B Report
a5 Sites
© Observability

#. Al Dashboard

MONITORING

2 Active Monitoring
%' Infrastructure
55 SNMP

ALERTS

1+ Navigats « Oper
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Sites: Network Hierarchy

Why Sites?

Large, distributed networks are easier
to reason about when networks,
exporters and hosts are grouped by
physical or logical site.

Networks Exporters Hosts

Historical flows now carry client and

Networks, exporters and hosts roll up into server Site IDs.

sites
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Network Sites [1/3]

 Site Dashboard
SNMP, live flows, hosts, assets, exporters, top items

* Matrix & Heat-map
Traffic between sites at a glance

+ Geomap
Sites on a map, with edges between them

* Per-Site Timeseries
Trends and a dedicated SNMP dashboard per site

 Site IDs in Flows
Filter flows, reports and alerts by site
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Network Sites [2/3]

Define your sites

Create sites, define the networks and Check the traffic
the exporters will populate the site Monitor what's happening in the network with Tops
o e
& Bxporter: juno0’-mx204
o Inter‘aces G Current Traffic o Flows o Active Mosts. SNMP
5 2390 98. s 27 0 Polling
~ Traffic Time Series (] (* Top Applications (by Tralfic) ]
Application Traffic

Byer @inbyec  GAC 216 M0

s 1.65 MB s
Weoex 154 MB
HT'P 143 M8
ICNP 34274 KB
sar 207.5¢ KB
ICNPVE 109.3¢ KB
SMIP 50.78 8
Digitak 4297 G
0 Top Local Hosts (by Traffic) @ Top Remote H3gs (by Traffiz) ]

e el “ Check Live Stats
Also check live flows, hosts, or the exporter
status with the support of SNMP
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Network Sites [3/3]
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Observability & Timeseries

ClickHouse Timeseries HR Counters

New ClickHouse-based &H High-Resolution support with 15-
timeseries engine second (or less) granularity
Observability Dashboard Grafana Integration

HR dashboard, able to build Sample Grafana dashboards
custom timeseries on the fly available using HR data to build

based on raw data (group, filter) custom charts
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Custom High-Resolution Timeseries

Filter & Group
Build custom timeseries with 15s granularity from raw data
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Self Monitoring (7.1 dev)

Monitor Application Health & Performance
High resolution timeseries with traffic, exported flows, CPU, memory
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Grafana Integration

ClickHouse Da ce grafana-clickhouse-datasource Database ntopng g as c] i\ Refresh 1m v
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Application Layer (nDPI)

Top 10 Applicaticns by Traffic (bps) Traffic by nDFI Category
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Chart timeseries,
historical raw data
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ClickHouse Retention Simplified

* Retention by Days
Defines how long historical flows and alerts should be retained.

* Retention by Disk Space (New)
Set a hard limit to prevent the disk from filling up and block all activities.

Q Search settings... ClickHouse

Z= Expert View ()

Flows/Alerts Data Retention 30 ~
Active Monitoring Number of days to keep raw (unaggregated) flows (if enabled) and alerts. i
Default: 30 days. Minimum 1
Alerts
Applications Flows/Alerts Max Disk Space (GB)
a . Maximum size (GB) of the ClickHouse database. When exceeded, the oldest -~
EXPERT ' 100 <
Behaviour Analysis days of raw flows and alerts are deleted (checked daily), regardless of the
Cache Settings EXPERT Flows/Alerts Data Retention. Aggregated data is not deleted. Requires SELECT Minimum O
grants on system.parts for the ClickHouse user. Set to 0 to disable. Default: 0.
| ClickHouse EXPERT
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Security & CRA Readiness

» Secure by Default
HTTPS and encrypted ZMQ by default

 Hardened Dissectors
ClusterFuzzLite and OSS-Fuzz on dissectors

* Access Control
E U C RA Strong session IDs, wider admin checks

Cyber Resilience Act

- SBOM
Official application SBOM at every release

ntop Webinar « ntopng 7.0 - October 20th, 2026 18




Stronger Authentication

 Single Sign-On
OpenlD Connect with role scopes and capability mapping

* Multi-Factor Auth
A second factor for user logins

* Passkeys
Passkey support for password-less login

* APl Keys & Tokens
X-API-Key and bearer token authentication for REST calls
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No Passwords in ntopng
Passwords stay at the IdP
(vs LDAP which requires the password)

Cloud & Web Native
HTTPS only: works with SaaS IdPs, no
LDAP/389 to the directory from ntopng

ntop

OpenlD Connect

User Identity Provider

logs in once, at the |dP Keycloak - Entra ID - Okta - Google

ntopng

gets a signed token + claims

MFA & Passkeys via the IdP

Reuse |dP MFA, passkeys and conditional
access

Central Roles & Scopes
Claims map to role, interfaces, networks,
host pools, pcap and historical permissions

Webinar « ntopng 7.0 - October 20th, 2026 20




Smarter Flow Collection

ntop

The same flow seen by several exporters is
counted once

Stats and timeseries on the interface page @

Webinar « ntopng 7.0 - October 20th, 2026

Flow Deduplication

On by default where
available

IPv6 Exporters

Full IPv6 support for
exporters

Reworked Exporters

Better next-hop and IP
handling

21




BGP & BMP Visibility [1/3]

Routers ‘
BGP / BMP

Looking Glass, alerts, flow

details
Looking Glass Prefix Alerts BGP in Flows
RPKI validation, best- Alerts on prefix changes, BGP data in live and
path info and next-hop with a dedicated historical flow details
formatting endpoint preference and flow JSON
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BGP & BMP Visibility [2/3]
@ %

nProbe

* Notifications
Withdraws | - ‘
B ; | RIB Queries

e ZMQ BGP
- Redis (like) %

woeelly  sFlow/NetFlow bgp_server

il BMP / BGP
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BGP & BMP Visibility [3/3]

= Flow: s #9=:50028 ¢ Gl b3 54:80 | fy BGP

BGP Client Info
Prefix 52.84.136.0/21 58
BGP Peer Id 217.197.106.201 (Default)
BCP Peer ASN 204471 (KARSOLINK - 2S Computers SRL)
Origin IGP
Next Hop 10.255.255.201
AS Path 204471 (KARSOLINK - 2S Computers SRL)

16509 (AMAZON-02 - Amazon.com)
MED (Multi-Exit Discrimin...
Local Pref.

Communities

BGP Server Info
Prefix
BGP Peer Id
BGP Peer ASN
Origin
Next Hop

AS Path

MED (Multi-Exit Discrimin...

Local Pref.

Communities
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46.80.170.0/24 o8

217.197.108.201 (Default)

204471 (KARSOLINK - 2S5 Computers SRL)
IGP

10.255.255.201

204471 (KARSOLINK - 2S Computers SRL)

208449 (BEECLOUDYNET - Micky Del Favero trading as "B...
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Wazuh Integration:
Merging System with Network Visibility

Wazuh: host detections il & "topvr:ss]i:brill?tt;vork

‘ One place for both

Alerts in ClickHouse Alerts Page
with configurable retention Details, info button and
exceptions

Notification Target

Notify Wazuh alerts, with MITRE
info

Asset Merge
Manual or automatic

Availability
Available on Enterprise (M+)

Ready-Made Rules
Built-in sample rules

I'\fOp Webinar « ntopng 7.0 - October 20th, 2026 25




Wazuh: Alerts and Assets

+ 32.80 Mbps
® view:all Ma) A v FTTITINTN 4 1a 00 Mips [3.3k=a J 798 (41) O J 1346k (3.0) 2 X 608.7K= Q Search  CthF

A Wazuh Alerts | f§ <«

Rules Rules Exceptions

Al Levels v Lest2Hours v 19/10/2026 15:53 < 19/10/2026 17:59 o
10 ¢ M & @~ Search
Act... RuleID v Timestamp Level Description Agent Name Agent IP Username Domain
rootkit-dete... 15:56:52 (0 NMUiplUSSFERGISJMISUSE)  High amount of POST requests... o 192.168.15.92
n rootkit-dete... 18:67:26 | 8-First-Anomalies Interface entered in promiscuo... 192.168.15.90
n rootkit-dete... 16:56:43 | 8-First-Anomalles | Interface entered in promiscuo .. o 1921681590
n rootkit-dete... 16:57:14 (A0=NUitipleUSerERers/Misuse)  High amount of POST requests... I 192.168.15.92
n rootkit-dete...  16:51:07 8- Firet-Anomalies Interface entered in premiscuo... 192.168.15.90
n rootkit-dete...  15:52:12 (O NUNPRUS EROIMISEE)  High amount of POST requests.. 10 1921681592
n rootkit-dets... 16:63:16 (A0 NlitiploUSSPERGra/Misuss)  High amount of POST requasts... 192.168.15.92
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Host Tags

User-Defined Tags Built-in Tags
Label your hosts with your own ntopng automatically assigns
tags tags to traffic elements based on

configuration and behavior

Filter Everywhere Assets

Flows, alerts, hosts, historical E Tags replace service badges in
data and assets the asset list

27

nfOp Webinar « ntopng 7.0 - October 20th, 2026




ntop

Host Tags Live

Router/AccessPoint MAC Address VantivaTechn_60:ED:80

Host MAC Address Apple _A7:EE:CC

IP Address 192.168.1.29 L & [ 192.168.1.0/24 (Default) ]
Tags

0s & mac0S/i0S/iPad

Name imacm (2 % ([ B |

# Assets Inventory | #if  SNMP

Host Pool: Default £¢

Device Type Manufacturer Netwark 0S Type Status Tag . —~
Al v Al v Al v al v | Online v | Al v Reset OEcl @ C O~ Search:

Act... IP Address Name MAC Address Model 0s Status First Seen Last Seen
Bl o©vesissn 16:7D:18:16:09:BE 30ct, 141558

E 192.168.1.58 00 C0:03:AC*69:09:18 [FroniusSch... I 20 Sep, 14:3...

Bl vesinnds. il o g c:58:5C: A7EECC [Apole] Airport Express mac... 17 Sep, 10°52...

‘92160129 3
=~ JREAEIRI=E A Y A4:91:B1:60°E0:80 [VantivaTechn] CI 17 Sep, 1052,

Webinar « ntopng 7.0 - October 20th, 2026

28




Host Tags (7.1 dev)

Automatic Application and Risk-Based Tagging Tags about OS
Every time a flow is classified as one of the linked

apps, or raises one of the linked risks, tags are

automatically added to host/asset

M Assets Inventory ﬁ SNMP  Dashboarc
Edit Tag

Device Type Manufacturer Network os Jype Status Taq

Al v al v Al v L v a v e~ | ]
Tag Nﬂfe.‘ﬂal .
Actions  IP Address Name
Tag Colo
9 Color - B ro17ea5c037:2:7400eaba:1d9c 2053 oW 1 ubuntu2404-
10.021-0 P Hon-PQCCempilant  Lnux ubunlu2404-;
Tag Description E '1' !

Applicatians

New Assets/Tags dashboard
Flow Risks ) Not only an hosts list, but a global overview of

me - T oo what is happening in the network
Z Tags History
TTL/Expiration / Historical tags information

Tags might expire if not periodically refreshed
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Detection

TCP @ 2 64 £42/0 58bBad641

* nDPI Fingerprint (also on historical flow) E
It combines both layer 4 (operating system L —— |
detection) and layer 7 (application) info

* (Missing-)Post-Quantum Cryptography Description Score Info
DeteCti on Obsolete non-Post Obsolete non-
Are hosts already configured/upgraded/ready Quantum Ciphers (7)) PQC server €3
to use PQ algorithms? Detection works on: - - Ta
TLS, QUIC, IPSEC, SSH (both clientand _ / g
server) Y

Al v Al v Al v Al v Al v al v Nea-PGE Cempliant ~

* Slow DoS Detection
Attacks trying to consume server resources
with minimal bandwidth usage by the attacker S &

Description Score Info

100 Slow HTTP Reg. (Slowloris): 10.9 sec €3
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Protocol Detection (7.1 dev)

* New TCP fingerprint
A stable way to fingerprint TCP and
allow OS detection

- Better PQC Detection
Extension to other protocols
(DNSSEC) and identification of PQC
flows

ntop

Casze NTF

Lirnax, IPv4 2 &4 64240 5ecAB846073h9

?_f4_64740_5ecdB46073hQ

Litnax, IPv& wilh i TFO cookie request

Litnax, IPv4, with o TRO cookic 2 64 03248 _50c4Ba6073nG

Lo, IPVE (cliftarent MSS ane vindow) 2 B4 81860 S5ec184607309

Flow Alerts

=]

Protocol Info
IcPns sl ck @ @ EE)

TCPTLS. Snapchet @ i [EED

mori18n.L klekvezm

wrow.snapchat.com

protecol
TCPILS o @ D)
CPILS Canon cal v i G

The flow is not PQ-
protected since the client is
not PQ-ready

Client PQ-ready but the
flow is not PQ-protected
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OT Visibility
Flow detection, metadata extraction, behavioral analysis and alerts

=Flow: 10.125.56.220:44334 & 10.125.56.221:1502 | iy

« S7comm & Profinet

New OT/ICS protocol visibility

* Modbus

Improved statistics and alerting

Flow Peers.

Protocol / Application
Flrst [ Last Sean

Flow Duration

Total Traffic

Network Quality (QoE) [
[Client->Server f Server -»Client ]

TCP Flags and Connection State

Total Flow Scare [ Score Category Breakdown

10.125.56.220 [ 344324 2 1012556227 @ 1
Conﬁdence:

30/09/2026 11:50:08 [00:44 sac 390]

<1sec

Total: 129.5 KE=

Client = Server: 1,346 Pxts ( TT.1KB—

101 25.56.220:44234 60K 1012556229502 20%

Client =+ Server: (19 )

« Eemablichad [No SYN seen, just midatream traffic).
» OTH{No SYN seen, just micstream traffic).
» Flow is active, however, the beginning of the Alow fi

150

Description

ModhusTC® Unexpacted Funetien Code (I

Knawn Prozo on Non Std Port [0
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OT Visibility
Transitions graph Alarms
Function codes used in the flow and transition from a

funCtion COde to the neXt one m AUl Hosts Interface Networks Sl
e OGS C Enabled 3 Disabjed ©

Actions Enabled Name
P %«'1 vm%s‘

N
S7Comm Invalid Transition

&
ResdViria) E @D  5/Comm Too Many Lrrors
E @D  57Comm Unexpected Function Code
PrSenvice 40n St cemmuricaton (240,
Function Coces 0 - @ 2 @ senk
0 Uses
Start upload (29) 3 M Hosts  Live Hosts  Loc. Hosts Aclivily
Unlia (51 ¢
Fod upkad (11) 4 IP Version Local Network Direction Filter Hosts Host Pools Flow Exporter | Tags
All v All v All ~ All ~ Al ~ Al ~ S7Cemm Server ~ ‘
P-Service (10)
— & Actions  IP Address lame
Wrice Vs (5) B
Setuc commenication 2400 1 . -'211 =°
PCStep (41) 1

Flow Metadata

List of function codes, their frequency, errors... Tag
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Al-based Analysis in ntopng

nAnalyst

Al-based network intelligence extension for ntopng
« Explain what is happening in your network.

* Analysis Pipelines

* MCP Server
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Agentic Al - From Data To Answers

nAnalyst is an autonomous network intelligence layer that
explains what is happening in your network and why

Tools Memory
1. User asks a guestion .
a
° (@) E
2. An agentic loop is started: = Al Agert oma
Other Tools !
1. Gather data A | aSYETRe
-
2. Additional evidence is collected from flows, hosts, asset -
inventory, SNMP or alerts Detabese

3. Evidence is visualized and persisted across sessions.
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Licenses and Renewals

& o T 4w ormes =D (0c=] QL swaren curs
O Licenses | @ «
Last update: 17:29:06 10 ¢ @Refresh RCrecentiols M < @~
Actions Order ID ~ Maintenance Info

na Valld Will expire in 3671 days

0] v D Wil expira in 361 days
na - - Will expire in 338 days
nn m Will expire in 338 days
nn | m—— [ Vi | Will expira in 292 days
0] =] [ vaiid | Will expire in 292 days
BD - = [ vaia | Wil expire In 282 days
nn [ valic | Will expira in 263 days
ﬂﬂ --| [ vaiid | Will expire in 261 days
Bﬂ = [ vaiid | Will expira n 241 days
Showing page 10f 10: total 92 rows nz 32 4 5 8 > »
NOTES
» last Updarte above the table (on the left upper comer) shows the last time the information were retrieved from the ntop server; click & Refresh to
refresh them;
mloprg Frtmeo ss ¥ v 71 289013 (rincOf 2701) | £ 1205-2€ - nlep @ 10FH2028, 05:2%:34 P FurcowMoew | Liptime: T * 0y
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Before You Upgrade

e Behavior Changes 6 Removed Components
e —-community iS gone: community « ntop Cloud
mode starts without a license Hierarchy support

*  Vulnerability Scan is now Active « ApexCharts, nvd3, dc, cubism

Scan (no CVE/Vulners)

Read the full changelog before rolling out to production.
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Ongoing
Developments

ntop




ntopng Chrome Extension

Monitor ntopng instances from the browser

Find loC IPs/domains from anywhere

Check I0C

8.8.8.8

Dev

¥ Search all 2 eligible instance(s)

Query ntopng

3% htop Monitor

DeV V ENTERPRISE PERMANENT
130 52.2 Kbps 25.5 Kbps 10
enplsO 130 52.2 Kbps 25.5 Kbps

tep://*:1234c¢ 0 0.8 bps 0.0 bps
tcp://127.0.0.1:1235 0 0.0 bps 9.0 bps

Goline ENTERPRISE PERMANENT
12708 65.1 Mbps 13.6 Mbps

1292
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Previewing ntop Mosaic

Threat intelligence, cloud/on premise platform for ntop products:
« Host/domain categorization
« Domains Relationship and Similarity Analysis

« DNS Filtering and ntopng integration

https://forms.gle/PRGUgkcn1LAxXAAZDY
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https://forms.gle/PRGUgkcn1LAxAAZD7

Mosaic: Domain Similarity Analysis

% Graph 15 imilar name 2= Similar conlent | 0

SELECTED NODE

Shares an IP addeass Uses 1his cartifizate Sharas a cerificate iriar eamain namrs Sarme favicon & Deag nonas to reaer:

1] ntop.org

inashaate i

top.com

= F
ntola.org

quarantine

walilopong

rshamail lon o1 Ane.reop

nprobe.org

ntpjs.org

16,203 14

.u.uu urg
0 1o s 1P

nprobie.crg

.rn'wgm nwop.crg

om

Simisr doran name

ntop.ty
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Ntopng 7.2: Main Roadmap Items

* Next stable scheduled for Q1/Q2 2027.
+ Further GUI/UX improvements for migrating existing "old" page layouts.
* Revisit Alerts: Explainable, Easy-to-deliver, time-based alert dashboard.
+ Implement BGP routing database to see how routes change overtime.
« Traffic modeling:

+ Automatically discover services and responsibilities.

+ Detect service changes and abuses/misbehavior.

+ Implement host relationships detection.

+ Extend asset inventory complementing it with discovered services.
+ NetBox, Zabbix Integration plans.

+ Implement PQC network posture dashboard.
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ntop

Upcoming Professional Training

Elevate Your Network Visibility with ntop Professional

Training November 2026

Home Technologiesand Trends

Time: 3:00 PM CET / 9:00 AM EDT

Dates: November 10th, 12th, 17th, 19th, 24th, and 26th.
Format: Online via Microsoft Teams

Language: English

Structure: 5 sessions of 90 minutes each

URL.: https://www.ntop.org/services/professional-training/
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SharkFest Europe - Brussels, 2-6 Nov

ﬂxl

mneus 7{

Transformers in the Wire: Advanced DPI
Fingerprinting for AI/Stealth VPN Detection

Luca Deri <deri@ntop.org>, @lucaderi

somoedtv:  ZPROFITAP  (-)cPacket |TCP/IP| & endace
LECF NETWORK OBSERVABILITY training

Record. Respond.
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https://discord.gg/tKZqzH9Fku < t.me/ntop_community ¢ github.com/ntop/ntopng
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